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T L EREIE I SRIE AT —Y'—IRT)

MD3DEEBIT,

(4) TNSDIRTE DA EEZE %247 DHIRT/CC (HIRT
) ZFH (T BIRTOREIZHECL DD IRT
BIDEEZEH RN DR B TF 21U T3
REHEHETDETIVLCT, (RIKR2-DSHR)



MFR2-D BOFTEIREA VYTV IINEEEX A D4 DDIRT

PR R R

HE-Y—ERDYAN—EFa2UTHERIC BHREF1UT1 D
Bl 7=ER 87 EXWild*

Qu =g
|l| oo

BEIFVRTLOD , *iw»rJ7yo)
X 1UF AR E.Lﬁzuu@ﬁb‘ﬁﬁ&*j% ¥ 1UF TR

SINYSIRT K@V IIRT A1 —5—IRT

tHSI-—ER 5 S P REE HRAVTS
e ’*T EERE

|
HIRTt>% (HIRT/CC) Hitachi Incident

Hiz BIRTEDOEERO -IFEED Response Team

S s s s s s s s s e e e .

HHIRTIZ2=F0ED
2'O0—-NIbxyhI—I DIgE

B8+ 27 SR FIRST*2/2&0)
e . HHRTI=S2=F ¢

7 #H |
FZHEE HRTEY
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%1 HIRT/CC:HIRT Coordination Center

%2 FIRST:Forum of Incident Response and Security Teams

%3 JPCERT/CC:Japan Computer Emergency Response Team/Coordination Center
%4 CERT/CC:CERT Coordination Center
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%2 HIRT-FIS:Financial Industry Information Systems
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%3 JVN:Japan Vulnerability Notes (BWV\SFIEERIBIHRM—I LT A b)
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FIRSTZ:@ U o/ g2 5 A LI B IRTHEBIRS U
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RWIBERAEREROBRZHHELTVLE T,

%4 STIX:Structured Threat Information Expression
%5 AlS:Automated Indicator Sharing

(3) BB DESR

NIVDI P HERMBEAMBR T — T3y FREZMR
MAREBNDSEZRUC. AMBRDSDER. FF
B AT E PREBDEEHEELTVET,

H Hitachi Incident Response Team
https://www.hitachi.co.jp/hirt/
https://www.hitachi.com/hirt/
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ITt:F:LUU_-’(?F{ﬁ uu.\uIEa)Hy 'IkIR

(k) BRIV IRHEERAE (IPA) DB T BISO/IECT15408ICE DL ITEF2UT A FHBS KO REHIE] [CXk>T
REASNCERRBIF. RDESITY (2024FIFKIFR T RARB T — DA TUAN ~DBEZSHET) .
(H&5-02HK)

ME5-@ NTEFa2UTFHBBIUBLEFIE] LR o TR S NcE R R E—E

TOE#ER! =1 SRS FHERSEL N IL *2
HiRDB/Parallel Server Version 8 08-04 T—IR—TABEYRT I\ C0225 | EAL4+ALC_FLRA
HiRDB/Single Server Version 8 08-04 TF—IR—-AEEBIAT I C0216 | EAL4+ALC_FLR.1
HiRDB Server Version 9 (Linuxhx) 09-01 TF—INR=TEBY T I\ C0351 | EAL2+ALC_FLR.2
Smart Folder PKI MULTOS application 03-06 AX—MN—RA7ZFUsr—v3> | C0014 | EAL4
VIhDT7

Hitachi Device Manager Software, Access Control Device and | C0536 | EAL2+ALC_FLR.1
Hitachi Tiered Storage Manager Software 8.0.1-02 Systems

Hitachi Virtual Storage Platform G1000, ANU—TVEERIEY IO | C0514 | EAL2+ALC_FLR.1

Hitachi Virtual Storage Platform VX7 Control Program
80-01-25-00/00 (R8-01A-06_2)

Hitachi Unified Storage VM Control Program AL—VEBERIEY IhDT7 | CO513 | EAL2+ALC_FLR.1
73-03-09-00/00 (H7-03-10_2)

Hitachi Unified Storage 110H~-20707 >4 0917/A | ANU—VRERIEY D7 | C0421 | EAL2

Hitachi Unified Storage 130@~A27007 354 0917/A | ANU—VEBHIEHY IO | C0420 | EAL2

Finger Vein Authentication Device UBReader2 EAEREERE C0332 | EAL2
Hardware: D, Software: 03-00

SEBEEAREE T —/\ 03-00 PKI C0135 | EAL2

CBTT>¥> 01-00 CBTEERY AT L C0288 | EALT+ASE_OBJ.2,
FEFUT—v3Y ASE_REQ.2. ASE_SPD.1

TERAILABA IS AT [x SHIELD/ExLink-1A 1.0 TFIUTAERY IO C0090 | EALT

%1 TOE (Target Of Evaluation)
FHEDOHREBDY TRIT TP N—ROTITPREDHBOTELATOEEEVE T, BMET ZEEERLOFEABOF5IE FIRAEY =27V HAI VA AV AN=IVFIES
BE) ZSTTENGHIFET,
%2 EAL (Evaluation Assurance Level)
ISO/IEC 15408 T3, REUIZSHIIER (RIEH) (ST RADEEVE. EALI DS 7ET/EEOLAILTRELTH Y., BIEH LN T EICEHAEOABH U BIET,
EALTIE. BFaAUTABEEDZEMET AN, EFaUT BT BIHDHA IV AN EENICEHISNE T,
-EAL2(E. — IR BIERRENZEE LIc B VSBIED T, RSN SEMRIEE C. HROTLMEDOBRNSFTHENBISNE T BEDBHES A T IICEF1UT (1R
REMKLTVET,
EAL3(Z, EAL2TESNZRIEICIIA T T ASDIBRE M PRRRORB O S AZBAIE T 2T DRIFREREDFHIN RS NE T,
-EALAIG, —RIFEARBEL TRBAESNTSY, FRERR CORREEEDREMPY—XI—N BEDEREGRERAESA 7Y JIVERICDIc O TGRHliSNE T,
-ALC_FLRI(E BRBICEF2UT A DRBHIERBINEE . MBI/ T ZiRE T 2EANRBFHESZZENICTHILE I, FE TEREDEALICSFNBZEWVW R E/EZE
MIBDTENTE ZDHEE. EAL2HALC_FLRIDEKSICEKEZLET,
-ALC_FLR.2(&, FIAENSDEVFSHIBERODIMEZF (I EFAENDBHFHIDKHONE T,
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FRRE@IE.

X*x5-@ [Cryptographic Module Validation Program] (CMVP) [CK>CEREFCNIcEREB—E

:E/J._) I/uit%ﬁBd:On:mnIEﬁ%UrEF (JCI\/\VP) J ?71_(&"7KIN|ST&7379
CSENVERI I 2FIPS140-2(C&D< [Cryptographic Module Validation Program] (CMVP) [C&k>TEREES NI
KDEBITY (2024F98KEFR TCMVPIZL D “historical list” ~NDBHEZSHFT) . (NFK5-O

Hitachi Vantara Cryptographic Library 4239 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Board for NVMe 4194 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Module 4183 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Board for NVMe 4076 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Module for NVMe | 3803 Level 2
Hitachi Flash Module Drive HDE 3314 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Board 3279 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Module 3278 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Adapter 2727 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Board 2694 Level 1
Hitachi Virtual Storage Platform (VSP) Encryption Module 2462 Level 2
Hitachi Virtual Storage Platform (VSP) Encryption Engine 2386 Level 1
Hitachi Unified Storage Encryption Module 2232 Level 1
HIBUN Cryptographic Module for User-Mode 1.0 Rev.2 JCMVP #J0015. CMVP#1696 Level 1
HIBUN Cryptographic Module for Kernel-Mode 1.0 Rev.2 JCMVP #J0016. CMVP#1697 Level 1
HIBUN Cryptographic Module for Pre-boot 1.0 Rev.2 JCMVP #J0017. CMVP#1698 Level 1
Keymate/Crypto JCMVP S+ 75U (Solaris*'Hy S0 Windows*2ig) | JCMVP #J0007 Level 1
Keymate/Crypto JCMVPZ+ 75U JCMVP #JO005 Level 1

1 Solarisl&., Oracle Corporation&3 kU ZDFR1t. BERHDRES LU ZDMOEICHIT2ERBIRE/EHIRCT .

%2 Windows(d. skEMicrosoft CorporationDAKREH KLV ZDMDEICHIF BMEEHZVIFERERCT .
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