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Naor D O0OO0 IND-CCA200000000000 (4000000000 OOOODOO
O00000ooooobobooooobbOobo0oobobOoOn1994 000 O Bellare
O Rogaway 0 OAEP (Optimal Asymmetric Encryption Padding) O O O [5|0 OAEP O O
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gboboboooooooboobobooubobobag

e JODOOOne Way: OWI DO ODOOOOOOODOODLODOODOOOO

e U000 /ODOODODO (Semantic Security / Indistinguishability: IND)J 00000 O
gbodoooobobbbobuoooobbobooon

e 0O (Non-Malleable: NM)O 000 y=FE(x) 00000R(x,z1,x9,...,2,) 000
000000000 y3z=FE(x) (1<i<k) D00 RODOOOOOOOOOO

00000{000000o000 {00 }000000000oooooobooooo
000000 NM-cCA2000O0O0OOOO0OO0O0DOOOOODOOObODObOOObOOO
000 100000000000000001'0

NM-CPA NM-CCA1 NM-CCA2
—
| 7 It
IND-CPA IND-CCA1 IND-CCA2
| | |
OW-CPA OW-CCA1 OW-CCA2

O 1: Relation among definitions of security for public-key cryptosystems.
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OU0000AABO0000O0DOOOODDOODODODOOOOODOIND-CCA20 NM-CCA2
0000000000000 00b0b0bDO00DOoUIND-CCA2000 NM-CCA200DO
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0000000000 30000HIME(RR)OOOOOOODOOOO

HIME(R)OOOO,00000000000000000A0.
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2.1 O0OO0OOOOOOO

HIME(R) DOOOOOODODOOOODOOO

() 0000 0000000000 0000000000000O0000O000000OoOO
O0000O000Db0DbObO0ODOO00b00000obobOObO0ObOO000OnD OUIND-CCA2
guggoubbobgooaobgooo

(2)0000

gogbbuoboobobbbbooobuodooo
00000000 oo/ooo0"00000OoOO0O0O0O0O0oOooOo

(2-1)
(2-2)
(2-3) OODO0ODOO0DO0ODOOOOO

(2-4) 00D0O0O0O0OODO0OOOOODOO0O0OO0OOOOODOO0OOOOOOOOOO0O
gbbobogobobbbbouobobboomo

gbobbobbouoggbooboobobbooboboobobbooooobuobboogo
gbbooodgbbobbobooubbbobuoboooobobobboobboob
000000000000 [20,25,26)0000000000000000000000O0O
gbogoubbuobbbbbooobuogbbooobobobooobbobobboobobon
goobodobbobobobdoobbobbooduobobboboobuooboboobobo
ggboboubobgoobaobo

OO0O00000DODOO00DOOo0oOoOoOoRsSAOd0OOOODOOODOOO

OO000D00OD00O 000000 DDiffie-Hellman O 0 0O O O Diffie-Hellman OO OO O
g

HIME(R)DOOOOUOOOODODOODOOOOOOOOOOOOoOOooooooooooo
Ooooooboooooooooboboobbdd0 Rabin D000 O0OO0OUODOOON =pq
Up,qO0000DOO0OO0ODDO0ODODOODDOODOODODODO NODDODOOODO
gbobbbouoobboobooobobbboobuouobuoooooobbbuoobbo
gogooougogn
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EREREIN

(P-2) Rabin 000D 000D O0OOOODOODOOOOOOO

(P-3) O00DD0DUDCOODUOOODODORSADOOOOOOO
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IND-CCA2000000D0000000O0O0ODOODOO IND-CCAlIOOODOOODOOOo
0 36|I0OCAEP 000000 DDONOOOONOONONONONONONDONODODOOOOOOOOOOO
0000000000000 O0Coppersmith 00000000000 DOOOOODOOOOO
0000000000 IND-CCA200000000000ORabinO0OO0 OAEPOODOO
OooooooP-1)oO (P-2)0000000O0DODO HIME-2[22]000000000000O
O0OOO0OOCAEPDOOO0O0OODOOOOOODODDO ORabin-SAEPORabin-SAEP+ 00O 00
0000000000 MUO0O0O0OOCAEPODODOOOODOOODODOOODOO (2-2)0(2-3)
00000000000000000000000((23)000000000oooood
0000000000000 o0O0O0b000000oooooO0oo0oobOoooDooOoonoag
00000000000 0000000D0DO0DO00DOSETO Secure Electronic Transaction
0000000000000 000000000000000000000O IDOO0OoOad
00000000000 o0o0bO0000oooooooon

(P-3) 00000000000 000O0O0DOODOO N=piq (p,¢0000d >1)00
0000000000000 obO00bOOoooobOo000OoooDooO0 NODOOoOoDoDooo
000000000 RSAOOOODODOOOODO [37[ 00000000 Chinese Remainder
Theorem (CRT) 0000 Zy0O Z,«0 Z,00000000Z,000000000000
00000z, 0000000000000 CRTOOOOOOOO0O0O0O0O00OOHIME(R)
JdddddddddddooobDooooooboocCcrRTOoOoboDOobODoOooODOOoOoOoOn
O0000Oct. 223 000000000000000000O00000O00O0DO0O0O

e IO UUOODLODLDOOOOODLDDODO

e JOODOOUOOCRTUOOUOODOUD EucidO0OO0ODODODODOOOODODODODO
gbdbuoogbbbouougooboooooooooo

OOooobooooooboooobo0oobooobogooooobooooobboooUIc
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gbgboubdbobouobuobooooobuoboobobboooooobo
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goboooood
0000000000000 0 HIMER)ODDODODOOOOOO

(H-1) 000 N=p%000000000000000000000000O0000OO00
OO0 IND-CCA2 0000000000 0ODODO0OO0DbOODbDOO

(H-2) 0000000000000 00O000D0O0000000O 0O

(H-3) 000000000 0HIME(R) (1536 bits) 0 RSA-OAEP (1024 bits)[5] 0 00 O O
0 2500000000000000000000000000

(H-4) RSA-OAEP 0000000000 OOOODOOOOO

(H-5) 000 NOOOODDODOOOODODODODOOOODOOO0OO0O0O000OoO0oooooooo
googgno

2.2 HIMER)OOOOOOO

O00|z|0 : 0000000000

2.2.1 00000
(K-1) |p| =g, p=3 (mod 4), =3 (mod 4) 000000000 p, ¢q00OO0
(K-2) d>10000 d0000
(K-3) N=plq0O00O000
(K-4) n=k —ko—ky—1,2kg < k00000 ko, by, n0000000|N|=kDO
(K-5) 000000 G, H
G : {0, 1} — {0, 1} Rt {0, 1} Rt 5 L0, 1},

0000
ooooo
oooo (p.aq),
0000 (N,k, ko, ki, G, H).

0ooo
N/2<2+1<N<2-0000000000000
000000000 ky, k, k000000000000002300000000000
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222 00O0O0OD0O
(E-1) 000000 me{0,1}»0000000 re{0,1}o0000
z = (m0" @ G(r))||(r & H(m0™ & G(r))).
Oooooo
(E-2) x 00000
y = 2> mod N.
Oooooo

gbbbby0O0b00b00 mnO0ODOOO0O0

2.2.3 0O00O0OO
(D-1) 000 yOO0ODDO
yP 2 =1 (modp) and Y V?2=1 (mod q),

Oo0bhU0dyd ZyOoooooooooooboooboobbobbbooboDy
goboooodgd

(D-2) 000 yOOOOO

Y = £/y mod p, Lo = o,
71 = (£y/y — 20)/p mod g, Ty = v + mp,

Yy— I;1* mod p'q
Vi =

Py ) X (279) ' mod p, T,=T; 1+ ¢ O (i>2)

y —Ly_s” mod p? g
Ya—1 = P2
—T'y_1? mod pq _
Vo = (y dpji—lq x (27) ! mod p,

000%,%,%,...,%0000000001<i<d.

) x (270) *modp, Ty 1 =T4 o+ 1p" %q

(D_3) Yo, V1,725 - - -5 Vd ooooo

d

T="+7p+ Y g
1=2

0000000000040 4 00000000000000000000 #00
000000000000 20 21,29, 53,2, 0000
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(D-4) 0 2; (1<i<4) 000002 €{0, 130000
z; = si||t; (s; € {0,130 ¢, € {0,1}F0)
00 s;,t, 000000x; ¢{0,1}*'0000, 000000000
(b-5) s, 000 ¢, 00000000000 G,HOOOOO
ri = H(s;) Dt w; = 8; ® G(ry)
Oooooo
(D-6) w;, 000 OO
w; = myl|z (m; € {0,1}", 2 € {0,1}}1)
OO0 m,e 00000
m; if [z; = Ok,
{“reject” otherwise,

gudb yboboooobooboouoogon

224 0O00O0OODOODOODO

g2230000bbo0o0boouobbobobuoobboobboooboobnobboo
gbbugbodgbbobboboooobboooououobobuoouooobobonoon
goon

00 2.1. OO0 HOOOOOOOUODOOoOooDobooOoOoobooooboooooobo
O0O0OHIMER)OOOOOOOOOOO

Proof. 0 22300 (D-2) 0000 my,xe,23,24 0000 y 0O Zy 00O 0OO00OO0OO

OooOoobOo0obboObOooboobbobOoGOU00 Hooboooboooooo

HIME(R)DOOOOOOOOOOOOO3/2¢'00000000002.100000000
d0000000000000000Zy (N=pl) 00 00

d

r=y+7p+ Y %' 7¢ (0<% 7% <p. 0< 71 <q)
=2

0o0o0doboboooooooooooo
d=2000000000%Z,,00 2000002 =9%+mp+7%pg (0<7,7% <p, 0<
n<q¢)Oooo

=y (mod p2q)

10



gboubbbboooooobbdouooo

22 = (o +mp +7209)* = %° + 107+ 2%0mp + 2% vpg =y (mod pPg). (1)
D00000000
%> =y (mod p) and (o+mp) =y (mod q)
0000000000p000 ¢0 BumOO0OO0OO0OOOOO
Yo = +4/y mod p = £y mod p,
7= (V= 2)p " mod g = (+y T —50)p™ mod g

000007, 000000 (ymodpO ymodg 000000 Z, 000 Z, 0000
00000000000000 00
00000 (1)0004 00

_ 2 d 2
=Y WMww)mOPQX(

Pq
00000000000000y—(y+mp)?modp*¢0 p¢00000000000000
00000000000y 0 Zye, 0000000000000y modp 000 ymod g0
00z,000 zZ,0000000000000000000000000

00000d=20000,41,75,2 0 Ze, 000000000000000000
afals

000d>20000T (=% +mnp+ e 2y )0 Zu», 0000 y 00000
000000000 00OO00O0T,,004v%0 vwO00O0OOOO0O0O00O00000000
000000 m-g

00000z€Zu., 00000

270)_1 mod b,

=y (mod p’'q) (2)
gooooooooooo 00

r=Tg 2+ 10" %q (0 <74 <p)

00000000000000 (2)000

2% = (Tag + 7410 2q)? =Ty + 2Ty 97410 2¢ =y (mod p*'q)
0000q., 00
y —Ty»” mod p* ¢

pi-2q

00000000000000y-Ty 9 modptl¢0 pt2¢00000000000000
00000000000y 0 Zy 0000000000000y modpO00 ymod gD
00z,000 Z,00000000000000000000000000000000

godg
gbogobboobb210000b0d 0

X (27)"" mod p

Yd—-1 =
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225 0000

gobobooogooobbooobbbooboogo

0 if0<xz< N/2,
1 if N/2<z <N,

000O0Jacobi 00 = () 0000 yODOOODO0D0O0D0000000000d00
00000000 o0 A000000000000000 10000000000000
0«0 f0000000000000DOD000D0000000

23 0OO0OOOd

HIME(R)OOOOOOOODO ko, ky 000 k0000,00 |k, |k >12800000
010 N=pgON=p>¢ 000 N=pqDOOO NOOOOOOOOOODOOOO
0000000000000000000000000000000000000000
00000000000000000000000000000

O 1: The length of modulus

Modulus length (bits)
N = pq 1024 2048 4096
N = p%q 1344 2304 4032
N =p’q 1536 3072 4032

RSA 0 RSA-OAEPO N =p¢000000000000000O0HIMER)O N =pg
0N=pO000000000000000 1000000000000000000
0000000000000000000000000000000000000000
0010240 00 RSA O 1344000 HIME(R)D N = p?¢00 000 020480 00 RSA O
23040 00 HIME(R)O N =p*0000000

2.4 0000000 Manger’s Attack[

OOO0OManger 000000 O0OO0O0ODOOOOOOODDO PRKCS#1v2000000
000000000 27)0HIMER)OOODOOOOOO0OO00O0O00OOOOOOOOOOO
0000 27]000000000000000000000OHIME(R) 000000 ODO
gbogobooooouoooooobobobbuoboobbbbboouoobouoboon
000000000000 00000000U00O0000HIME(R) 00000000 OO
gogbbouboogooboooudboooooobooboobbooooubooon
gogoon
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3 Oooobooond

0000, HIME(RR)DOOOOODODODODOOOODOOOODDODOOOOOOO. 00,00
00000000,N=p%0d0200000.0000(00)0 1344-bit(00O00O0O
488-bit) D00 0O0. 00000000 ke, ky DO ODO 128-bit 00O O

0 [

z|ly:0000200000y000 (O :(0110)](101) = (0110101))
roy: 0000 00000 y00000O00OO

r&y: 0000 c00000yOODOO

lz|: 0000 000

2" 00002000 000

r, D000 2000 nO0O0O

0" :mO00 000000000 (O :0°=(00000))

{0,1} . 0000000 0ODOODO.

{0,1}*: 0000000000,

Z,:O0nODOOODOO (=10,1,2,... ,n—1})

emodn: 0n0000 000 (€%, (OOOOOO{0,1,2,...,n—1}000000
0ooo0)

3.1 0OOdog

goggboobodobuougbogobooobog,bodooooboboooooaa,
gogbbbou,gooobbooboobbb. ogbo,oobooobobbooogoo
gogoogooo.

3.1.1 0O0d0on

0000000000 0000 (COO00imt00)0000000O0O0O000,000
000000 (00000).000,00000 aO

a=a,b" +a, 0"+ -+ a1b+ ag

(b:00,0<a; <b)

0000, 000 A[E)(0<:<n)000000000.00000000000000
gg.

00 «00000000D00000000, 0000 bit(the most significant bit) O O
a, DOO0O bitODOODODOO.
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gbbbuoooobooooooboboo,bbuooobo,ogoobbobbbbboo
O0000,00 280 000000.00000000000D0DO0O0O0OO Montgomery
gbboboooodobb. ob,bbbdooboobobbo,obooobbouooon
O00000000000000000 ([28]), 000000000 OOOOOD.

3.1.2 JU0doooogooooo

gbooogbbodgbooo,boggogbobbobbbuobboboobooboooo
oo00O,000,000000000D00DOO0ODOO0OOODOOOD. DODOOD, ANSI
X9.17[1], X9.31[2], FIPS 186-1{16] 00 O 000000000000 OOOOOOOOOO
ggg.

000000000000 000000O0000O Gy,HO,SHA-1[16) 00000000
gbbooboobobbuobiod. bbb 320000000.

3.1.3 0000

000000000000000 NOOOOOOOODOOOOOOO0000000.0
00000000 p,¢000000000000000000000000000

Op-1000000 rO000.

Op+1000000 sO0O.

Or—1000000¢000.

O¢O0000
0000000000007000 07("strong prime number’) 00 0. 7000070 0
00000000,00 (28 00000000,0000000000

3.1.4 0000

gboogobbogoggbobbobuog,bugbuooobobobb,0o0ooboad
g,gbogobbobbileoogbobn.
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3.2 The functions G, H

oooO,0000b0ODb0b0 G,HOOOODDOoOoDO.

h : the hash function SHA-1 {0,1}* — {0, 1}'%
00000000 (16000):

C; = h(ABCDEFGHIJ);5s = 9F67EFC6AFA95F1AEF9B3351D6B01D7E
Cy = h(BCDEFGHIJA);53s = 170888BEB90A04C3E376F38B82BD1CE3
C3 = h(CDEFGHIJAB);5s = 6B7251B714CEA740141D297F8F668AET
Cy = h(DEFGHIJABC);5s = C€8194A67C58DF324670E3809AB2A2520
Cs = h(EFGHIJABCD);5s = AE8908B2099F10ED1D4636879758E7DA
Cs = h(FGHIJABCDE);5s = 85A21740116888CEF94EF96E832DB5AB
C; = h(GHIJABCDEF);5s = 980B37185C562631188652C45129D6ED
Cs = h(HIJABCDEFG);53 = 25E5813CF47EE7224910F4AA54588C92
Cy = h(IJABCDEFGH)53 = 6EB6545C336D76DE9F03288032E31BB1
Ciy = h(JABCDEFGHI);53 = 4F20B5C790DF24CF1BE34053D26740DB
C =

h(ABCDEFGHLJ)%||h(BCDEFGHLJA)||. . . ||h(HIJABCDEFG)%4=
D6B01D7E0591B74882BD1CE3F322876C8F668AE72DDEOED8AB2A25204C830C79
9758E7DAC38E99AES32DB5ABC3ACEBE85129D6ED7 148036954588C923C159271

h'(z) = h((z||z) ® C)12s : {0,1}%% — {0,1}'8
G(z) = {N(z]|C1) & a}||W(z]|C)|| - - - || (z]|Co)| |1 (z]|Cho)ea : {0, 13128 — {0, 11216,

31
—
(¢ =7F...F (=2'%" — 1 as an integer))
H(JZ‘) = h,(l'l”Ol) D h,(l'QHOQ) b---D hl(l'gHCQ) D hl($10||010) . {0, 1}1216 — {0, 1}128
goo y l‘||064 = .'L'1||l'2|| e ||IL'9||IL'10, |IL'Z| = 128.

Remarks.
1.G0000000000 225 00000000000 btdononoooooon.
2. G, HOOOO 4000.

3.3 000 (d=2, |N|=1344)

0000 ("seed’) 00007000070000000 PGen 0 ODO0000O0O000O
(3.1.3000).

Input ”seeds” for PGen
Output public key (N), secret key (p, q, @, 3, 2)

15



1. Generate a strong prime number (using PGen) p such that p = 3 mod 4, |p| = 448.

N

Generate a strong prime number (using PGen) ¢ such that ¢ = 3 mod 4, |¢| = 448,
and g # p.

Calculate N = p?q.

If |N| < 1344 then update the ”seeds” and goto step 1.

Calculate a = (p + 1) /4.

Calculate 8 = (¢ + 1)/4.

Calculate z = p~! mod q.

Rerurn (N) and (p, ¢, «, 3, z) and end.

X NS Ot W

3.4 Convert

Input m (|m| = 1088), a random number R (|R| = 192)
Output m’ (|m'| = 1344)

1. Calculate 7 = most significant 128-bit of SHA-1(R).
2. Calculate s = (m||0'?®) & G(r).

3. Calculate t = r @ H(s).

4. Return m' = s||t and end.

3.5 Convert !

Input m' (|m/| = 1344)
Output m (|m| = 1088), w (|w| = 128)

Let m' = §||t/, |§'| = 1216, |t'| = 128.
Calculate ' =t' @ H(s¢').

Calculate M = s" @ G(r').

Let M = m||w, |m| = 1088, |w| = 128.
Return m, w and end.

AN

3.6 OO0

Input a palintext m (|m| = 1088, where the most significant bit of m = 0, i.e. as an integer
m < 2'987) the public key (N)
Output the ciphertext C' (|C'| = 1344)

16



1. Choose a random number R such that |R| = 192.
2. Calculate x = Convert(m, R).

3. Calculate C' = 2% mod N.

4. Return C' and end.

3.7 0O0OU

Input a ciphertext C' (|C'| = 1344), the public key (N) and the secret key (p, q, @, 3, 2)
Output the plaintext m (|m| = 1088) or "reject”

1. Calculate C}, = C' mod p, C;, = C mod g,
2. Calculate a; = C}f mod p.
If a? mod p = C), then calculate ay = p — a; else go to 6.
3. Calculate b; = C’qﬁ mod q.
If b? mod ¢ = C} then calculate by = ¢ — b; else go to 6.
4. Calculate
1)
2)
3) y=(by—ay)z mod g, and X3 =ay + yp

y = (by — a1)z mod ¢, and Xy = a; + yp (as an integer).
y = (b1 — az)z mod ¢, and X3 = ay + yp (as an integer).

( ) )
)

as an integer).

—~~ N N

4) y = (by —az)z mod ¢, and X4 = ay + yp (as an integer).
5. For 7 from 1 to 4 do
1) Calculate s = (X? — C)/pq (as an integer).
2) Calculate t = p — (s mod p).
3) Calculate Y =t/2X; mod p.
4) Calculate z = (X; + Ypq) mod N.
5) Calculate (m',w) = Convert™'(z).
6) If w=0'"" then m =m' and go to 7.
6. Let m ="reject”.
7. Return m and end.

3.8 00004

Doobooobooooobobptboboonoon.

U
Public key | |[N| = 1344

Secret Key | |p| = |q| = |o| = | 8| = |z| = 488
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oo

Input |m| = 1088

Variables | |R| =192, |z|= 1344

Output | |C| =1344

oo

Input |C] = 1344

Variables | |C)| = |C,| = 448, |a;| = |b;| = 488, |y| = 448, |X;| = |s| = 896

t| = |Y| = 488, |z| = 1344, |m/| = 1088, |w| = 128

Output | |m|= 1088
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