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Figure 1. System configuration diagram

Red Hat OpenShift Container Platform

B Red Hat OpenShift control plane: OpenShift Container Platform cluster Ofllfflic 6 7 % — € A % 4T L |
node D7 —7 v — FZ2EMHL ¥,

9/178 Copyright © 2023 Hitachi, Ltd. All rights reserved
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Hitachi Storage Plug-in
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IO, ATF— 70T 7V —3avid, container D7 A4 7 A4 ZABKT LI-BICT — & ZkEiiLs X
DRSFTE £ 9
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ER T 2701l TE2747 7Y —, RKE, BLVPa~vy P2V 7727 avE—32 Y FTT,

csi-controller: FIC A F L —VHEHD CSI av br—J— - - 2% EEL £F, Zild Deployment
ELTT 7 a4 X, control plane L COAREfTINE T,

csi-node: F 1% node LOKRY 2 —2Z2EHWTBECSI /—F - H—v 2% EHEL T3, Z1niT DaemonSet
LLTTF7u 43N, §_XTDnode iICZ DIV FE—F vV F BURETT,

NetBackup System

NetBackup Master Server: NetBackup ® Ny 7 7 v 7EHMEREZ 2L L £ 5,

NetBackup Media Server: ##t X 11T\ 5 X b L —Y 754 X% NetBackup CER[EE L, Ny 7T v 7
FIT %17\ ¥ 3, Master Server 25 Media Server D% E| % 3 2 #E d AlE T,

Storage Unit: Xv 7 7 v 7' 7 — X DRI TT,

NetBackup Kubernetes Operator: NetBackup & Kubernetes & ® 07 ¥ &E #HE4+, Ny 7T v 75
— 2 DERIGFRPIEN S T T

NetBackup Kubernetes datamover: NetBackup Kubernetes Operator THUfSF L 72Ny 7 7 v 75 — X %
NetBackup Media Server IC#iik L ¥ 3,

Note: Hitachi Storage Plug-in for Containers % fl|H 3~ % 72 ®1C X, Hitachi storage system O E B - FEEEH
pool ZfEKS 2%, FABREZITILELH Y 7, FHlliIcOVWTIE, BT 2REFIHZSRL T I w,
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(1) Snapshot storage only
(2) Backup from snapshot

(1) Snapshot storage only
Hitachi storage system N~, 2+ v 7> a2 v b 2REFEL T T,
7' ZOFE

1. Hitachi storage system W CAF v 7> a v FZHET 5,

(2) Backup from snapshot

NetBackup Media Server ICH&#t T L7z AMEA P L —~ Nv 72T v 72 RIFL £,

7'u & 2 DM
1. 1X~Nvy 277 v 7& LT, Hitachi storage system N TRAF v 7>z v b ZHIGT 5%,
2. Hitachi storage system N TR+ v 7> a v bhbru—v 2 ERT 5,

3. 2R~y 277 v 7L T, NetBackup Kubernetes datamover %#%fH L T2 v — % NetBackup Media
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¥R LB

AL, Veritas NetBackup 10 & Hitachi Storage Plug-in for Containers % F\» 7z Red Hat OpenShift Container

Platform iICBJ 3, Ny 7T v FL AT LRERT L2010 BEL 3 —F 2Ty 7 2Ty
R—F v FIZOWTHBHAL £4,

3.

1 »—VFYy=z7avF—xvE
ARV Y 2— 3 vIGHEHTZ % Hitachi storage system % Table 1, server ik % Table 2 IC/R L £ 9,

Table 1. Applicable Hitachi storage systems

Hitachi storage systems Microcode Version

Hitachi Virtual Storage Platform 5200, 5600, 5200H, 5600H 90-08-01 or later

Hitachi Virtual Storage Platform E1090, E1090H, E990, E790, E790H, @ 93-06-01 or later
E590, E590H

Table 2. Required server configuration

System Server purpose Server type

Backup System NetBackup Master Server Bare metal server (Note 1)

NetBackup Media Server Bare metal server (Note 1)

Production System OpenShift control plane Bare metal server (Note 2)
OpenShift node Bare metal server (Note 2) (Note 3)

Notes:

1.

Veritas NetBackup 10 @ v 2 7 LZEHITHE - 7= OS I X U NetBackup Server Software D 4 ¥ X b — L2358
TLTWwW3ZE, gHflic oW Tid Veritas f: Veritas ¥ 78 — } @ NetBackup™ Installation Guide % £ L C
{7230,

Veritas #: F % = X v P~ — ¢ https://sort.veritas.com/documents/

2. Hitachi Storage Plug-in for Containers ® > &2 7 LA EAFICHE - 72 Red Hat OpenShift Container Platform TH

FFEATH D T &, FMllicD Tl Hitachi Storage Plug-in for Containers Release Notes ZZ:H8 L T < 72
S,

Hitachi  Storage  Plug-in  for  Containers FF =2 X v PR =Y
https://knowledge.hitachivantara.com/Documents/Adapters_and_Drivers/Storage_Adapters_and_Drivers/

Containers/Storage_Plug-in_for_Containers
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3. Veritas NetBackup 10 @ ¥ X 7 L B ICHiE - 7= NetBackup Kubernetes Operator ¥ X U8 NetBackup
Kubernetes datamover ® 4 ¥ A b — A58 [T LT3 Z &, 2Hfllic DTl Veritas #: Veritas %+ — F D
NetBackup™ Web UI Kubernetes Administrator's Guide # S L T < 72 &\,

Veritas 1 F ¥ = X v FEZE~=— : https://sort.veritas.com/documents/

3.2 V7byzxTavE—%VF

KV VYV a—va v TChELEREY 7 2T7avE—%v % Table3 IR L E9,

Table 3. Required software components

Software Version
Hitachi Hitachi Storage Virtualization Operating System 90-08-01 or later (*1)
(SVOS) 93-06-01 or later (*2)
- Hitachi LUN Manager

- Hitachi Dynamic Provisioning

Hitachi Local Replication (Hitachi Thin Image)

Hitachi Storage Plug-in for Containers 3.9.0
Red Hat Red Hat OpenShift Container Platform 4.7-4.9

Red Hat Enterprise Linux CoreOS 70-79, 8.2-84
Veritas NetBackup 10.0

(*1) : Hitachi Virtual Storage Platform 5200, 5600, 5200H, 5600H
(*2) : Hitachi Virtual Storage Platform E1090, E1090H, E990, E790, E790H, E590, E590H
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4 REEE

AFNETIE, Hitachi storage system OHHFIERIE &, Hitachi Storage Plug-in for Containers ® 4 v A + —LF
3 X OWIHARE IC D W TR L £ 97,
Hitachi Storage Plug-in for Containers 234 7 — } 3 2 Hi— pool #RIC DO W CEHH L % 3

Management Network

Red Hat Red Hat OpenShift node NetBackup NetBackup
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Plug-in for A}
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Storage Unit

Fibre Channel [ Pre-settingtarget component/resource

host group

Backup Storage

Snapshot Vol W Backup From Snapshot

Snapshot

Snapshot Vol Clone Vol

= - — DP pool for Backup
DP@ucﬁon, Snapshot, and Clone

Hitachi storage system Hitachi storage system

Figure 2. Basic system configuration, components, and resources to be deployed.

A. Hitachi storage system Da%7E
(1) Program Products ® 7 £ & v 2 DHfEE
(2) Parity Group DF%IE

(3) pool DIFK

it

(4) port DFIE

B. Hitachi Storage Plug-in for Containers ® £ & b — b & HIHHERE
(1) Operator D4 ¥ & b —)L
(2) A2z v RDOIERL

(3) Secret DHE

e

(4) StorageClass DF%IE
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C. NetBackup ic X %33y 77 v 7 Dikfig
(1) Kubernetes 7 7 2 Z D38/l
(2) AF v Tvay MEED O DEERE

(3) Ny 2T v TEIUNY R TEED D ORERKH

LD ADS COFNEEZEMT 5720113, LT ORHRSEF 272 L T3 BE XD Y £,

#HE server, ¥ X U Hitachi storage system @ SAN / LAN O¥BIfERR T T L Cnwb 2 &

Hitachi Storage Plug-in for Containers ® ¥ A 7 L B ICHE o 7= server, Hitachi storage system, i X O°
Red Hat OpenShift Container Platform 2SRFATH B 2 &

B Red Hat OpenShift Container Platform @ CLI T® % oc 2~ ¥ F % HEfTTZ 21E¥EH server A TEZ %
&

oc 2% ¥ Fl Kubernetes API Server IC%} L TH{T & 1, OpenShift Container Platform cluster PN D3] 7z
node T I F

B Veritas NetBackup 10 BRI 235555 A CTH U . Red Hat OpenShift Container Platform i NetBackup
Kubernetes Operator 3 X U8 NetBackup Kubernetes datamover ® 4 ¥ A b —A235E T LT3 Z &

4.1 Hitachi storage system D §%E

4.1.1 Program Products ® 7 4 & ¥ A DHEFE

Hitachi Storage Plug-in for Containers Z |3 2 iCiZ, ATO I 4 v v ABME L 7Y £,

1. Hitachi Storage Virtualization Operating System (SVOS)
o Hitachi LUN Manager

o Hitachi Dynamic Provisioning
2. Hitachi Local Replication
o Hitachi Thin Image
PAFiC Program Products ® 7 4 & v AMER T iE%# R L £ 3,
Before you begin

A b L —VEBF L LT StorageNavigator Ic17 74 v L 9
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Procedure

1. [Administration] > [License Keys]icF58) L. #4374 Program Products ® & 7 — % Z %3"Installed" T %
TeERMERALET,

Licensed Capacity

|| Program Product Name Status Key Type Term (days)
Permitted (TB) Used (TB)
(™) @ Compatible PAVY Cé Installed Permanent 999 0.00 -
|| [# pata Retention Utility L:$ Installed Permanent EEE] - -
Té Volume Retention Manager 'ﬁ7 Installed Permanent EEE] - -
L [# Dynamic Provisioning l:é Installed Permanent 999 1.62 - I
™= E Opsn Volume Management l_é Installed Permanent 999 - =
I\_I [# LUK Manager [P tnstall=d Parmanant EEE) = = |
|| [@# pecformance Monitor % Installed Permanent EEE]
||| [# server Priority Manager l%'; Installed Permanent 399 E =
|| [# volume migration [P tnstalled Permanent s93 - -
[} @ Shadowlmage @ Installed Parmanent 999 0.00 =
5%
| [ pynamic Tiering [P 1nstalled Permanent 593 1.57 2
LI [ sm1-s provider [P 1nstalled Permanent Unlimited E :
|| [# bynamic Provisicning for Mainframe [F tnstall=d Barmanant 593 0.00 -
| E Rescource Partition Manager E@ Installed Permanent 999 = =
|| [# compatible Softvare for IBM(R) FlashC... .@ Installed Permanent 393 0.00 -
[F Dynamic Tiering for Mainframe :"ié Installed Permanent 999 0.00 E
I|_1 [@# Thin Image [J Installed Parmanent EEE] 0.05 - I
(™ @ nondisruptive migration .55 Installed Permanent 999 - -
|| [# global-active davice [ installed Parmanant 959 0.00
| [@ active flash u:ﬁ Installed Permanent 999 0.00 -
|| [# active flash for mainframe F tnstalled Permanent 999 0.00 -
L [# dedupe and compression é@ Installed Permanent Unlimited - =

Figure 3. License verification

4.1.2 Parity Group DE%E

Production System& 2F v 7'v a v b 7 — X %413 % Parity Group%Z i L ¥ 3, Hitachi Storage Plug-in for
Containers % fl|fl 3~ % iCiZ, Dynamic Provisioning Pool (HDP Poo) K234 E CTH % 728,  DParity Group
7> & pool VOL #ERK L ¥ 37,

Before you begin

A b L —VEBF L LT StorageNavigator Ic17 74 v L 9,

Procedure

1. [Storage Systems] > [Parity Groups]IZf4&) L. pool VOL Z{ERK L ¥ 3,

Explorer = Last Updated : 2022/04/13 14126

LDEV Status @ Meormal Interlesved Parity Groups 1-12

RAID Laval €(6D=2P) Accelerated Compression

Drive Type/Interface/RPM HDD/SAS/ 15k

Capacity Free 1.50 MB Number of LDEVs. Unallocated 0
Total 1.57 T8 Tetal 1

LDEVs Drives

Format LDEVs e ol
Salect All Pages|| Column Settings| | options w |16 | 1 T
LDEV Hame Status Emulation Type Capacity Attribute Resource Group Name {ID)
OCP_PoolVOL_PG1-12 @ tormal OPEN-V CVS 1510.42 GE  Pool VOL mets_rescurce(0) I

Figure 4. Configuring a Parity Group for storing snapshot image data
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4.1.3 pool DIERK

Hitachi Storage Plug-in for Containers % |32 12 (% :
e pool |¥ Dynamic Provisioning Pool (HDP Pool) & L TfERK L % 3
e  Production System & 2 F v 7> a v T —X(IH—D pool THEK L £ 7,

Before you begin

A b L —VEHF L LT StorageNavigator iIcu 74 v L 3,

Procedure

1. [Storage Systems] > [Pools]ic#%&) L. [Create Pools]%# 2 V » 2 L T Dynamic Provisioning pool % {ERX L
E

Explorer Last Updated : 2022/04/13 14:29

Storage

Dynamic Provisioning (OP) Mainframe DP

Thin Image (T1)

Pool Capacity Used/Total 756.00 MB/ 1.61 T8 0.00 MB / 0.00 MB 0.00 MB / 0.00 MB
[1 %] [- %] [- %]
Estimated Configurable 904.19 TB 7268.15 TB 4503.92 T8
V-VOL Capacity | Allocated/Total 21.00 GB / 32.00 GB 0.00 MB / 0.00 MB
[65 %] [- %]
Estimated Configurable 505.42 TB 7268.15 T8 -
Licensed Capacity (Used/Licansed) 1.61 T8/ 999.00 T8 0.00 MB / $99.00 T8 46.00 G / 999.00 T8

HKumber of Pools 2 (Max Allowed: 128)

v Selected: 0

| optionsw [[i6][&] 1 /1

5 Capacity
Number of Number of MNumber of RAID

]| Pool kame
Pool VOLs V-VOLs Root VOLs Level

Total Reserved Used

Figure 5. Creating a pool for storing snapshot images

2. {ER{L 7z poolVOL #%f#H L T, Dynamic Provisioning pool #Z{Ef L ¥ 3, [Pool Type] C[Dynamic
Provisioning] % . [Multi-Tier Pool] C[Disable] % ;&R L % 3,

17 /78 Copyright © 2023 Hitachi, Ltd. All rights reserved



Create Pools

1.Create Pools > 2.Confirm
This wizard lats you traats pools for Dynamic Provisioning. and Thin Image. Entar the information for tha pool you want to craate, and then dick Add.
Click Finish to confirm the creation, or click Next if you want to creste LDEVs (virtual volumes) from the pools.
[Foormmer Dynamis Provieisning, I |
Systam Typa: (=) Opan
Pool Hame RAID pool
Capacity Drive Type/RPM
I Multi-Tier Pasl _ Ersble  (s) Disable I oy Level hm Type T
Flas
Dists Direct Mapping! Bisable
Poel Volume Selection: () Aute () Manual
Grive Typa/RPM:
RAID Leveh:
| Select Pool vois
Total Salactad Pool Volumas:
Totsl Selected Capacity: Add b
ed Carmprassion for FMD parity group
Poal Nama: ace_roal
(Mex. 32 Characters)
¥ Ontions
<G >
| Datail || Remove Salactsd: O of O
ELLUE Sl

Next Task Qption & Continue to Create LOEVS

+ Badk

Figure 6. Selecting pool Type for the pool for storing snapshot images

3.

Explorer OCP_Pool{0)

Stora Vs

Status
Poal Name (1D}

Pool VOL vith Systern Area (Name)

@ Mormal

©CP_Pool{0)

00:00:00{OCP_PoolVOL_PG1-12)

Tier Management
Cycle Time

Monitoring Period

| Monitoring Mode

Number of Pool VOLs
Number of V-VOLs
Number of Root VOLs

Poal Capacity (Used/Total)

Pool Volumes

Analytics

Virtual Volumes

Poal Type op

RAID Leval &6{6D+2P)
Drive Type/RPM HDD/ 15k
Eneryption Disabled

Cache Made

Protect V-VOLs when /O fails to Blocked Pool WOL.

Protact V-VOLs when /O fails to Full Pool

TI Root Volumes

Monitoring Status
Recent Monitor Data
Poal Management Task
Relocation Result
Relocation Speed
No
No
1 (Max Allowed: 1024)

1 (Max Allowed: 63232)
o
0.00 MB / 1.56 TB [0 %]

Mora Actions | ¥

Last Updated r 2022/05/18 11:24

Dynamic Provisioning pool @ pool % 4 7%"DP"CH % & & %72 L. pool VOL D IEF M ZMERL £ 9

Selacted: 0

Logtionsw [E[€] 1 [f1

Bari i st RAID Emul Dri
] toevio LDEV Name Status Fanlel A B elinglgied e e )
roup R Mapped Level ype Type/Interface/
General Tasks @ oo.00:00 OCP_PoolvOL_PG1-12 @ normal .12 1506.25 GB 0.00 GB_ 6(8D+2P)  OPEN-V CVS _ HDD/SAS{1Sk

Figure 7.

414 port DFRE

2 ML —V Y RT L& server [EDEEEE

e Port Security: Enable

Fabric: ON

Verifying the pool for storing snapshot images

A v&—7 x4 L LT Fibre Channel 55t 25k $ 5720, =X 7
n—7%{EK L £ 3., Fibre Channel 2 4 v F i%.
StorageNavigator Zfifl L T, AP L —Y port IKRDNNT XA =R EHEL LT,

Z L —3Y L server [H DHE1E

18/78

WEER L ¥ 3,
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e Connection Type: P-to-P

Before you begin

A b L —VEBF L LT StorageNavigator Ic1® 74 v L £9,

Procedure

2.

[Storage Systems] > [Ports/Host Groups/iSCSI Targets] > [Ports |\ #) L. {32 port %34 L T [Edit
Ports]# 7V v 7 L port ZfmEL 3,

Explorer Ports/Host Groups/iSCSI Targets

Number of Ports

> Ports/Host Groups/ISCS1 Targets

Target
Bidiractional
Total

Host Groups / iSCSI Targets Hosts | Ports  Login WWNs/iSCSI Names CHAP Users

Edit T10 P1 Moda

Last Updated : 2

20

Selected: 1

]| port o Type

v agicli-A  Fibre

L] @ciza | Fibee
1 G risa | e

4 % port IR L T, port ® 7 u <5

e Port Security: Enable
e Fabric: ON

e Connection Type: P-to-P

ISCSI Virtual
Port Mode

Mode

SCst
scsI

arst

| Select All Pages | Column Settings.

|_optionsw [(iE[[€] 2 /1

WWN / ISCST Name

S0060E80185FD200
S0060ES0185FD220

snnenEantRSEN24n

A EEHELET,

19/78

Pvd Pv6
Link

1P Addrass Mode Local EL?'
Address 1

Figure 8. Configure ports and host groups
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Edit Ports

1.Edit Ports > 2.Confirm

This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,

and then enter the new value.

|| Port Attribute : | Target v |
[ [_!’J Port Security : ) Enable (_) Disable I

(] Port Speed : | Auto v |

] Address (Loop ID) :L EF (0) 'J
| ™  Fabric s () ON () OFF |
[ M Connection Type ¢ | P-to-P v l

4 Back Next b Finish Cancel ?

Figure 9. Selecting property for the port

B

o L

=i

3. i3 % port ® Security #3"Enabled". Fabric 23"ON ", Connection Type %3"P-to-P"Cdh % Z & % {iff
£,

Explorer = Last Updated : 2022/04/13 14:42

S0060ES0185FD200 Address (Loop 10) EF (0]
Speed Auto(18 Gbps) I Fabric O
SFP Data Transfer Rate 15 Gbps [ Connaction Type P-to-P
Security Enabled T10 PI Mode Disabled
Attribute Target
Number of LUNs 2 (Max Allowed: 4096)

Number of Hosts 0 (Max Allowed: 255)

Number of Host Groups 1 (Max Allowed: 255)

Figure 10. Verifying the port property

PA_E C Hitachi storage system DGR IZIE T T
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4.2  Hitachi Storage Plug-in for Containers D 4 ¥ X + — v

Z OETiE, Hitachi Storage Plug-in for Containers % OpenShift BEIC 4 ¥ R b — 3 2 J77K1IC D\ CEtHA
LE5,

Hitachi Storage Plug-in for Containers |3, OpenShift B35 % #{F 3 % OpenShift web Ul @ OperatorHub %* 5
AFLET,

4.2.1 Operator D4 ¥ A F—v

Hitachi Storage Plug-in for Containers (¥, OperatorHub 75 4 ¥ X } —)L T & % Operator Z i L T
OpenShift iIc7 7 v 4 L £ 9,

Before you begin

BEHHF 2 —— & LT OpenShift web UL lcu 774 v L 3,

Procedure

1. [Operators] > [OperatorHublic#&) L, 4 v & + —9 % Operator ZFER L ¥ 3
(@) [All Items]#* & "Hitachi Storage Plug-in for Containers" Z# #5% L ¥ 3,
(b) LR ICFIR & 17z [Hitachi Storage Plug-in for Containers] % 27 J v 7 L 3,

(c) Hitachi Storage Plug-in for Containers DIFHAR /R N5 DT, [Installlz 27V v 7 L £ 7,

e Hitachi Storage Plug-in for Containers x
Lt vorsion About

Requirements

Supported Driver Version
HSPC v320

Supported Platforms

lllll Supported Operating Systems

19063b5T1245868700012
Ghilds<cnt

Createdat
D ul 15,202, FO0AM

.....

Figure 11. £ ¥ X b — L § % Operator D:FE R [H|[H]
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2. Operator x4 YA F—NLE7T,
(a) [Install Operator|HH AR RE N5 DT, LAFOFKEZERNL 9,

e Installation mode : A specific namespace on the cluster

e Installed Namespace : Hitachi Storage Plug-in for Containers % 4 ~ 2 + —/)L§" % namespace

e Update approval : Manual

(b) [InstalllZ 2V v 27 L E9,

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in

&2 Administrator

> Operater Installation

Install Operator

Home

Operators

OperatorHub
Update channel * (7 e Hitachi Storage Plug-in for Containers
@ stable Provided APl
Workloads
Installation mode *
HsPC
. HSPC is the Schema for the hspes API
Storage [ @ Aspecific namespace on the cluster
Builds
Installed Namespace *
Observe I @ o5 insee l -
Compute Update approval * (2

2 Automati

nagement

Administration

Figure 12. Operator ® 4 ¥ 2 b — )VHAI COFKE & 4 ~ A b — LD FTHH

3. Operator D4 Y A P —ADETT2ETHELET,

RedHat
O ift

Co r Platform

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow cthers tolog in.

% Administrator

Home

Operators

OperatorHub

Installed Operators

Workloads

Networking

Hitachi Storage Plug-in for Containers &

Storage 5,0 prowicled by Hitack

Builds
Installed operator - ready for use

Observe
VERRIESIl Ve installed Operators in Namespace default

Compute

User Management

Administration
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Figure 13. Operator 4 ¥ A F —)L D 5¢ T [H][f]

4. [Operators] > [Installed Operators] ic &) L . Hitachi Storage Plug-in for Containers ® & 7 — X A A3
"Succeeded"TH B Z L HHERAL T,

a4 © @ kube:admin »

A ‘You are logged in as a temporary administrative user Update the cluster OAuth configuration to allow others to log in.
2 Administrator ERINGNSTPATC CONTMUIBNON
Project: os ihspe %

Home

Installed Operators

Operators

OperatorHub talled Operat = reprasented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Opsrators document I
! ; ceVersion using the Oper K
Installed Operators
Name =
Workloads
Name Managed Namespaces Status Last updated Provided APls
Networking s Hitachi Storage @D csihere @ Succeeded @ 20226658198 10:25 HSPC
= Plug-infor o e ki
Containers
Storage

Builds

Observe

Compute

Figure 14. Operator A 7 — & A O HERLH][H]

5. [Workloads] > [Pods]ic##)j L. Hitachi Storage Plug-in for Containers ® Operator Pod ® 27 — &% %3
"Running" CTH 5 Z & Z R L £ 3,

—_ RedHat
— OpenSh
Ce

as O @

kube:admin v

28 Admiistrat You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others ta log in
dministrator SUSIEL BAUTR comngLraten

Project: es ihspe

Home

Pods
Operators

Y Fiter ~ Name = m
Workloads

Pods Name T Status Ready Restarts Owner Memo... CPU Created
@ tep £ Running il 4 @ o @ 20226558
188 19

Figure 15. Operator Pod A 7 — & X DGR [H]

422 HSPC A4 v RZ v ZADIERK

Hitachi Storage Plug-in for Containers # 4 ¥ 2 b — A % iCid, RO FIEICH > TL 7ZE 0,
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Before you begin

FHF 2~ —& LT OpenShiftweb UL iIcm 74 v L £,

Procedure

1. fvzazxvansERKLET,

(a) [Operators] > [Installed Operators]IZ#%8) L, Hitachi Storage Plug-in for Containers % :#4 L ¥ 3,

%2 Administrator
Project: csihspe ¥

Home

Installed Operators

Operators.

OperatarHub

Installed Operators
Name =

Workloads

Name Managed Namespaces

@D cihepe

Hitachi Storage
Plug-in for

Networking

Containers

Builds

Observe

Compute

Status

@ Succeeded

‘You are logged in as a temporary administrative user Update the cluster OAuth configuration to allow others to log in.

Last updated

@ 2022¢F 57196 1025 HSPC

= A1 O @

kubezadmin~

Provided APls

Figure 16. Installed Operator [

(b) [Operator details] [ 235/~ & 15 O T, [Provided APIs]®"HSPC"JEH iC % % [Create instance] % 7

Vw7 LET,

RedHat

Project: csifispe =

Operator detads

.. Hitachi Storage Plug-in for Containers.

Provided APls

HSPC

Description

About

ge Plug-i

Requirements
Supported Driver Version
- HSPC V399
Supported Platforms
onShft v 7 4B v4 3
Supported Operating Systems

= RHEL 74

- RHEL 82

Vou are koged in as 3 temparary administrative user. Update the uster Ofuth confiquration 1o allow others 1o og in

Links
Knawledge Base

Maintainers
Hatachi

Figure 17. HSPC 4 v 2 & v Z DA il
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(c) [Create HSPClHHEAEREND DT, HEDOLHIZ AT LTI,

(d) [Create]z 27V v 2 LZE3,

RedHat
OpenShift
Con

o Administrator You are logged in as a temporary administrative user Update the cluster OAuth configuration 1o allow others to log in

Project: ¢z ihspe =

Home
Create HSPC

Create HSPC

alled Operators X X
Configure via: @ Formwiew O YAML view

Workloads
wome HSPC
@ Note: Some fields may not be represented in this form view. Please select "YAML view” for full control. ;

Networking HSPC is the Schema for the hspes APL

Name *
S ge
Storage == I
Builds Labels
Observe

Controller >
Compute

Image Pull Secrets »
User Management
Administration Node >

A 4
=)

Figure 18. HSPC Ak ]

2. Xoa<v FZFHL<T, [READY| A5 — & % 23 "true" TH 5 Z & ZMEHL 3,

[S2176] # oc get hspc -n csihspc

Figure 19. 22~ ~ F 174

4.2.3 Secret DEXTE

Secret 7 7 4 W ZVERL L Secret %5%E L £3°, Secret 7 7 4 LiCix, Hitachi Storage Plug-in for Containers %°
BT 272 0ICE R AL —Y D URL, 2—F—%4, BLXUYRAY — FEFHRAGHL 5,

Before you begin

Red Hat OpenShift Container Platform @ CLI T® % oc 2~ ¥ FZEITTE 2{FZEH server I, oc 2 ¥ v FH
FEiTcEra—F—Ccurs/L VL ET,
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Procedure

1.

UToa<=v FaHLY—2ZLy PVHOA L —VEREZAERL T3,
(a) AL —YDURL % base64 Tzva—FLET,
RKa<=v FOFETHRZZOFIECTHEHL T TOT, &L THENTLZI N,

[476] 4 echo -n "http://172.16.1.1" | base64

b) AL —VEMHEL -V - % base6d T v a—FLET,
RKa<wy FOFRITHEREZZDOFIECHEHLEITOCT, ikl T T X0,

[Z1THI] 4 echo -n "UserName" | base64

(c) AL —Y DAY — V% base6d T v a—FLET,
Ka<v FOETEREZZOTFIECHEHAL IO T, LKL THENTL X0,

[£17fl] # echo -n "Password" | base64

Secret 77 ANVEIERKLE9, FIE 1 ThEEENZA L —2D URL, 2—¥—4%4, BX U 27— }FE
% data DK T A —RICEEHL T 9,

LA Secret @ yaml 7 7 4 MERBIZ R L £3, 7 7 4 V%35 X U metadata.name & metadata.namespace
7 A=A FICREEDEMEATI L TLZZ 3 0w,

[root@registry-host HSPC_hitstorage_FCl# cat secret-hitstorage. yaml
apiVersion: vi
kind: Secret
metadata:
name: secret-hitstorage
namespace: c¢sihspc
type: Opague

data:
url: aHROcHM6Ly8xOTIuMTY4L jIxMC4x0Dg=
user: bWFpbnR|bmFuY2U=
password: cmFpZC1tYW|udGVuYWSjZQ==
[root@registry-host HSPC_hitstorage FCl#

Figure 20. Secret 7 7 A4 WAF KA

3. UToa~=v F&@HL Secret Z1ER L £ 3,
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[E1THl] # oc create -f secret-hitstorage.yaml

[root@registry-host HSPC_hitstorage_FCl# oc create -f secret-hitstorage. yaml
secret/secret-hitstorage created

[root@registry-host HSPC_hitstorage FCl#
Figure 21. Secret {Ef5l

4.2.4 StorageClass DEXE

StorageClass 7 7 4 L ZA{ER L StorageClass Z 7% L £ 9, StorageClass 7 7 4 /LiC ik, Hitachi Storage Plug-
in for Containers %% Openshift BREi & T2 2O ICHE R A P L — VREBMECHEH L 3,

Before you begin

Red Hat OpenShift Container Platform @ CLI T® % oc 2~ ¥ FZEITTE 2{FZEH server I, oc 2~V FH?
FEiTc&ra—F—TcurIs/LAVLET,

Procedure
1. StorageClass 7 7 A VEZER L T T, UTOA ML —VEREHFRE K N7 A —2ICGK#HL TT,
(a) Storage serial number
(b) HDP pool ID
(¢) PortID
(d) Filesystem type. ext4 and xfs are supported. If blank, ext4 is set.
(e) Secret name
(f) Secret namespace

LA T StorageClass @ yaml 7 7 A AMEBBIZ R L £3, 7 7 4 V43I X U metadata.name 7 4 — b F i
EEDO/ME AL TL7Z3 v,
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[root@registry-host HSPC_hitstorage_FCl# cat storageclass-hitstorage-pool1. yaml
apiVersion: storage. k8s. io/vl
kind: StorageClass
metadata:
name: storageclass-hitstorage-pooll
provisioner: hspc.c¢si.hitachi.com
reclaimPolicy: Delete
volumeBindingMode: Immediate
al lowVolumeExpansion: true
parameters:
serialNumber: “90066"
poollD: "1
portlD : CL1-A
connectionType: fc
csi.storage. k8s. io/fstype: extd
csi. storage. k8s. io/node—pub| ish-secret-name: “secret-hitstorage”
csi. storage. k8s. io/node—pub| i sh-secret-namespace: “csihspc”
csi.storage. k8s. io/provisioner—-secret-name: “secret-hitstorage”
csi. storage. k8s. io/provisioner—-secret-namespace: “csihspc”
csi.storage. k8s. io/control ler—publ ish-secret-name: “secret-hitstorage”
csi. storage. k8s. io/control ler-publ ish-secret-namespace: “csihspe”
csi. storage. k8s. io/node-stage-secret-name: “secret-hitstorage”
csi. storage. k8s. io/node-stage-secret-namespace: “csihspc”
csi. storage. k8s. io/control ler-expand-secret-name: “secret-hitstorage”
csi. storage. k8s. io/control ler-expand-secret—namespace: “c¢sihspc”
[root@registry-host HSPG_hitstorage FCl#

Figure 22. StorageClass 7 7 A4 AAF Akl

2. UPoa<wyv F%z#EHL StorageClass Z1ERLL 7

[E1THI] # oc create -f storageclass-hitstorage-pooll.yaml

[root@registry-host HSPC_hitstorage_FCl# oc create —f storageclass-hitstorage-pool1. yaml
storagec|ass. storage. k8s. io/ storageclass-hitstorage-pool1 created

[root@registry-host HSPC_hitstorage FCl#
Figure 23. StorageClass 1 f§l

LAk C Hitachi Storage Plug-in for Containers ® 4 ¥ A + — V3T T3,
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4.3  NetBackup IC X 5%y 7 7 v 7D H#E(H

4.3.1 Kubernetes 7 I X Z O3B

Before you begin

Red Hat OpenShift Container Platform Z NetBackup Kubernetes Operator ¥ X U8 NetBackup Kubernetes
datamover D4 Y A P —=ABTET LTV ERERD Y T3,

Red Hat OpenShift Container Platform @ CLI T® % oc 2 v ¥ FZEITTE 2{FZEH server I, oc 2~ v FH?
Efic&kpa—¥-—Tcusf LT,

NetBackupweb Ul icm 7' 4 v L £,
Procedure

1. Xoa<v FEIEEXH server THEITL [netbackup-backup-server] ¥ —E 27 Hh v v + DMl 2 HEZR L.
B LT % token @ secret ZHER L 9,

[E17#l] # oc get serviceaccount netbackup-backup-server -o yaml

et WBUTO-GATH

: Helm

[root@resistry-host NBU10-GAT#
Figure 24. +— Y A7 A 7 v b [netbackup-backup-server | o FFlllfifE 2 H I

2. FIE 1 CTHER L 7z secret ZHIBEL TXRDa< v FZIEEM server TEIT L. Secret DEEMH 1525 CA
certificate(ca.crt) & token(token) Dfi# 2 v’ — L £,

[E1THI] # oc get secret netbackup-backup-server-token-89521 -o yaml
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Figure25. Secret O FHAl1H|

3. NetBackup web UI >, Kubernetes 7 72X D7 LT vy ¥y L 2EHFL T,

[Credential management] ® [Named credentials] % 7' ¢, [Add]Z 2 Vv 27 LE 7,

(@) Veritas NetBackup”
& Credential management

@ Dashboard

Client cradentials
Y Activity monitor

D Recovery

U Protection

= Workioads

& Storage

8 catalog

[®) Detection and reporting

Credential management

&= Hosts

%2 Bare Metal Restore

@ Resitiency

& security

You haven't added any credentials yet.

& Veritas SaaS Backup

Figure 26. Credential management [H[[f]

4. [Credentialname]|7 4 — A FicZ LT vy v 4% ATIL, [Next]Z 2V vy 27 LET,
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Add a credential

@ Busic properties

=

Figure 27. 7 L 7 v ¥ v JLiB/IIl® Basic properties [H[ff]

5. [Category] T[Kubernetes] %R L, FIH 2 Tz v'— L 7= token & CA certificate # A7 L. [Next]% 7 V

v 7 LET,

Add a credential

@ sasicpropertes

Category *

Kubernetes

Select a category to assign o this credential

© category (@) pemissions

Credential for Kubemetes cluster

Token *

v

CA certificate *

[ ZXIKaGJHY2IPaUpTVXpJMUSPSKNJbXRWWKNJINKIG:

[LsmLslcRudJnBDRwusuquuFr JRSOLSOICK1JSL

WilodmNOQVFFTEJRQXA0KVTTU.
FdGd2FYTmugblp:

izl FZSki
TRXdId KVOpST +
pi 1EVTB

Figure 28. 7 L' 7 v ¥ v JLiB/Ill® Basic properties [H[f]

6. [Permission] THEIZIGLTur—AL%2EIRL, [Next|# 27V v 27 L %9,

7. TEFRMEAE < [Finish] 2 2 Vv 7 L ¥ 9,
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Add & credential
Q@ Basic properties & category @ Pemissions © review
Baslc praperties

Ceedential name

erc-eredol
Assigned category
Category
Kubemetes
Credentials

Token

ZXIKBGIHY 2IPALRTVXRIMUSDSXMIBXRWWKNINKIGZDRRV 20w DRSY2104FpIbZVSDKPYT!

EdWekwzTmigt IWaFky

‘ cancel || previous | Finiah

Figure 29. 7 L 7 v ¥ % )V IB il O e 72 15|

8. LT vyyaABINEns L z#MERALET,

@ successfully added the credential.

Named credentials Client credentials

+ Add

®la  mv =y
[] Name Description
[[l cre-cred01

Tag Added on Last updated on

——— My 302022411 W i ]

Figure 30. B E N7z 7 LT v v L

9. [Workloads] > [Kubernetes| [Kubernetes clusters] # 7% i % . [+Add]% 27 V v 7 L T Kubernetes 7 7 &

ZzBMML T,

@ Veritas NetBackup™
« Kubemetes
@ Dashboard Namespaces inteligent groups
) |

D Recovery

Kubernetes settings v

Wia © mv
Name Discovery status Last

Credentials
U Protection v No data to display

= Workloads
& cioud

© Kubemetes

& Microsoft SQL Server

>< Nutanix AHV

Figure 31. Kubernetes 27 7 A X [Hj[f]

10. [Cluster name] & [Controller namespace] # AJJ L C, [Next]Z 2 Vv 27 L7,
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Add Kubernetes cluster

Cluster name *

apl.ocp isetsu.com

Port +
6443

Controller namespace *

netbackup

=

Figure 32. Kubernetes 7 7 A X ;B JjlIH|[f]

11. [Select from existing credentials] 25 # IR X LT W 2 REET[Next] % 7V v 7 L £ 3,

Manage credentials

Credentials

@ Select from existing credentials

‘Add credentials

Figure 33. Manage credentials *— 7 L7 v ¥ % VBN 5 2R ]

12. FIES CEMLAZZLvT vy ZERL, [Next|Zz27 Y v 27 LT,

L33

Manage credentials x
Currently assigned: None
Select the credentials that you want to use for this instance.
@Ela £ 1=
Name Description Tag Addedon Lastupdated on
[ © o [Fp— [E— ]
o911 Rows perpage: 100

Figure 34. Manage credentials ~—3 7 L 7 v ¥ v L EREH

13. [Validating credentials] & F/R X 5 & & %A L, [CloselZ 27V v 7 L £,

[E) Veritas NetBackup™

« Manage credentials

@ Dashboard
Activity monitor
¥ Activity mont Credentials configuration continues when this window s closed.

"D Recovery O Validating credentials

10f 1in progress

U Protection

& workioads

& Cloud

Figure 35. Manage credentials = — 3" A& [H|[H]

14. [Workloads] > [Kubernetes] ® [Kubernetes clusters] % 7' 7 7 2 % —¥E 2 FK/x X 41, [Discovery status]2°
"Success" T o T3 Z & HHERAL LT,
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«
@ Dashboard
Y Activity monitor
D Recovery
U Protection
& Workloads

& Cloud

© Kubemetes

& Microsoft SQL Server

Figure 36.

15. [Workloads] > [Kubernetes] ®[Namespaces] % 7" C., 2 7 X % ® Namespace 2SH I T3 Z & 1R

LEd,

[©)] Veritas NetBackup™

A ?

Kubemetes Kubernetes settings-
+Add | | ®la 2 mv
Name Discovery status. Last discovery attempt Credential name Credential
api.ocp.setsu.com T T— o Vi

« @

Kubernetes 7 7 2 BN (Kubernetes 7 7 A & [H[[f])

@ Dashboard Kubernetes clusters ntelligent groups
Activity monitor =
¥ sy ! a = mv
"D Recovery [],~Namespace Cluster Protected by Last successful backup
U Protection
[0  openshift-etcd-operator apiocpisetsu.com © Not protected i
B workioads ~
[J openshift-cluster-machine-app cpisetsu.com © Not protected
& Cioud
[0 openshift-operators api.ocp.isetsu.com © Not protected
© Kubemetes
[J  openshift-kub g © Notprotected
&= Microsoft SQL Server
(1. openshi Kioad - A © Notprotected
< Nutanix AHV
[ openshift-kube-storage-version-migrator api.ocp.isetsu.cor © Not protected
3 Openstack
[ openshiftkni-infra api.ocy © Not protected
& Oracle
[] defaurt api.ocpisetsu.com Q Not protected
= RHV
[ openshift-image-registry api.ocp.isetsu.com © Not protected
& Saas
[]  netbackup api.ocpisetsu.com © Not protected
& VMware
openshift-config apiocpisetsu com © Not protected
& Storage

Figure 37. Kubernetes 7 7 & 2B/ 2 (Namespace (M)

NetBackup i€ Kubernetes 7 7 2 % Z38/113 % FNAIZ LA ECTF,

432 RAFvFvay EBEOEDOEREKE

NetBackup DA F v 7 a v MEFEZETT 2 O RDOEHRELZITVET,

VolumeSnapshotClass DfFf3s X U7 X ZBMT 52 FIHZLATICORL 95,

Before you begin

Red Hat OpenShift Container Platform @ CLI T® % oc 2~ ¥ FZEITTE 2{FZEH server I, oc 2~ v FH
Efic&kpa—¥-—Tcusf LT,

Procedure

1. VolumeSnapshotClass 7 7 4 L Z{E L £ 9, StorageClass TRXE L7ZHNELE—ICRb L H5U TR L
—UEREEANTA—RICHEL T,

(a) HDP pool ID
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(b) Secret name

(c) Secret namespace

LAF 2 VolumeSnapshotClass @ yaml 7 7 4 AEBI 2R L £3, 7 7 4 v #F LU metadata.name 7 4 —
N FICEEDO#FE AL TL T v,

[root@registry-host NBU10-GAl# cat volumesnapshotclass—hitstorage. yaml
apiVersion: snapshot. storage. k8s. io/v1
kind: VolumeSnapshotClass
metadata:
name: shapclass—hitstorage
driver: hspc. csi.hitachi. com

deletionPolicy: Delete
parameters:
poolID: "1~
csi. storage. k8s. io/snapshotter-secret-name: “secret-hitstorage”
¢si. storage. k8s. io/snapshotter—secret-namespace: “csihspc”
[root@registry-host NBU10-GAl#

Figure 38. VolumeSnapshotClass yaml 7 7 A LA A3

2. Toa<yv FZ{#EHL VolumeSnapshotClass Z R L £ 37

[SZ1THl] # oc create -f volumesnapshotclass—-hitstorage.yaml

[root@registry-host NBU10-GA]# oc create —f volumesnapshotclass-hitstorage. yaml
volumesnhapshotc|lass. snapshot. storage. k8s. io/snapclass-hitstorage created
[root@registry-host NBU10-GAl#

Figure 39. VolumeSnapshotClass {f {5l

3. UPoa~wyv F%&#HL VolumeSnapshotClass 23Rk I 7z 2 & Z#EE L £ 9,

[E1TH1] # oc get volumesnapshotclass

[root@registry-host NBU10-GAl# oc get volumesnapshotclass
NAME DRIVER DELETIONPOLICY  AGE

snapclass-hitstorage hspc.csi.hitachi.com Delete 6s
[root@registry-host NBU10-GA]#

Figure 40. VolumeSnapshotClass fiff 2451

AF v Tvay MEED - OEEEIXL ETT,

433 Ny 7y 7BIUTY R TEREDD OEREKE

AFyTvay b pbDONy Ty TNy STy ThbD) A TEELFETT 5720 ICIEROKE ZIT
WE T,
e StorageClass 35 X U8 VolumeSnapshotClass I 7 <L ZE/I13 %
e Secret, ConfigMap ¥ X U8 BackupServerCert % {F 3 %
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StorageClass 3 X Uf VolumeSnapshotClass IC 7 <)V Z B3 5
StorageClass 35 X Of VolumeSnapshotClass ~® 7 <V % BH3 2 FIMEZ LA ISR L 5,

Before you begin

4 FED StorageClass DFXIE 235¢ T L, StorageClass 2MERKTE T3 Z &,

FHF 2 —%—& LT OpenShiftweb UL iIcm 74 v L £,

Procedure

1.  OpenShift web UI ©[Storage] > [StorageClasses] # i % . XI5 ® StorageClass IZxf L T [Labels] ® [Edit] %
70w oL,

» StorageClass details

€3 storageclass—hitstorage-pool1

Details  YAML

StorageClass details

Name Reclaim policy
storsgeclass-hitstorage-poolt Delete
Labels Default class.
False
Volume binding mode
Annotations
Immediate
annatation #
Provisioner
hspe.csi hitachicom
Created at
Builds @ May 19,2022, 10:09 PM

Figure 41. StorageClass # 5 8] [f]

2. FVEREHEIC, UTD I A L[Savel 227V v 7 LET,

netbackup.veritas.com/default-csi-storage-class=true
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Edit labels

Labels help you organize and select resources. Adding labels below will let you query
for objects that have similar, overlapping or dissimilar labels.

Labels for (&8 storageclass-hitstorage-pool1

[ netbackupveritas.com/default-csi-storage-class=true x ]

Figure 42. StorageClass @ 7 ~ Ui & ] [f

3. StorageClass IC 7 _RABREINT WL L Z2MERL T,

RedHat

You are logged in as a temporary administrative user. Update the cluster OButh configuration to allow athers to lag in

o Administrator

StorageClasses > StorageClass details
Home :

€3 storageclass—hitstorage—pool1
Operators

Details  YAML

Workloads

StorageClass details

Networking

Name Reclaim policy
Storage storageciass=hitstorage=poalt Delete

Labels Edit #  Defaultclass

False
Tet

Volume binding mode
Annotations.

Tannotation #

Immediate
Provisioner
hspe.csihitachicom

Created at
Builds @ May 1, 2022, 10:09 PM

Figure 43. 7 XV H3EXE X 172 StorageClass O [Hi[H]

4. [Storage] > [VolumeSnapshotClasses] % i & . 5D VolumeSnapshotClass 2%} L C[Labels] ® [Edit] % 7
Vv 7 LET,
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&% Adminis

Operators
Workloads
Networking

Storage

Builds

5. TN IREREIT, UMToI7~<x1r%ASjL[SavelZ 27V v 27 L E9,

RedHat

Details  YAML Events

VolumeSnapshotClass details

Name

shapclass-hitstorage

Labels

Annotations
ations &

Driver
hspc csi hitachi com

Deletion policy
Delete

» VolumeSnapshotClass details

@E3 snapclass—hitstorage

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow cthers tolog in

Figure 44. VolumeSnapshotClass if 5 [ [

netbackup.veritas.com/default-csi-volume-snapshot-class=true

4.  VolumeSnapshotClass iZ 7 ~ 123

Edit labels

Labels help you organize and select resources. Adding labels below will let you query

for objects that have similar, overlapping or dissimilar labels.

Labels for (5 snapclass—hitstorage

[ hetbackup.veritas com/de

]

‘ Cancel ‘ Save

Figure 45. VolumeSnapshotClass @ Z ~ L S [ [f]

WEINTVWBRZ L EMERLT T,
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You are logged in as a temporary administrative user. Update the cluster Ofuth confiquration to allow others to log in.

SnapshotClasses > VolumeSnapshotClass details

&3 snapclass-hitstorage
Operators

Details YAML Events

Workloads

VolumeSnapshotClass details

Networking
Name

snepclass-hitstorse

Lubau J Edit #
netbackupveritas com/default-csi-volume-snapshot -class=true
ations

VolumeSnapshotClasses Driver

hspe.csi hitachicom

Vol

Deletion policy
Delete

Builds

Figure 46. 7 <V 233%0E X #4172 VolumeSnapshotClass O [Hij[f]

Secret. ConfigMap ¥ X Uf BackupServerCert Z{ER 3 %
Xic, Secret, ConfigMap ¥ & Uf BackupServerCert ® 3 2D yaml 7 7 A VZAER LEH L £ 7,
FIEZ MR £3,

Before you begin

Red Hat OpenShift Container Platform @ CLI Td® % oc 2~ ¥ F&2FEITTE Z1EFHH server IZ, oc a3~ ¥ FA
EffcE¥pa—F—curs LA v LET,

NetBackupweb Ul icm 7' 4 v L7,

Procedure
1. GF#HZE token &7 4 v =7V v F ZHF L. Secret 7 7 4 L ZAFLL £ 5,
(a) ZFBHZE token #HUE L £ 9,

NetBackup Administration Console @ [Security] > [Tokens]H|[f C token % ;& L. [Show Token] % 7
Vy 27 LET,

39/178 Copyright © 2023 Hitachi, Ltd. All rights reserved



O stk g e

2 2 & @
i | vt v x
Token_master-0
Standard Token
Nae Type Stato
Token_masterd Standard Token Vaiid
Hest 1D Max Uses Allowed Uses Remaining
B 8
Valid from Valid 1o Token Key
Jity 16,2622 22120 PM danary 12,2023 221 20PM 2

Figure 47. Token /R H|[H]
(b) NetBackup Master Server TXDa~> F#EfTL, "NBCAE—F"IC/h>oTWb Z & #fERL T,

[FATHI] # install path\NetBackup\bin\nbcertcmd -getSecConfig -caUsage

Figure 48. 57 & 11 C\» % FZGIER O W2 [

() 74 v A=7V) v FeliFLET,
NetBackup Master Server TRXD 2= ¥ FZETL, 74 v =7V v P ZHIGFL £ 3,

[%£17f1] # install path\NetBackup\bin\nbcertcmd -listCACertDetails

tBa >

Figure 49. SHA-256 7 4 ¥ 77— 7"V v b HU{5l
(d) Secret 7 7 4 VZVE¥EH server TERK L £33, UTOREBTRE F N7 A —L I L 7,
I.  Secret name

II. Namespace
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I1I. Token (Issued in the previous step)
IV. SHA-256 fingerprint (Issued in the previous step)

LA Secret @ yaml 7 7 A MERBIZ R L E 3, 7 7 A VZICIREREOHAE AT L TLZE 0,

@ BUTO-GATE cat ] t.vaml|

Figure 50. Secret 7 7 4 L EXEH

2. VE¥H server TU T D a~< v F&fERH L Secret Z#H L 3,

[£4THI] # oc apply -f NBU Secret.yaml

Figure 51. Secret {Ef5l

3. 1EZH server TULT D a~ v FEfEHL Secret MERk Iz & 2MERL £ 9,

[S217H] # oc get secret

[root@registry-host NBU10-GA]# oc get secret

NAME TYPE

bui lder-dockercfg-r7186 kubernetes. io/dockercfg

bui |der-token—hs4ch kubernetes. io/service-account—token
bui | der-token—smm6x kubernetes. io/service-account—token
default-dockercfg-8jqzr kubernetes. io/dockercfg
default-token—kvpwd kubernetes. io/service-account—token
default-token—x7p7v kubernetes. io/service-account—token
deployer-dockercfg—6fdv8 kubernetes. io/dockercfg
deployer-token—f615] kubernetes. io/service-account—token
dep | oyer-token—vgpxn kubernetes. io/service-account—token
netbackup-backup—server-dockercfg-276zv kubernetes. io/dockercfg
netbackup-backup—server-token-7zscn kubernetes. io/service-account—token
netbackup-backup-server-token-hcgh4 kubernetes. io/service-account—token
netbackup-operator-dockercfg-ngmzz kubernetes. io/dockercfg
netbackup-operator—token—25r Ik kubernetes. io/service-account—token
netbackup-operator-token-ttnvf kubernetes. io/service-account—token
master-0. nbu. isetsu. com Opaque

sh. helm. release. v1. veritas-netbackupkops. vl  helm. sh/release. v1
[root@registry-host NBU10-GAl#

1
4
4
1
4
4
1
4
4
1
4
4
1
4
4
2
1

Figure 52. Secret ffEz2
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4. {EZH server T NetBackup Kubernetes datamover ® 4 X — Y % fiti& L T\ 3 5T % $5%E L 7z ConfigMap 7
TANEERLE T, UTOXREIFRE K N7 A —2IiK#H L 7,

(a) NetBackup Master Server D7 & + %
(b) NetBackup Kubernetes Operator ® namespace
(c) NetBackup Kubernetes datamover ® 4 XA — ¥ %2 [liE L T\ 2 577 % f53E

LA ConfigMap @ yaml 7 7 A MERHZ R L 3, 7 7 A VZICIEEDOAMZ AT L TLZE W0,

Figure 53. ComfigMap ® 7 7 4 AAERU

5. {FZH server TUUTD a~< v F%{#H L ConfigMap %#H L ¥ 3,

[E1THl] # oc create -f NBU ConfigMap.yaml

Figure 54. ConfigMap {ER {1

6. {E3EH server TLAT D a~ v FZ{#HEA L ConfigMap 23MERK X 1722 & 2 AL £,

[F17H1] 4 oc get configmap

[root@registry-host NBU10-GA]# oc get configmap
NAME DATA  AGE

kube-root-ca. crt 1 22m
master-0. nbu. i setsu. com 2 18s

netbackup-backup-operator—-configuration 15 20m
netbackup-certconfigscript 1 20m
openshift-service—ca.crt 1 22m
[root@registry-host NBU10-GA]#

Figure 55. ConfigMap fifz2451
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7. {EZH server T BackupServerCert 7 7 A VZA{ER L £, UTOXREFRE K N7 A —2ICGK#H L TT,
L. BackupServerCert %
II. NetBackup Kubernetes Operator ® namespace
II.  OpenShift D27 7224, VA4 V%
IV.  Host name of NetBackup Master Server ® 7 & + £
V. AEBHE token & 7 4 V=TV v bR E AT Secret 4

LA ic BackupServerCert @ yaml 7 7 A MEEHIZ R L E T, 7 7 A VAICIIEEDEMEASTI L TLZE

ert.vaml

1=

Figure 56. BackupServerCert 7 7 A4 L% EHI

8. 1M server TUAT @ a~ v FZfifl L BackupServerCert Z#MH L %9,

[SZ17H] # oc apply -f NBU BackupServerCert.yaml

-f MBU_B:
aster-(

Figure 57. BackupServerCert {ER&

9. {EZH server TLLT D a~ v F & L BackupServerCert DIYERAKII L7 2 & 2 HEE L £ 37,
(a) LT a~v FE{#H L BackupServerCert 2MER S 172 & AL £ 3

[E1THI] # oc get backupservercert

[root@registry-host NBU10-GA]# oc get backupservercert
NAME AGE

master-0. nbu. isetsu. com 11s
[root@registry-host NBU10-GA]#

Figure 58. BackupServerCert {FHifE a2 51
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(b) AT a~ v F%fHH L BackupServerCert DIEEAEIN L 722 & #HERL T3,
[status:] @ [phase:] 23 "InProgress" 2> & "Success"IC 72 % & & % B L £ 3,

[E1THI] # oc get backupservercert master-0.nbu.isetsu.com -o yaml

[root@registry-host NBU10-GAl# oc get backupservercert master-0.nbu. isetsu.com —o yaml
apiVersion: netbackup. veritas. com/v1
kind: BackupServerCert
metadata:
annotations:
kubect!. kubernetes. io/last-applied-configuration: |

{"apiVersion”:"netbackup. veritas. com/v1”, "kind”: “BackupServerCert”, “metadata”: [“annotations™: {}, “name
" “master-0. nbu. isetsu. com”, “namespace”: “netbackup”], “spec”: ["backupServer”: “master-
0.nbu. isetsu. com”, “certificateOperation”:”Create”, “certificateType”:“NBCA”, “clusterName”:“api. ocp. ise
tsu. com”, “nbcaAttributes”: {"nbcaCreateOptions”: [“secretName”: "master-0. nbu. isetsu. com”}}}}

creationTimestamp: “2022-07-26T04:42:457"

generation: 1

name: master—0. nbu. isetsu. com

namespace: netbackup

resourceVersion: “37836568"

uid: d339f246-bfb8-4334-h980-9290d6816637
SPEec:

backupServer: master-0. nbu. isetsu. com

certificateOperation: Create

certificateType: NBCA

clusterName: api.ocp. isetsu. com

nbcaAttributes:

nbcaCreatelptions:
secretName: master—0. nbu. isetsu. com

status:

phase: Success
[root@registry-host NBU10-GAl#

Figure 59. BackupServerCert f i) B Uy a2 451

10. OpenShift 7 7 2 £12 X o T token 2MEHA I N2 & %R T 572912, [Security] > [Tokens] D [Token
Management|[#[fi ©. {EfK L 7= token DEREAE Z T2 2 & %R L T,

Token Management

o Add o Cleanup | | Q Y £ Mv 1Ev

] Name Used vs, Total Valid from valid to Status

Figure 60. BackupServerCert j# ] # ® Token Management [Hi[f]

11. [Security] > [Host mappings]® [Hosts] % 7" C, OpenShift 7 7 2% 7 "Secure" T~y &'V 7 I N T35
Tl etERLET,

Host mappings

Hosts Mappings o approve

4 Add shared or cluster mappings | | Q

Host Mapped hast or IP address Version oS type

@ mosteronbuisetsucom st dbulcisucom

Secure

g wiocpisetsucom S—— NetBockp. 109 i q
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Figure 61. BackupServerCert jE 1% ® Hosts % 7

Ny 2Ty 7TELXR) A NTEED O OEMGERE IZUAETT,

45/178 Copyright © 2023 Hitachi, Ltd. All rights reserved



5 Ny 27y )X ToOEMAFIHE

Z DETIL, Veritas NetBackup 10.0 TONy 77 v 7 & VX b7 O@EMFIEEZFHHAL 3,
Hitachi Storage Plug-in for Containers & ##£3 % Z & I1C X Y| Hitachi storage system T® Persistent volume (C
WNEBLTLAN—ZATORFy Tvay b2HwT, Ny 7Ty 7V 4 v Py RMEMT 5B TELS,
AFyFray FEIA L -VEARATHIGEI N, Ny 77 v 7 Tlk NetBackup Media Server ~HUfG X #11E
ER

ZF v Fay P ERAEREL, B LAEXFy Foay bbb ) XT3 38450FE,
B XFv7Frav DET

B X}y 7vavibprbDYRMT

Ny o Ty TRAEREL, LNy 2Ty 7060 X 7T 385450FE,
B Ny Ty TDET

B N7 ThoDY) AT

51 XF v Favy FDET

AF vy 7va vy b OFETIE, Protection plan TiE I NIz AT ¥ 2 — VIl 728y 7 7 v 7" & Backup now
KX BHIREAN Yy 7T v IR ETTE T T,

5.1.1 Protection Plan D{ERK

Before you begin

NetBackupweb Ul icm 7' 4 v L7,

Procedure

1. NetBackup web UI C[Protecition] > [Protection Plans] > [+Add]DJEIC 7 V v 7 L £ 7,

[©) Veritas NetBackup™

« Protection plans

@ Dashboard |

¥ Activity monitor []  Protection plan Description Type Inuse

D Recovery [0 backup-from-snapshot-advdisk-mast; Kubernetes (]
U Protection ~ [J snapshot-multi-namespace Kubernetes

@ Protection plans [] snapshottest Kubemetes

© Poiicies
B Workloads

& Storage

E Catalog

Figure 62. Add a protection plan
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2. [Basic properties] TNy 7T v IV a T EHHE AL, [Workload]| D F e vy 77X v v ) X+ 5
"Kubernetes" #3#{R L, [Next|# 27V v 27 L7,

Create protection plan x
@ Basic properties @ s @ Backupopt (@ permission (0]
Name *
[——

Deseription

Workload

Folicy name prefix
snopshol PLLD1 0422 <auto generated UUID>

Figure 63. Basic properties

3. [Schedules] ©[Add Schedule]# 27V v 7 L £,

© scrediies o= ®

You have not added any schedules yet

Add schedule

Figure 64. Add schedule

4. [Add backup schedule] @ [Attributes] %X 7 C, Ny 7T v 724 TOERPLAF v 7o 2y POHELE LN
RERI R L, A7y T ay PRI 272004 7y a v KL £,
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e [Snapshot and backup options] TiZ, [Create backup from snapshot]+ 7> a2 v IFFHEE T ICHER T T,

Create backup from snapshot = 7'> 2 V2 FHEL AW LT, RF v v ay FETRETIRE Y
IT v TV aTBREIND LI Y T,

Add backup schedule

Attributes Start window

Configure schedule for snapshot

Backup type

Full v
Recurrence Every

Daily 21 - Day
Keep for

2 s Weeks v

Snapshot and backup options

[ |:| Create backup from snapshot ]

Keep backup for
4 S Weeks v

Figure 65. Attributes of Add backup schedule

5. [Start window] % 7 CREHRF & A& T HEFZEXE L, [Add]Z 2V v 7 L9,

»®

Add backup schedule

Attributes Start window

00:00 o 4. (¢} 08 10:0 4:00 8:00 2200 24
Sun - Delete

Clear

bl

Duplieate

sat Undo

i

To define a time window during which jobs can start, select a day, and enter a start time. Then enter either the end day and time, or the duration.

Start day Start time End day End time
Sunday ™. 12:00:00 AM o Sunday v 12:59:59 AM [

=1 - |

Figure 66. Start window of Add backup schedule

6. A7V a—LOWRBEHARRINEDT, [Next]z 27V v 27 LET,
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[E) Veritas NetBackup™

« Create protection plan

@ Dashboard
@ Basicproperties
Y Activity monitor
Backup schedule preview €
Lo Recovery i 0
U Protection
Protection plans
© Policies Thy
& Workioads
- Full Backup
& Catalog Schedules and retention
[® Detection and reporting
Credential management
@ Hosts

%2 Bare Metal Restore

® Resilincy

© schedules

Snapshot retention Backup refention

2wesks Hide

Figure 67.

7. [Backup options] TNy 7T v AT =

(a) [Resource kind selection]+ 7 ¥ = v T,

v 7Ty TR Y 2 — VRS

VEKT 5ICEU T ORERZTVE T,

Ny I Ty 7)Y —ZA0MEZERLEST, 774V FT

i [Include all resource kinds in the backup|4+ 7> 2 V2B IRENTED, Ny 7T v 7V a 70T

DY Y —ZADMEIEENT T,

(b) 4B

IZ)6 U T [Label selection] T[+Add] Z# L .

Ny Ty ZTICHEHETLZ)Y — A~y Y T 57

DDIT_XAEZEMLET, F_VDFL T4 v 7 REFXF—F AL, AL —X—%E RN £1,

[©) Veritas NetBackup™

« Create protection plan

@ Dashboard
© sk popertes

Y Activity monitor

D Recovery Resource kind selection
U Protection @ include all resource kinds in the backup.
@ Protection plans
© Policies Label selection ©

+ Add
& Workioads
& storage

8 Catalog

[® Detection and reporting

© screies

Exclude the following resource kinds from the backup. @

22 ¢ @

© sechupoptions

Figure 68. Backup options

8. [Permissions]| T EITIG U TR H|

e — L &ZEML,

[Next]Z 27V v 27 LET,

[©) Veritas NetBackup”

&

Create protection plan x
@ Dashboard
@ sasicproperties Q@ schedles @ sackup options @ remissions ® revi
Y Activity monitor
9 Recovery Select the roles you want to have access to this protection plan.
U Protection +au | f Q2
2 Role name Role description Inherit from
@ Protection plans
No datato display

© Policies
& Workioads

& storage

8 catalog

[ Detection and reporting

Figure 69. Add permissions
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9. NE#HEZ L [Finish]|Z 27V v 7 L £,

(&) Veritas NetBackup” @2 o0 9
Create protection pian x
[ T— © soreiies © sect opins O - © revien
snapshot-PCLO1a-0422 Features
Longest retention
Schedules -
e
Backup schedule preview &
FallBackm
Schedules and retention
Type every Saapshot reterntion Backup retention Additianal copies Start windows
Ful ¢ " vide
et
Manoge permissions ~
edi
| Q@
Figure 70. Review
1 N ‘ . 7 7
10. Protection Plan 23¢{FRK X 1172 C & 2R L £ 3
@ Veritas NetBackup~ 2 2 » e
« Protection plans Manage permissions:
@ Dashboard $ad | | Q 2 mv
Y Activity monitor [] Protectionplan Description Type Inuse
"D Recovery [0  backup-from-snapshot-advdisk-master Kubernet ]
U Protection ~ [J snapshot-multinamespace Kuberet
Protection plans [D snapshot-PCLO1a-0422 Kubemetes ]
@ Policies [J snapshot-test Kubemetes

& workloads

& Storage

8 catalog

[® Detection and reporting

Figure 71. Added a protection plan.

11. [Workloads] > [Kubernetes| ® [Kubernetes clusters| X 7C. 2+ v 7L av F2ETTE7 7 ZAXD[]%
27V v 7 L., "Discover now" % %R L. [Discovery status]23"Success"iC72% Z & ZHERL 3,
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@ Veritas NetBackup
«
@ Dashboard
Y Activity monitor
D Recovery
U Protection
& Workioads
& cioud
@ Kubemetes
&= Microsoft SQL Server

< Nutanix AHV

12. [Namespaces] % 7 C Protection Plan % #| b 24C % namespace % 7 Y

Kubemetes

Namespaces Kubemetes clusters

+ Add

Name.

api.ocp.isetsu.com Success

Intelligent groups

Discovery status

Last discovery attempt

Apr 22,2022 4:44 PM

@ . 0 @9

Kubernetes settings v

Credentials

(et |

Credential name

credocp

Edit

Manage credentials

Delete

Figure 72. Discover now.

v 7 LET,

3

@ Dashboard

¥ Activity monitor
D Recovery

U Protection

(@) Veritas NetBackup”

Kubemetes
Namespaces

Kubernetes clusters

0422

Intelligent groups.

22 s @

Kubernetes settings v

[]  Namespace

Cluster

api.ocpisetsu.com

Protected by Last successful backup

© Not protected

[J | snapshotpcioia0422

& workioads

& Cloud

© Kubemetes

&= Microsoft SQL Server

Figure 73. Select the namespace.

13. [Protection] % 7% [ %, [Add protection]% 7 V v 7 L 3,

(@) Veritas NetBackup™
« snapshot-pcl01a-0422 x

@ Dashboard

Intelligent groups: Name Cluster et
none snapshot:pcl0ta0422 apiocpisetsucom
Y Activity monitor
Protection Resources Recovery points Restore activity Permissions

D Recovery
U Protection
&8 workioads

& Cioud

You have not added any protection plans.

Figure 74. Add protection.

@ Kubemetes

& Microsoft SQL Server

14. Protection plan D—%& %6, &Y 24T 2% Protection plan ZFR L [Next| %27V v 7 L £ 7

(S Veritas NetBackup™
« Choose a protection plan - Assets: snapshot-pcl01a-0422 x

@ Dashboard

Y Activity monitor Q
D Recovery Protection plan Backup types Recurrence Longest retention Features
U Protestion snapshot-test Ful 1day 2wieeks Snapshot storage anly
B Worklonds snapshot-PCLO1a-0422 Fal 1y A et ]
& cod snapshot-multi-namespace Rl 1dsy 2uesks Snapshot storage only
backup-from-snapshot-advdisk-master Ful Tday weaks Backup from snapshot, Snapshot storage

© Kubemetes

& Microsoft SQL Server
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15. Protection plan D& ¥ T [Protect] % 7 V v 7 L ¥ 3,

Figure 75. Select the protection plan.

@ Dashboard

@ Veritas NetBackup

Choos a protection plan - Assets: snapshot-pci01a-0422

@ Customized s

snapshot-PCLO1a-0422
Policy name prefiz
snapshot-PCLOTe-0422

Schedutes and retention

Backup sehedule preview

Full Backup

Schedules and retention

Te ey

Storage options

Backup options.

:d wih the chosen protes

Features
~ Snapshot sterage only

Supported worklaad Backups Loagest retention
Kubernetes 1day 2 weeks,
‘Snagshot retention Backup retention

Additionsl copies Start windows

Hide '

cancel | [ previous |
| J

Figure 76. Protect the namespace

16. "Added toplan" & Kndh 3 & & #HEZE L., [Close] %27V v 7 L ¥,

Subscribe assels (o protection plan - Assets: snapshot-pcl01a-0422

Protection s configured in the background. You may close this windaw at any time.

snapshot peill1a 0422

=

Figure 77. Adding to plan is succeeded.
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17. Namespace ® Protection ICF%JE L 7z Protection plan 28R /R X2 Z & 2R L 3,

(G Veritas NetBackup™ 22 5 9

« snapshot-pci01a-0422 x
@ Dashboard Intelligent groups Name Cluster Last successful backup
none snapshotpci012-0422 apiocpisetsu.com
Y Activity monitor
Protection Resources Recovery points Restore activity Permissions
D Recovery
U Prowction snapshot-PCL01a-0422 Features
v Snapshot storage only
& Workloads a Supported workload Backups Longest retention

Kubemetes 1day 2 weeks
& Cloud
Schedules

@© Kubemetes

Backup options v

@ Microsoft SQL Server POl ke BB CTETE

>< Nutanix AHV
‘Add protection

3 Openstack

Backupnow  Remove protection

Figure 78. Protection plan of the namespace

LI T Protection Plan DERIZH T T3, Protection Plan TEE L 7= A 7 ¥ 2 —LIicHitv, &Y YTz
Namespace ICXf L AF v 7'vay P B3ERINE T,

5.1.2 Backup now D FEfT

Backup now I X W HIIRg Ny 77 v TR LT TR T,
Prerequisites

HHTIC Protection plan ZF L THEL BE R H D 7,

Before you begin

NetBackupweb Ul icm 7' 4 v L £,

Procedure

1. NetBackup web Ul ©[Workloads] > [Kubernetes] ® [Namespaces] # 7 CRAxF v 7+ 3 v b %FHIT$ %
namespace ¥ 7 Y v 7 L, [Backupnow|% 7 Vv 7 LE3,

(S Veritas NeBockup 2. 80

napshot-peiia-0422

Intelligant groups Hame Chuster i icoanelil Sackixs

SnapshOtpCIOIE0ezE pi.ocp setsucom
Protection Resources Recavery points Restore activty Permissions
snapshot-PCLOTa-0422 Faatures
w Snapshet storage only,
Supported workload Backups Longest retention
Kubemetes 1 day 2 weeks

Schedules ~

© Kubemetes

Backup oplions ~

= v S——— gt oce des 4 zmm.mm

> Nutanix AHV 7
Add peotection
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Figure 79. v 7 7 v 7 FATH

2. Ny o7y 7ETOMEZEEE T, [Start backup] 2 V) v 7 L ¥,

Backup x

This operation creates a one-time backup of the
selected item. This backup does not affect any
future, scheduled backups.

Cancel Start backup

Figure 80. »¥v 7 7 v 7 94T a¥ i

3. [Activity monitor| TNy 7 7 v 7'V a TOREERMER L, Y a 70K TTECHELE T,

2. 5 0

Veritas NetBackup™

Activity monitor

Jobs Daemons Processas Background Lasks
= || @a £ O~ T~
Jobi0 4 Type client or display name Job state Status code  Policy name schedule scheduletype  Elapsedtime  State
L] % s — master-0 nbu tselsu com BACKUFNOWs 31 000017 e 1
[] #oma Srsghot napehol po T 0422 apd ocp ietmy BACKIENDW 31 _eicaaied 000018 actve |
[

[ |

Veritas NetBackup

doby Daemom Processes Background tasks
= || Ela £ M~ v~
Job 1D 4 Type Client or display name Sutus code  Policy name Schedule Schedule type  Hapsed time  State
N - r; " EEED Bone 1
o FLiLL efcldfded 000136 Dane i
Dane ¥
one 8

AR (a2 7HET)

4. [Workloads] > [Kubernetes] ® [Namespaces]| X 7 CAF v 7 a v b %% {TL 7z namespace # 7V v 7 L.
[Recovery points| % 7% 7 U v 7 L %3,

YANYFRAL Y PPMEREINTWE Z E2MERLE T,

o, 5 Q

snapshot pei0a-0422 x
Intelligert groups Name Cluster Last successful backup
none Bnapshot pek 0422 apiocp.setsy.com April 22, 2022 548 P
Protectin Resources Rastony actimy Pomissions

Q = oy =

Bate Time Copies

I April 22, 2007 SAm 18 P | 1copy i I

Figure 83. Recovery points [H]if§l
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5. RAF v v ay FREITTEH I L% OpenShift 7 7 XX TR T %,

A a~v Fix. Red Hat OpenShift Container Platform @ CLI T® % oc 2~ v F & FITT % 5{EZEH server
THERITLE T, oc 2~ Fit Kubernetes API Server IZx} L THAT & 1. OpenShift Container Platform
cluster N D#Y] 7z node TULER X 1L E J,

(@) AF v 7 av b ZHASL 7 Persistent VolumeClaim @ VolumeSnapshotContent % 323 %,

[E1THI] # oc get volumesnapshot -n snapshot-pcl0la-0824

Figure 84. VolumeSnapshotContent O fifEz24

(b) VolumeSnapshotContent TAF v 7> a v F DT %HERT 5,

[E1THI] # oc describe volumesnapshotcontent snapcontent-9el170547-76cl-45da-
b516-8105201a169f
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[root@rezistryv-host result_Gh_restore-smapshot-PCLOTaIH oo describe volumesmapshotcontent snapcontent -9e170547-78¢1-45da-b516-
8105201a169f
Mame: snapcontent -9a170547-76c1-45da-b516-8105201a169f
Namespace:
Labels: <none>
bnrotations:  snapshot.storage.kuberretes. io/delet ion-secret -name: secret-hitstorase
snapshot . storage. kubermet es. io/delet ion-secret -namespace: csihspc
APl Version: snapshot.storage.kds. io/v]
Kind: Yo lumeSnapshot Cort ent
Metadata:
Creat ion Timestamp: 2022-08-24T05:28:002
Firalizers:
snapshot . staraze. kubernetes. io/volumesnapshot content -bound-protect ion
Gereration: 2
Maraged Fields:
APl ¥Yersion: snapshot.storaze.k8s. iofv]
Fields Tvpe: Fields¥1
fieldsVl:
fimetadata:
frannotat ions:

f:enapshot . storage. kuberretes. io/del et ion-secret -name:
f:snapshot . storage. kuberretes. io/delet ion-secret -namespace:
frtiralizers:

v: "srapshot . storage. kubermet es. ior'volumesnapshot content -bound-protect ion”:
{:apec:

frdriver:
f:source:

WE tvolumeHard | e:
volumeSnapshot Cl asshlame:
vo lumeSnapshotRef :

rapiVersion:
tkind:
name:
‘namespace:
s resourceVersion:
tuid:
Marazer: snapshot -cont rol ler
Uperat ion: Update
Time: 2022-08-24T05:28:002
APl ¥Yersion: snapshot.storase.k8s. iofv]
Fields Type: Fields¥l
fieldsVl:
frepec:
f:deletionPolicy:
Marager: backup-operator (| inux
Operat ion: Update
Time: 2022-08-24T05:28:207
AP Version: snapshot.storage.k8s. io/v]
Fields Type: FieldsV1
fieldsil:

frstatus:

rcreat ionTime:
s readyTollse:
:restoreSize:
snapshotHard | e:
Manager: csi-snapshotter
Uperation: Update
Time: 2022-08-24T05:28: 202
Resource Version: 56174842
UID: 07dc5746-7cab-4451-0824-2681 ea?450de

Spec:
Deletion Policy: Retain
Driver: hspc.csihitachi.com
Source:
Yolume Handle: 60060e80120001005040000100000004 - -spec-cTh8c36223

Yolume Snapshot Class Mame: snapclass-hitstorase

Yolume Snapshot Ref:
AP1 Yersion: snapshot . storage. ks, io/v]
Kind: VolumeSnapshot
Mame: rbu-vs-ebicddcce-di78-4540-adac-0660b932335¢
Namespace: snapshot -pc [01a-0824
Resource Yersion: 56174685
U1D: 9e170547-76c1-45da-b516-8105201a169f
Status:
Creat ion Time: 1661350791000000000
Ready To Use: true
Restore Size: 1374339534720
Snapshot Handle:  60060&30120001005040000100000006 --zpc-9bf09edial
Events: <rone>
[rootliregist rv-host result_Gi_restore-snapshot -PCLOTaJ#

Figure 85. ~= 7 DM
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6. AFvFvay PBREFTTELILEZRA ML -V THERT 5,
(a) AV 2—2L0D—%TLDEV OIRFEZHEET %,

FIE 5 .(b) THH 7~ nickname DIRFEZFHR 3,

LDEV Properties

2 4010 Propertien
LDEV 1D

e wousis e Nickname of PersistentVolumeClaim
e T Z%ww  that obtained snapshot
o
) WP
[ —
‘Lozal Replication Shadomimage. B .

nnnnn

| CTrE G ST
Primany Vo

- Loptionsw jieie] + @& %[
Secondary votuma - TS,
Snagshet e ol e e | wem | e | 1y it oot
= wevin LOEV Nama Capacity CT Senin OBV 1D LOEY Mams Capecity oL 0y o Mo (ishemme
Ll 000008  spreThBIS223 | 1290.00GE  O:CLPRO | hapeanpahet  PSUS  J02NOUZSLASLAE  OWO:06  4pcSBASedTa  IIEO00GE  DICLPRD | OCPPeslit) 3 Eeabied | Snasenst 1000104 Mu3) 20,0004
o | C

L Nickname LDEV of PersistentVolumeClaim that obtained snapshot

Figure 86. A+ v 7' a v } ZHUfF L 7z Persistent VolumeClaim @ LDEV 7 m X7 1 {ji]

Backup now @ FEITFMEITM ETF,

52 RF v 7 ay bALDYRLT
AFy7Tvay b»roD Y AR TIE NetBackup web Ul 2> 5 FEITT& 3,
Before you begin

NetBackup web Ul icu 774 v L ¥ 3,

Procedure

1. NetBackup web Ul ¢[Workloads] > [Kubernetes] > [Namespaces] % 7% %, U -3V 3 % namespace %

7Yy 7 LET,
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Kubemetes Kubernetes ssttings v
@ Dostioors R
¥ Activity monitor | o £ me
D Recovery [] Namespace 4 Cluster Protected by Last suceessful backup
openshift network- diagnostics SpL.ocp 88t tom © rictproecied i
0 Protection
[ openshiftnetwork-operator aplocp isetsi com © totprotected i
B Workioads
[] openshiftnode aplocp isetsy com © hot protected !
openshift-oauth-apiserver apiocp st com © ot protected i
e ] openshiftopenstack-infra apiocpsetsu com i
0 sl 3 isetsu com i
AL [0  openshifi-operator-lifecycle-manager api ocp Isetsu cor
openshift operators aplocp isetau com i
[ openshiftavirtinra aplocpisetsu com 1
[]  openshift-sdn apt ocpsstsucom H
[ openshifiservice-ca :
@ VMware ]  openshift-service ca-operator apiocpsetsucom © notprotected i
Storage []  openshifistorage aplocp isetsu com 0 ot protacted H
Catalog [ openshiftuser-workload-menitoring aplocp isetsu com © ot protected i
Detection and reporting openshift-vsphere-infra api ocp satsis com 0 not 1
Credential management 0 hot-pci01a-0615 aplocp isetsu.com © not protected i
Hosts [ snapsholpcl01a-0615 aplocpsetsu com cted i
Bare Metal Restore []  snapsholpcidla615 apiocp setsu com 0 15,2022 1:57 PM i
[0 snapshotpci0ia-0623 api ocp setsy com snapshat-PCLO15-0623 Jun 23,2022 11:00 AM i
8 Ssecurity [ test0609a apl.ocp.isetsu com ‘snapshattest0509 Jun 19,2022 1203 AM H
2. [Recoverypoints| 2 7% 7V v 7 L &3
. o
snapshot-pcl01a-0623 x
Intelligent groups Name Cluster Last successful backup
none snapshot-pcl01a-0623 api.ocp.isetsu.com June 23, 2022 11:00 AM
Protection Resources Restore activity Permissions
snapshot-PCL01a-0623 Features
v Snapshot storage only
Supported workload Backups Longest retention
Kubernetes 1 day 2 weeks
Schedules v
Backup options v

Add protection

icy name: snapsh

Backupnow  Remove protection

Figure 88. Open the Recovery points tab

3. [Copies]Difi#i% 27 Vv 7 L %9, Snapshot X4 7L U h NV FE5ERAIC—=DBHZI) ISV FL VD
fTogA=—a— () 22U Z7 L, [Restore] 227 Vv 27 L%,

snapshot-pcl01a-0623 x
Intefligent groups Name Cluster Last successful backup
none snapshot-pcia-0623 api.ocp isetsu com June 23, 2022 1100 AM

Protection Resources Recovery points Restore activity Pormissions
0=
Date Time Copies
June 23, 2022 11:00.07 AM H
Location Defauh Type complete

apl.ocp

1 Records

Figure 89. Copies of the Recovery points
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4.

5.

[Recovery target] = — ¥ CLU N ZiER L [Next] 227V v 7 L 3,
(a) =7 v V2 IRZPHBATINE T,
(b) [Specify destination namespace] TV X b 74 7> a2 v &R L 9,

e Use original namespace : U ¥ /L ® namespace 32 (F 741 )

e Use alternate namespace : A% D namespace Z {3 3

snapshotpci0120623 | Restore from Snapshotimage | June 23,2022 11:00 AM x

Figure 90. Recovery target

[Recovery options]~— 3 CUL T %&ER L [Next| %27V v 7 LT3,
(a) [Select resource types to recover| TV Z XY F 5V Y =& A4 THFERL T,

e Allresourcetypes: T _XTCDY YV —RXATHIVANYLET (FT741L1)

e Recover selected resource types : FEIRL 72 Y V=X XA T ) HNY LET

(b) [Select Persistent volume claims to recover| T. 3T ® Persistent volume claim % U 7730 % 2>, §F
€ D Persistent volume claim Z V 73D 23 28R L 4

e All Persistent volume claims : 3T ® Persistent volume claim #V # Y L¥4 (F7 4L 1)

e Recover selected Persistent volume claims: 3&#R L 7z Persistent volume claim # V 7NV L £
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7.

0.

snapshot-pci01a0623

© recorytoce

Restore from Snapshot image | June 23,2022 1100 AM

© Recoveryopions

Select resource types 1o recover

e resource types
Select Persistent volume claims fo recaver

® AP solume claims

Recover selected Persistent volume claims

Figure 91. Recovery options

[Recovery overview]~=— T, [StartrecoverylZ 27 Vv 27 LCIU ANV TV P %Y T Iy bPLET,

snapshot-pel01a-0623  Restore from Snapshot image June 23, 2022 1100 AM

© recoey o

Recovery target

Targel cluster
ap 5 com

Destination namespace
Use ariginal namespace

Recovery options

Resources to be inciuded in restore
Recover all esources in the namespace

Persistent volume claims to be included in restore
Al Persistent volume claims

x

© recovery oveniew

Edt A

Bt A

e |

Figure 92. Recovery overview

[Activity Monitor] > [Jobs] % 7 CJobID %27V v 732 L VAT a 7D
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@ Veritas NetBackup 4 ? 0B e
« Activity monitor
@ Dashboard Daemons Processes Background tasks
W Activity monitor = ®la £ mv T
D Recovery JobID ¢ Type Client or display name  Job state Status code  Policyname  Schedule Schedule type  Elapsed time  State Active elapsed Acceleration of
U Protection (O s 0100623api0 A 000051 Activ 00.00:50 )
~[J ¥7am o BAGKUPNOW31 - 000187 Done 000137 [
B Workloads O v 0 BACKUPNOW+31 FULL 32884684 000136 Done 0001:36
O #20 Done
& Cloud O % s 000001 Done 0000:01 i

Figure 93. Activity monitor

2FyFray brbn) 27 FEIEIZLETT,

53 Ny 2T v FTDET

Ny 7T v 7 DFEFT 1X, Protection plan T

RIES NI AT Y 2=V o723y 27 v 7L Backup now I

XBHIREN Yy 77 v IRETTEE T, Ny T v T HETT S7-DIC, Protection Plan (Z"Create backup

Ean==4

from snapshot" % &% 7€

5.3.1

Ny 7Ty T DFLTIE Protection Plan ¢"Create backup from snapshot"%

Before you begin

Lij—o

Backup from snapshot @ Protection Plan DYERL

NetBackupweb Ul icm 774 v L £,

Procedure

ROET 2 LEDD D X,

1. NetBackup web UI C[Protection] > [Protection Plans] > [+Add]|DJiEic 7V v 7 L £ 9,

[©) Veritas NetBackup™

«

@ Dashboard

Y Activity monitor

D Recovery

U Protection
@ Protection plans
a Policies

= Workloads

& Storage

E Catalog

2.
"Kubernetes" % 3 L .

(=)

Protection plans

[] Protection plan Description
[ backupfrom-snapsk

1 P snap:
[0  snapshot-multi-namespace

d

snapshot-test

Type Inuse
Kubernetes

Kubernetes.

Kuberetes

[Basic properties] TNy 7T v 7Y a TE L

Figure 94. Add a protection plan

[Next]# 2V v 27 LE7,
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[©)) Veritas NetBackup”

Create protection plan %

© wssicpropenien @ senesies @ mecsup o

Name +
backup-PCLOTa0614

c]

et
backup-PCLOTa0818 <auto generated UUID>

Figure 95. Basic properties

3. [Schedules] ©[Add Schedule]# 7V v 7 L ¥4,

(Ef Veritas NetBackup”
Create protection plan x

@ basi propertes | @ son e @ sackupopt ) vemsaors o

ection
@ Protection plans
© Policies

B Workioads

& Storage

8 catalog

[® Detection and reporting
B Credential management
@ Hosts ~ ‘

08 Bare Metal Restore
You have not added any schedules yet
(@ Resiiency

8 Sacumy Add schedule

Figure 96. Add schedule

4. [Add backup schedule] D [Attributes] %X 7C, Ny 7T v 724 TOFERC ANy 7T v TOME B X OIREF
WML, Ny o Ty TEEFET 2004 T 2 vEBRKL T,

e [Snapshot and backup options] Tl, [Create backup from snapshot|#+ 7> =2 v %5 E L £ 3,

Create backup from snapshot 4 7> a VEZRET 2L, Ny /T v 7V arVBREINDE LR F
ER
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Add backup schedule

Attributes Start window

Configure schedule for snapshot

Backup type

Full w
Recurrence Every

Daily v 1 * Day
Keep for

2 o Weeks v

Snapshot and backup options

[ Create backup from snapshot ]

Keep backup for
4 Z Weeks w

Figure 97. Attributes of Add backup schedule

5. [Start window] % 7 CHMEHIRF L & THEFAFXE L, [Add]Z 2 Y v 7 L £,

x

Add backup schedule

Attributes Start window

W\. - 02:00 0400 06:00 08:00 0.00 2 3 0 20401 22:00 2 —
Clear

Thy Duplicate

olalo)

Undo

F

To define a time window during which jobs can start, select a day, and enter a start time. Then enter either the end day and time, of the duration.

Start day Start time End day End time
sunday v 12:00:00 AM ] sunday v 12:59:59 AM [}

Cancel }

Figure 98. Start window of Add backup schedule

6. ATV a—LVOWREHAERREINEDT, [Nextl]Z# 27V v 27 LET,
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[E) Veritas NetBackup™

«

D Recovery

& Storage

& catalog

@ Hosts

7.

«

Create protection plan x
@ Dashboard
@ Basic properties © schedules ® Backupof @ rem © revie
Y Activity monitor
Backup schedule preview @
U Protection Mon
Protection plans
© Policies u
& Workioads
Full Backup
schedules and retention
[ Detection and reporting Type Every ‘Snapshot retention Backup retention
Credential management b L 2weeks e
%2 Bare Metal Restore
@ Resiliency
. - o i =5
Figure 99. N 77 v 7' A7 ¥ 2 — VHEGRIE] A
. . e .
[Storage options] T Backup storage ZER$ 2729, [Editlz 27V v 7 L 3,
(&) Veritas NetBackup™ s 2 5 O
Create protection plan x
@ Dashboard
© sasicpopertes © scheduies © storage optons ® oa o ® =

s
"D Recovery

U Protection

@ Protection plans

Backup storage *
None selected

8. [Select Backup Storage

#7 Yy 7 LET,

Figure 100. Storage options

1C. AT 4 T server—ICE L 72 A b L—y 2= b &R L [Use selected storage]

Select Backup Storage

Storage name

Accelera Instant a Replicati Used space

@ advdisk-master-stu

X X

0.02% 511,74 M8 of 1,023.87 G8 used

Showing 1-1 of 1 (1 Selected)

100 v

Cancel | Use selected storage I

Rows per page

9. Backup storage IC57E

Figure 101. Select Backup Storage

L7ZARL =V 2=y FRRRINTVWEZ L 2MERL, [Next|Z2 27V v 7 LE9,

64/78

Copyright © 2023 Hitachi, Ltd. All rights reserved



@ Veritas NetBackup

& Create protection plan
@ Dashboard

@ Basic properties:
W Activity monitor

D Recovery

U Protection

@ Protection plans

@ schedules

Backup storage
advdiskmaster-siu

© storage options

Figure 102. Check backup storage

10. [Backup options| TNy 7 7 v 74 7y a vV ERERT 2 ICIZUA T OREZITVWE T,

NEi

(a) [Resource kind selection] 227 > a3 v C, Ny 77 v 732V —A0EEYERL LIS, 7741V T
i [Include all resource kinds in the backup|4+ 7> 2 V2B IREINTED, Ny 7T v 7V a 70T
DY Y —AOWEIPEINT T,

(b) #3525 U T [Label selection] T[+Add] Z# L., Ny 27y Ficf#ET23) Y —Xe~v v 7457
DDOT_NUNEZBEBIMLET, VDT LT74 v 7R F—% AN, AL —Z2—%FERL T9,

[E) Veritas NetBackup”

« Create protection plan

@ Dashboard
@ sasicproperties

Y Activity monitor

D Recovery Resource kind selection

U Protection @ includeall

) Exclude the follo
@ Protection plans

© Policies Label selection &

+ Add
= Workloads
& Storage

8 cataiog

[®) Detection and reporting

11. [Permissions] CHE TG U T IR#E

(@) Veritas NetBackup™

b Create protection plan

@ Dashboard
@ sasicpropertes

Y Activity monitor

"D Recovery

+Add | |

5]

© sereduies

ackup.

inds from the backup. &

© storegeoptions

© ectupoptions

Figure 103. Backup options

TEIcr — &ML, [Next]Z 2 )y 27 LET,

© screies

Select the roles you want to have access to this protection plan,

© storegeaptons

© seciupopiions

U Protection

) Role name
@ Protection plans

No datato display
© Policies

= Workloads

& storage

8 catalog

[2) Detection and reporting v

Role description

Figure 104. Add permissions

12. WA %R L [Finish|2 2V v 7 L 9,
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(O Veritas NetBackup
Create protection plan

© asi properves

Schedules

Full Backup

& Veritas SaaS Backup
Storage options

Backup storage
advdiskmaster-sty

Backup options

© schesuies © siorage options

backup-PCLOTa-0614

Backup schedue preview @

Schedules and retention

Resource kind selection

Al resource kinds inchued

om snapshat v Snapshot storage

oad Backups

Snapshet retention Backup retertion

© sociap cpons © remissions © review

Ean

Additional copies Start windows:

Hide

Ean

e - |

Figure 105. Review

13. Protection Plan 23Ep & L7 2 & 2 HER L £ 9,

[Ef Veritas NetBackup™

« Protection plans

@ Dashboard o] |

¥ Activity monitor [  Protection plan

Description Type

"D Recovery [D backup-PCLO12-0614

U Protection A [ snapshot-test-0609a

© Protestion pians

Figure 106. Add permissions

14. [Workloads| > [Kubernetes] ® [Kubernetes clusters] # 7"C., ZAF v 7> a v b 6Dy 77 v 7 R2ETT
527 7AZ D-1%27 Y w2 L, "Discover now" % ;&R L. [Discovery status]23"Success"IC 72 % & % HEi2

Lij—o

@ Veritas NetBackup

« Kubemetes
@ Dashboard Nemespaces

Y Activity monitor +Add

D Recovery Name

U Protection api.ocp.isetsu.com
& Workioads

& Cloud

@ Kubemetes

&= Microsoft SQL Server

< Nutanix AHV

Discovery status Last discovery attempt

Intelligent groups

uccess Apr 22,2022 4:44 PM credacp

Credential name Credentials

e ] (]

Edit

Discover now

Manage credentials

Delete

Figure 107. Discover now.

15. [Namespaces] % 7 C Protection Plan % #| ) 24C % namespace %7V v 7 L £9°,
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(@) Veritas NetBackup™ 2, & [+]

« Kubemetes Kubemetes settings v

@ Dashboard Namespaces Kubernetes clusters. Intelligent groups.

¥ Activity monitor oz Q 2 mv

D Recovery [] Namespace Cluster Protected by Last suceessful backup

U Protection [ | snapshot-pcio1a-0422 apiocpisetsu.com © notprotected

& workioads

& Cloud

@ Kubemetes

& Microsoft SQL Server

Figure 108. Select the namespace

16. [Protection] % 7% Fd % . [Add protection]% 7V v 7 L 3,

@ Veritas NetBackup ﬂ ? & °

« snapshot-pci01a-0422 x

@ Dashboard Intelligent groups Name. Cluster

Last successful backup
none snapshot:pel01a-0422 api.ocpsetsu.com

Y Activity monitor

Protestion Resources Recovery points Restore ctivity Permissions
D Recovery

U Protection
& Workioads
& cioud

You have not added any protection plans.
@ Kubemetes s L

& Microsoft SQL Server Backup now
Figure 109. Add protection

17. Protection plan ®—%& %> &, #| Y 24T % Protection plan %:# R L [Next]Z 27V v 7 L £ 9,

[© Veritas NetBackup™
« Choose a protection plan - Assets: backup-pcl01a-0614 x

@ Dashboard

¥ Activity monitor Q
B Rassiary Protection plan Backup types. Recurrence Longest retention Features

U Frotsction snapshot-test-0609a Ful Tday 2weeks ‘Snapshot starage only

& workioads [a‘ backup-PCLO1a-0614 Ful 1day 4weeks ackup from snapshat. Snapshot storage ]

& Cioud

Figure 110. Select the protection plan

18. Protection plan D& ¥R T [Protect]# 7V v 7 L ¥ 3,
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[S) Veritas NetBackup’

« Choose a protection plan - Assets: backup-pel01a-0614

@ Dashboard

@ Customized assets are ot associated with the chosen protection plan. The assets maintain their swn indly
¥ Activity menitor

D Recovery backup-PCLO1a-0614 Features
Polcy nama proflx + Backup from snapshot v Snapshot storage
U Protection backupPCLOTa 0614 Supportedworkload  Backups  Longestretention
Kuberetes 14 4 weeks
& Workloads v
& cioud Sehedules and retention
© Kubemetes Backup schedule preview @
Microsoft SQL Server
Nutanix AHV -
3 OpenStack
Oracie
RHV E
Full Backup
SaaS
Scheduies and retention
© Viware
Tyve Every Snapshot retention Bockup retention Addiional copies
torage
il Yoy Zwesks fwesks

Catalog

Detection and reporting Storage options

Credential management

Backup storage
Hosts advaiskmaster-stu
Bare Metal R
Backup optians
® Resiliency

Resource kind selection

sal protection, and any future changes of the protection plan do nat apply 10!

A 2 6 O
x
startwindons
e
A
BEs |

Figure 111. Protect the namespace

19. "Added toplan" & Kndh 3 & & #HEZE L, [Close] %27V v 7 L ¥,

[Ef Veritas NetBackup”

« Subscribe assets to protection plan - Assets: backup-pci01a-0614

@ Dashboard
Protection is configured in the background. You may close this window at any time.

¥ Activity monitor
addd opion

backup-pci01a-0614

D Recovery
0 Protection
B workioads
& cioud
© Kubemetes
& Microsoft SQL Server
X Nutanix AHV

3 openstack

& VMwate

Storage

[ Detection and reporting

Credential management
=

%5 Bare Metal Restore

@ Resiliency

& secun

Figure 112. Adding to plan is succeede

d

20. Namespace @ Protection IZ3%E L 7z Protection plan 233R/x &% Z & 2R L £ 9
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[©) Veritas NetBackup™ O N - )

backup-pcl012-0614 x
Intelligent groups Name Cluster Last successful backup
none backup-pel01a-0614 api.ocpisetsu.com
Protection Resources Recovery points Restere activity Permissions
backup-PCLO12-0614 Features
v Backup from snapshot v Snapshot storage
Supported workioad Backups Longest retention
Kubernetes 1day 4weeks
Schedules v
Storage options .
Backup options v
Policy name: backup-PGLO1a-0614+2dde28a¢-174c-4a38-b03b-0C86801 8ed7 Backupnow  Remove protection

Figure 113. Protection plan of the namespace

LI T Protection Plan DERIZHE T T3, Protection Plan TEE L 7= A7 ¥ 2 —LIiCHitv, El Y YTz
Namespace (ICXf LNy 77 v 7HBHIG I N E T,

5.3.2 Backup now D E{T

Backup now IC X W HIIRg Ny 77 v TR LT TR T,
Backup now ® FNHICD T, FiiRD ZRF v 7> 2 v b DFEFTD Backup now DETE SR 72 v,

54 X9 2T ThLbDYRMT

YR +FT7FIEDOHFC, Backup % 4 7°D Recovery points Z1ERT L2 & TNy 77 v IF0bDY R T 2FET
TEEd,

Before you begin

NetBackupweb Ul icm 74 v L £,

Procedure

1. NetBackup web Ul ¢[Workloads] > [Kubernetes] > [Namespaces] % 7% %, U -3V 3 % namespace %
70wy 7 LT,
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2.

@ Dashboard

¥ Activity monitor

D Recovery

Kubemetes

(e ——

Inteligent groups

Huberneles ssttings v

[ Namespace ¢ Cluster Protected by Last successful backup
openshift network- diagnostics Shiocp © ot protected ¥
U Protection
[ openshiftnetwork-operator aplocp isetsi com © totprotected i
B Workioads
apenshift-node aplocp isetsy com © ot protested :
& ciowd H protecte
© Kibemwiss openshift-oauth-apiserver apiocp isets com 0 vt priited :
SO S0L Server [J  openshift-openstack-Infra ‘apiocp.isetsu com i
O s a i.ocp.setsu.com ot prot i
€ Mt b AN [0 openshift-operator-lifecycle-manager api.ocpisetsu cor O not protected
2 ope openshift-operators i
Onie openshiftavirtinfra apicp satsu com 1
[]  openshiftsdn sptocpin s
[l openshift-service-ca aplocp.setzu som s
[ openshift-service-ca-operator apioop.setsu.com © hiot protected i
[ openshiftstorage ‘api.ocp.isetsu com © Not protected i
[ openshiftuser-workload-menitoring aplocp isetsu com 1
openshift-vsphere-infra api ocp satsis com i
]  snapshot-pci0a-0615 aplocp isetsu.com i
[ snapsholpcl01a-0615 aplocpisstsucom i
snapshol-pci01a-0615 apiocp setsu com 0 15,2022 1:57 PM i
[0 snapshotpci0ia-0623 api ocp setsy com snapshat-PCLO15-0623 Jun 23,2022 11:00 AM i
8 Ssecurity [ test0609a apl.ocp.isetsu com ‘snapshattest0509 Jun 19,2022 1203 AM H
[Recovery points| % 7% 7 ) v 7 L £3
o
snapshot-pcl01a-0623 x
Intelligent groups Name Cluster Last successful backup
none snapshot-pcl01a-0623 api.ocp.isetsu.com June 23, 2022 11:00 AM
Protection Resources Restore activity Permissions
snapshot-PCL01a-0623 Features
v Snapshot storage only
Supported workload Backups Longest retention
Kubernetes 1 day 2 weeks
Schedules v
Backup options v

Policy name: snapsh

Add protection

CLO013-062

Baekup now

Remove protection

[Copies| D1E#HZ 27V v 7 LT, Backup 24 7L VANV FTERE2RAaC—0BHEYH VKLV D

Figure 115. Open the Recovery points tab

TOBREA=a2— () 227V v 2L, [Restore] 27 Vv 27 L9,

backup-pci01a-0822

Intelligent groups
none

Protuction

Date

August 22, 2022

Location

apl.ocpisetsu.com

advdisk media

2Reconds

Name Cluster
backup-pcl0l #0822 &pLocp Isetsu.com
Resources Recavery points Restore activity
Time Copies
21100 P
Default Type Complete
Snagshot Yoz
Yee

Figure 116. Copies of the Recovery points
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4.

5.

[Recovery target] = — ¥ CLU N ZiER L [Next] 227V v 7 L 3,
(a) =7 v V2 IRZPHBATINE T,
(b) [Specify destination namespace] TV X b 74 7> a2 v &R L 9,

e Use original namespace : U ¥ /L ® namespace 32 (F 741 )

e Use alternate namespace : A% D namespace Z {3 3

snapshotpci0120623 | Restore from Snapshotimage | June 23,2022 11:00 AM x

Figure 117. Recovery target

[Recovery options]~— T T % #ER L [Next| 227V v 7 LT3,
(a) [Select resource types to recover| TV # NV T2V Y — A X A4 THFERL T T,

e Allresourcetypes: T _RTCDY Y —=RXATHIVANYLET (F7411)

e Recover selected resource types @ BEIRL 72V Y —RAX A T% )V AN) LET

(b) [Select Persistent volume claims to recover| T. 3 XT® Persistent volume claim % U 773 ) % 2>, §F
ZE @ Persistent volume claim 2 V #8) T3 BN L £

e All Persistent volume claims : 3T ® Persistent volume claim Z UV # ") L9 (F7 41 1)

e Recover selected Persistent volume claims: j#{R L 7= Persistent volume claim Z V) #N) L ¥4
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snapshotpcid1a0623 | Restore from Snapshot image

© recorytoce

June 23,2022 11:00 AM
@ Recoreryotions o

Select resource types 1o recover

e resource types
Select Persistent volume claims fo recaver

® AP solume claims

Recover selected Persistent volume claims

Figure 118. Recovery options

6. [Recovery overview]~—3" T, [Startrecovery]% 27 ) v 27 LTIV ANV TV PV EHTIvFLET,

snapshot-pel01a-0623  Restore from Snapshot image June 23, 2022 1100 AM

x
© recoey o

© recovery oveniew

Recovery target Bt A
Tanget cluster
ap 5 com

Destination namespace
Use ariginal namespace

Recavery options Bt A
Resources to be inciuded in restore
Recover all esources n the namespace

Persistent volume claims to be included in restore
Al Persistent volume claims

[ | [

Figure 119. Recovery overview

7. [Activity Monitor] > [Jobs] % 7 CJobID %27V v 732 & VA 7V a 7O ERINE T,
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(&) Veritas NetBackup™

« Activity monitor

@ Dashboard Dasmons Procussos Backround tasks

W Activity monitor | Ela £ mv T~

D Recovery JobID 4 Type Client or display name  Job state Status code  Policyname  Schedule Schedule type  Elapsedtime  State Active elapsed Acceleration of -
© Froteston Restore snapshotpcl0T0625pl0. Active 00051 actve 00.00:50 )
Backup master Qnbuisetsucom  Done o BAGKUPNOW31 - 000187 Done 000137 [
B Workloads Snapshot ‘snapshotpci01a0623:apio Done 0 BACKUPNOW+31 FULL 36884684 000136 Done 0001:36 i
image Cleanup Partial success 1 Done H
& Cloud Image Cleanup Partial success 1 00:0001 Done 00:00:01 H

Figure 120. Activity monitor

Ny 2 T7 v TZhbn) A TEIEIILETT,
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6 FEEHES L OHIREER

Veritas NetBackup 10, Hitachi Storage Plug-in for Containers, Red Hat OpenShift Container Platform ®F =9
HE LUHIRFHICOW TR, SHEOFF 2 2V F2SHLTET 0,

Veritas NetBackup 10 ICBH 3 2 FEFIHE X OHIRHIHE,

B RNy 7o 7av—»56D0) AT RITHIEA. VANT Y a 753 Partial success" & 7252 L H Y FI,
#F#l1Z Veritas NetBackup 10 D F ¥ 2 A v F 2SI L T2 X\,

B AREEECffi L 72 Veritas NetBackup 10.0 Tlx, A L =Y DX E LCTldy v Z VX AR D A 2035
F—bh ey ET,
(Veritas NetBackup 10.0 Tlx~ LV F 3 AR Y R — b D720 REREETIX > v 7S 2R CHEE)
fHL. ##%cD Veritas NetBackup ) ) —ZA T A F S ZAERKOIF F— F B FEINLTVET,
ZEM 1 Veritas #HIC THERN L 72 & Wy,

74/ 178 Copyright © 2023 Hitachi, Ltd. All rights reserved



Al fe%

AAF$%Tlx, Veritas NetBackup 10.1.1 TH KR — T+ I N~ F XRRROFKIEHE., B & U Veritas
NetBackup 10.1.1 DFRESTEDEERICOWTHHL 3,

Al.1 Veritas NetBackup 10.1.1 TO L FXZRBEHDO YK — FicDOnT

Veritas NetBackup 10.1.1 Tl, StorageClass ICHT LW T _ADNEMINE LTz, ZOFHL VI _LEHWS
ZET, AL =VHEROY AT N ZRERUSHIG L 9
Veritas NetBackup O#F/TEKL UM CTE 2HEEIX. A PL —Y O ANRERICEE L £H+A,

A b L= VD <L F oY 2R, Device Mapper Multipath % W CHEBR L ¥ 3,

Device Mapper Multipath D E%7E /715122 T, Hitachi Storage Plug-in for Containers F¥ 2 X v + TH %
Storage Plug-in for Containers Quick Reference Guide @ Overview F® Multipath settings (B89 2 8 E 70 %
ZILTLZT 0,

Hitachi Storage Plug-in for Containers F ¥ 2 X v b X — ¢
https://knowledge.hitachivantara.com/Documents/Adapters_and_Drivers/Storage_Adapters_and_Drivers/Cont

ainers/Storage_Plug-in_for_Containers

Al2 =AFRZEHRD YR T LEH

~ L F N ZARER T, Veritas NetBackup 10.1.1 & Hitachi Storage Plug-in for Containers % f\>7z Red Hat
OpenShift Container Platform iICB51F 5, Ny 77 v TV AT L MERET 270 E L b —Fy 2T B X
CY7hy=T7avR—Fv MO THPLET,

Al21 ~"—FozFavHE—xv}t

Veritas NetBackup 10.0 Z 272 Nv 77 v 7V AT L% WEET L7201 e 2 " —Fy 27 LR L TT,
SYTNANZERTIRA L =YL OERBEIRIZ LI OTLEDS, A F AR TIZA b L —2 L DRk
EORERERIE L 2 L oI, A ML=V LoERREZBML TLFE v,

Al22 V7t vzT7aviKR—%vF

Veritas NetBackup 10.1.1 ZFHH W72V Va—ra v ToEELLb Y 7 v 2T avR—3 v % Table 4 TR
LE5,
Table 4. Required software components for Veritas NetBackup 10.1.1
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Software

Version

Hitachi Hitachi Storage Virtualization Operating System
(SVOS)
- Hitachi LUN Manager
- Hitachi Dynamic Provisioning
Hitachi Local Replication (Hitachi Thin Image)

Hitachi Storage Plug-in for Containers

Red Hat Red Hat OpenShift Container Platform
Red Hat Enterprise Linux CoreOS
Veritas NetBackup

90-08-01 or later (*1)
93-06-01 or later (*2)

3.9.0 or later
4.7-4.9

7.0-7.9, 82-84
10.1.1

(*1) : Hitachi Virtual Storage Platform 5200, 5600, 5200H, 5600H

(*2) : Hitachi Virtual Storage Platform E1090, E1090H, E990, E790, E790H, E590, E590H

Al3 = A F R TD NetBackup iIC X B35y 7 7 v 7 DHE(

Veritas NetBackup 10.1.1 Tl%, #7L \» StorageClass ® 7 L2558 ME N L7,

IV F X ZRERICHIG T B 720, AT 5 T % H7 L\ StorageClass D 7 ~VICEHE L 9,

ARE RO B T
4 BREGHESE
L 4.3 NetBackup IC X 2%y 7 7 v 7 @ #fj

L433 v o7y 7BLNY X+ TEED 720 DFERK

L StorageClass ¥ & ¥ VolumeSnapshotClass IZ 7 ~ L & 3B /13 %

L T 2

LR

% Hii : netbackup.veritas.com/default-csi-storage-class=true

¥ 1t © netbackup.veritas.com/default-csi-filesystem-storage-class=true

Al.4 Veritas NetBackup 10.1.1 X E I B 2 2 H

m  Veritas NetBackup 10.1.1 OFFflic oW TiE, BB F X2 X v FZ2ZIRL T E S0,
Veritas 1 F ¥ = X v FEZE~=—3 : https://sort.veritas.com/documents/

m  Veritas NetBackup 10.1.1 <Tl¥. Kubernetes 27 7 2 % O BMEKFIC{HE 3 % CA certificate(ca.crt) &

Token(token) DHERSTENEHINE L 72,

T REROEHE S LU TICR L3, #F#llli1E Veritas NetBackup 10.1.1 D&Y, F & 2 X v b #5017

LTL7ZE
A FRL D A A
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4 BB
L 4.3 NetBackup iC X 23y 7 7 v 7 D #efj
L 4.3.1 Kubernetes 7 7 2 & D&/
kL
L i 2

FIE 1 DLETHENE
22 i
XD a~wyv FEVEER server THITL [netbackup-backup-server| ¥— vt 27 h v v + OFEM % R
L. L T3 token @ secret ZTEZ L £ 37,
AL
FIE2 ZFEfE L TL 7T 0,
Veritas NetBackup 10.0 TEEL Tz Hd— AT A v v F OFEIEZIIAE L &Y L7,

FlE 2 DAFENE

2RIl
FhE 1 CHEFR L 72 secret A% 4EE L TRD a~ v FZ{FZEH] server THIT L. Secret DFFMH 11225
CA certificate(ca.crt) & token(token) Dfiz 2 v'— L ¥,
[F1TH] # oc get secret netbackup-backup-server-token-89521 -o yaml

AR
KD a~v FEEEM server TEIT L, Secret DFFMIHI 1726 CA certificate(ca.crt) & Token(token)
DfExar—LET,
[F176] # oc get secret netbackup-backup-server-secret -n netbackup -o yaml

Veritas NetBackup 10.1.1 Tlx. BackupServerCert ICit# 3 5 clusterName A HE I F L 7z,
T REROEHE S Z LU TICR L 3, #F#llliE Veritas NetBackup 10.1.1 D&Y, F & 2 X v b #5117
LTK7ET W,
AERL O G A T
4 BRETIEEE
L 4.3 NetBackup I X %Xy 7 7 v 7 D #efj
L4335y 27 v 7E XY A b THIED 72 OREKEE
L Secret, ConfigMap ¥ X X BackupServerCert #{Efk 3 %
L FIE7

clusterName DA H N % Table 5. IR L 3,
Table 5. Version & clusterName @ EC#{ N2

Version clusterName
Veritas NetBackup 10.0 III. OpenShiftd 7 7 2 244, F X A4 V4
(25 1))
Veritas NetBackup 10.1.1 III. OpenShiftd 7 7 2 24, & L E F XA v port#Hs
(55 1%)

Figure 56. DEERIIC port F 5 Z AN L 7241 % Figure 121. 1T/R L £ 97,
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Figure 121. port %5 % i/l L 7z BackupServerCert 3|
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