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<subsystem xmlns="urn:jboss:domain:undertow:6.0">
<buffer-cache name="default"/>
<server name="default-server">
<ajp-listener name="ajp" socket-binding="ajp"/>
<http-listener name="default" socket-binding="http" redirect-socket="https

proxy-address-forwarding="true"/>

</server>
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<inbound>
<base />
<validate-jwt header-name="Authorization"
require-scheme="Bearer"
require-signed-tokens="true"
require-expiration-time="true"
failed-validation-httpcode="401"
failed-validation-error-message="Unauthorized"»
<openid-config url="https://<Azure Application Gateway D7 A F4>/auth/azu
re/.well-known/openid-configuration” />
<issuers>

<issuer>https://<Azure Application Gateway D7 A 4 >/auth/azure</issuer
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</issuers>
</validate-jwt>

</inbound>

</policies>
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<inbound>
<set-variable name="token" value="@(context.Request.Headers.GetValueOrDefault

("Authorization","scheme param").Split(' ').Last())" />

<send-request mode="new" response-variable-name="tokenstate" timeout="20" igno
re-error="true">
<set-url>https://<Azure Application Gateway D7 R F4>/auth/azure/protocol/o
penid-connect/token/introspect</set-url>
<set-method>P0OST</set-method>
<set-header name="Authorization" exists-action="override">
<value>basic Base64(Z/ 7 A 7 NID: 7 A7 b —27 L v h)</value>
</set-header>
<set-header name="Content-Type" exists-action="override">
<value>application/x-www-form-urlencoded</value>
</set-header>
<set-body>@($"token={(string)context.Variables["token"]}")</set-body>
</send-request>

<choose>
<when condition="@((bool)((IResponse)context.Variables["tokenstate"]).Body.A
s<JObject>()["active"] == false)">
<return-response response-variable-name="existing response variable">
<set-status code="401" reason="Unauthorized" />
<set-header name="WWW-Authenticate" exists-action="override">
<value>Bearer error="invalid_token"</value>
</set-header>
</return-response>
</when>
</choose>
<base />

</inbound>

Keycloak T® Token Introspection @/~ A|X/auth/azure/protocol/openid-
connect/token/introspect & 72%, F7-. Token Introspection ®EITIZIZ7 T4 7 > FDF
AETE RPN L 72 D720, 74T D, 7947 by —27 Ly F&FIM L7 Basic
PRES Y b MBELE 2 D,
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PLEDOREIZL Y, API % 0Auth2.0 THRETX L L H TR ->TW5D,

7. EN{ERERR

FEICEMEMER 2 LT\ <, AlaliE, APIManagement DBA%EE R — % /L5 APl % =
—T 5 2 L TEMEMERZT O,

7.1. Azure APl Management Y —E X~ ®D IdP 15 D Z %
HEARER—FZIZH 5D APl K% = A kT IdP(OAuth/OpenID Connect ®H—/3 4 a]
DA 1T Keycloak) # FIH TEX 2 X 9T 2720 DIERE BT 5, ZOFEREEELTE

<&, BARER—ZNVDAPI KX a2 XA I OLT VBV A N7 ORIT, T7EBA =7
AP 7 2 A N OB ENAREICL R D, RIE T EE FRollornd,

7.1.1. |dP 15D Z %

% 971%. Azure APl Management ™ % = U 7 ¢ -> OpenlD Connect %% L T, #HrHll
IdP DI HZ BN 5,
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keycloak-sample - OpenID Connect « % & keycloak

hayeloak

------------------

BET B I T RO Y,
N

BekT 5 dP ODFRTLL, ZORTABIIFBER—F /LD API R¥ o XA MIRRSH
%,

o AHXF—HTL REAL I URL

OpenID Connect DR EZ TG T 572D URL ThHd, AXT—HT L RikA 2 bD
URL Z$5E7 5, Keycloak @515 13/auth/azure/.well-known/openid-configuration &
725, Fio. 4AIElE Azure Application Gateway % F|H L T, Keycloak ~D7 7 & X %
TuFLTNWDED, AXT—HT L RRA L b URL OFA M4IZIT Azure
Application Gateway DR A N HFRET HMLERH D,

e JT7A4T7FID, 7T7AT b —7 by b

Keycloak (286t L7227 F4 7> b® ID(apim)B L OER SNz —27 Ly b EATIT

%,
F 72, 1dP {EH0BMERC [“GREE=2— Rt 52 4 7DV X4 L7 b URL) [“BFER" (5.~
A 7DV XA L7 FMURL] £W9H —2D URL BNEREIND, ZHiE, APl R¥F =2 XA R T

WA 70 —EFITLEEBO Y X417 FURL &b, ZhbDfE%, Keycloak (2 FHATIZH
kL CBWI=27 74 7 > b® Valid Redirect URIs (ZFRET 5,
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PL_EC. Azure API Management ~® IdP {5 DB &N 5E T9 D,

7.1.2. APl DEXE

RIZ FFLCa%E L7- 1dP 1f# A4 AP THIFHT& 5 X 9123 %, OpenlD Connect (ZX 57
s RAary ha—v&xEMT 5 API(AENLT 7 4+ /v F TEII S LTV % Echo AP)D
Settings # B <, % L . Security ® Open ID Connect Z &R 425 &, JoiT EB&K L 7= 1dP
DIERN TN 7 TEIRTE D L H 1272 D,
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Ai—Ls > API Management H—F2Z > keycloak > keycloak-sample > keycloak-sample - API

_.} keycloak-sample - API

API Management H—E2
(7 mirak-L  [4 mzEf-gL

m UPDATED Oct 31, 2018, 1:35:47 PM ~~

Design Settings Test Revisions Change log
General
Add API
+ * Display name Echo 4P|
All APIs * MName echo-api
e OE Description

Web service URL http://echoapi.cloudapp.net/api

* URL scheme (O HTTP @ HTTPs (0 Both
APl URL suffix echo
Ease URL

https://keycloak-sample.azure-api.net/echo

Tags RevEw 0. Booking
Products Unlimited =
Security
User authorization () None () OAuth 2.0 @ OpenlD connect
OpenlD Connect keycloak e
server

Diagnostics Logs
Application Insights Azure Monitor

Enable O

ZZT, IdP & L TR LT Keycloak Z IR L TRIEZE T T 5, T, BAEAR—
HZVD APl K% =2 A hinb, Keycloak Z BN L TT 7B XA h—27 ORIT, T/ EA B
— 7 MFE Y 7 A NOFATRARRICIR D,

D7 7 e ATHATRE & T2 D,
17



7.2.AP1 ) T X FDELT

ZIMBIEFEBDOAPI TV B AZABER—F VLV EITL, HENELLIThbhTn
HINERERE L TV,

7.2.1.API Fxa A Y FHBD API BT

Hitachi API

HOME APIS PRODUCTS APPLICATIONS ISSUES ADMINISTRATOR ~

Create resource EChO API

Modify Resource
m Remove resource
| Heap I

) Query parameters
(6139 Retrieve resource

ram1
Retrieve resource P sample
{cached)

Retrieve resource

A demonstration of a GET call on a sample resource. It is handled by an "echo” backend which returns a response equal to the request (the supplied
eader only headers and body are being returned as received).

param2

ve parameter

+ Add parameter

Headers

Ocp-Apim-Trace

true we header

Ocp-Apim-Subscription-Key

esssescensencensenes &

Authorization

keycloak Authorization code w

Subscription key Primary-0c7f... o

Request URL
htcps://keycloak-sample.azure-api.nec/echo/resource ?paraml=sample

HTTP request
GET https://keycloak-sample.azure-api.net/echo/resource?paraml=sample HTTE/1.1
Host: keycloak-sample.azure-api.net

Ccp-Apim-Trace: true
Ocp-Apim-Subscription-Key: 0cT7f54fel6fd45f6b2a4339d9767b08a

18



Z 2 CRFEJ I & LT Keycloak T Authorization Code % &R L C API #3477 5,
AP1 3 TL &L 9 &9 5 &, Keycloak DFEFEEAINER RIS, BT A KT HET 7
YA N7 UNRBITEND, TOWRETAPI Z2FTTET 78 A =7 U ft&D ) 7=
A RINFEAT S HL, Keycloak & OEHER E5E T L TWUE 200 0K O L AR AN i T
<%,

Subscription key Primary-0c7f... o

Request URL
https://keycloak-sample.azure-api.net/echo/resource?paraml=sample

HTTP request

GET htcops://keycloak-szample,azure-api.net/echo/resource?paraml=sanplse HITE/1.1
Host: keycloak-sample.azure-api.net

Ccp-Apim-Trace: true

Ccp-Apim-Subscription-Key: 0cT7f54fel6fd45f6b2a4939d9767b08a

Authorization: Bearer eyJ0eXRAiOiJEVIQIiLCJIhbGciCiJdSUzIINiIaImtpZCI6lk5qga3lNREOzZTUREBNE SUUKNRMESEUWCFM1JUZZNOemdeUKVNe
k1FWTVRaOpDTkRaR04wSkNRUSJS. eyJpc3MiCiJodHRwezovL29z2cylzb2x1dGlvbil jZWS0ZXIuYXV0aDAuY2 9t LyIsInN1YiI6ImF1dGgwEDVhMih
JNDQAMTAWN z A4 NWOvMWUIM I hikMSIs InF1ZCI6IndERTZ JNWx5dkI4cmRGA1lnaE 9LMzNRREROZWNgVOS0IiwlaWFO I oxNIQwOTY2NjkOLCJ1eHRLIO0]
E1NDEwWMDIZOTRS . ufs19vdCSZXoDLWINdxVINLYLOZbix3GKSbnxxRp_ usrztE4NnW33EYRWHVI 3Z2k0c18eHEELOUoEAN-Tmt YZWLINEXBKI03epE1L
NhlYoOOkZbAtremYe3nrlfXD-sPU_bC_FvNJ3azXdCNFFSEMdSncOJKCENv3GKErMSdFECIFXVeUlkcHuF 7] 5eB4DW T T]GmxOORbhzK4wr _ZbAuCxLT
ACInEmXgfQmx8UaP0TuY4kKOT 9gCHPuYg4buZEwITYgCvUL345HxTI7Tn4Ibo-K7-cCRio_C-vbmGdTH3vErSQiggs8XT7-nVEBHSQzay5nY32aK68Wgl
oP3FTURYE450

Response Trace

Response status
200 OK

Response latency
1411 ms

Response content

Pragma: no-cache

Authorization: Bearer eyJ0eXRAiOiJEVIQiLCJIhbGciCiJdSUzIlNiIsImtpZCIélk5qga3lNREOzTURBNE SUUKNRME SEUWLFM1JUZzN0end6UKVNe
K1FWIVRa0pDTkRaR04wSkNRUSJTS . eyJpc3HiOiJodiRwezovLZ 9zcylzb2x1dGlvbiljZWS0ZXIuYXvV0aDAuY29tLyIsInN1Y¥ileInFldGgwEDVhMih
JNDQAMTAWN zA4NWQWMWUIMIhkMS Ts ITmF 1 ZCT6 IndERTZ jNWx5dkT4cmRGA1 1naFE 9LMzNRREROZWNGVOS0TiwiaWFOTjoxNTQwOTY2Ni k0LCIJ1eHAIO]
EINDEwWMDIZOTRS . ufs19vdCSZXoDLWIWdxVIN1yLOZbi x9GKSbnxxRp_ usrztE4NnW33EYRWHV] 3Z2k0cl8eHESLQUoEAN-TmtYZWLINEXBKIO03ep81L
HhlYoQ0k2bAtrzmYe3nrlfXD-sPU bC FvHJ3azXdCHFFSEMdEncOJKCKNv3GRErMSdFECEFXVeUlkcHuFT] 5eB40w T T] GmxaO0ORbhzK4wr  ZbAuCxLT
ACInEmXgfQmxBUaP0TuY4kKST9qCHPuYg4buZEwfTYgCvUL345SHxI7TTn4Ibo-K7-cCRio_C-vbmGd7H3vEr5Qiqo5eXT-nVOBHSQzaySnY32aK68WaD
oPjF7URYE45Q

Host: echoapi.cloudapp.net

Requestc-Id: |a9389793-0f55-43dl-a6de-e47d358f67ae.6589d9f70-acl7-4ee6-b432-2563decfdads

Ccp-Apim-Subscription-Key: 0cT7f£54fel6fd45f6b2a4939d9767b08a

X-Forwarded-For: 52.246.178.129

Ocp-Apim-Trace-Location: htops://apimgmtstpiZzghmeogbfrmp.blob.core.windows.net/apiinspectorcontainer/TTy5hn-DYQCBE
BNROzZWH3Q2-17av=2017-04-1T&sr=b&sig=fBiZPnfvdZi¥32FBY¥cDxXyoTEBp6CnMj4H81XgvihevKkwi3Dase=2018-11-01T06%3A1E833A24Z&sp
=r&traceld=aB3897930f5543dla6dee47d359f67ae

Cache-Control: no-cache

Date: Wed, 31 Oct 2018 06:18:25 GMT

X-AspNet-Version: 4.0.30319

¥-Powered-By: Azure LPI Management - http://api.azure.com/,ASE.NET

Content-Length: 0

Expires: -1
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7.22. 32— ILHh 5 DEER

WiZa~<y R EXRBALT, BT 782 h—27 UMftHEEnTnWenwy 7= K
DRT D2 L 2WRT 5, curl TEITTAHEAILITELOEY,

# curl -v -H 'Ocp-Apim-Subscription-Key: <V 7 =X NEFIZEH L7z 7 A7 U 7o a % —
>'\
https://<Azure API Management O — " A4, > azure-api.net/echo/resouce

V7T ARNEEITTIHEEC, YT A2V v ard—0nob0RnELRS, 20V
TAI VT ard—ii, APl YT A7 VT ar (o0, APl 7uX 7 FEEA L
N)EHBIT D00 DT, BIRBER—ZINEBEET D ERITEND, APl R o A
k25 APl #3179 % &, Ocp-Apim-Subscription-Key &9 HTTP ~ v ZZ HE) CTff 5 &
NHDOT, ZOEZat—LTL %,

FROV IR NEETTDEE, AT VA =7 VM5 SR TV RN = 401
Unauthorized D L AR ANIFG-> T AT ENERTE A,

PL_EC, Azure APl Management & Keycloak D523 58 T 7=,

8. HEHYIZ

VI ED X 512, Azure 1T OAuth (Zxii L7 APl B AR GICHBTE 5, AETILfh
ALTWRNWD, SHICEERRED AR TH D, FlZIL validate-jwt AR U > —DIE 9 TIL,
TR AN—7 HOEM(scope Z)ZEESE APl 7V B ADIERH A EHRETHIEL T
XD, FEHNZHOWTIE, AR X2 A MESHRIEI -0,

Flo, = H—7 T4 AHIEIZIX, Keycloak DRI T % Red Hat Single Sign-On D]
MEHELET 25, HILTIE Keycloak OBHFICHEBANCED 0 Ea I 2 =7 1 ~OERZAT
STEY, £ THLATFLEZ JTIZ Red Hat Single Sign-On O piH YA — h Z#gft L T
%, Azure IC OAuth (Zxfii L7z AP BELZ EZEHLF H BRI, O THBRIEZ 720,

9 https://docs.microsoft.com/ja-jp/azure/api-management/api-management-access-

restriction-policies#Validate]WT
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9. {1§%
9.1. ffif& L NJL

92.11. & TSV EBWEBEDERIZTDINT

API Management [Z{3ffit& L L3 ENENEE SN TR Y . FIHTE DRERERE SRR D,
LU TFICHEREXRT ISR 2 7R s

Developer L'~ /LZOWT, HFEMNBREDL—A 7 — R LFHIDO 7DD HEDTHDH Z &
WCEEBRLETH D, SLADBREESNRW D, BFREREST XA FMREOHBTHWS Z
EEREHEE L TVD,

Azure AD 4

Virtual Network (VNet) ™ A4 A4

A=k

Y —CarorrTad ANAY-4 WD Z Y4

BEOD AL I RAAL % Y4 N4 Y4

BHRHE R—Z L ANAY-4

ENVRAY Ty vva AVAY-4

L s A T

TNV THRAT v R F—1 v
=1

AVAY-4 AVAY-4

SSL &% 7E

AT xr v =

7 747 FREBH ERRG
Ny 7T v 7T

Git IC L2

A L7 NEF API

Azure Monitor ® 1 7 & X k
Uy

FY 1P
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https://docs.microsoft.com/ja-jp/azure/api-management/self-hosted-gateway-overview
https://docs.microsoft.com/ja-jp/azure/api-management/self-hosted-gateway-overview
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-howto-manage-protocols-ciphers
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-howto-cache-external
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-howto-mutual-certificates-for-clients
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-configuration-repository-git

9.1.2. Consumption 75 >

PWERET, =Pz L LTOY V=AM L TR DEEFHOMEE 77 DI
L TV, RN E S W e K% Tdh %5 Consumption 77 DY R — F%&
2019 £ 5 A L0 —fiedR kA BAAs L72(2018 42 12 HIZ 7' L v = —#2AtBHAR), HAEITFIH T
X5 Azure V—2 3 UDRE SN TV ORI TEH 545, APl Management i [ T 59
NTOY =2 a CCIEREHATREIC 22 TET

Z ® Consumption 7 2LV | ZNETHEHEDEL D >T-LLFO X 5 7T U FTkHG
T&E2L9CeoT,
Azure Functions X° Logic Apps 72 £, H—_"—L X 77 /UM L TEEIL T
LA 70— RAEFTDAPL T —FU = A,
Service Bus ¥ = —3 X O M &'~ 7 | Azure Storage 72 £, V—/X— L A D Azure U YV —
AR LT, R TLER7 79— Faiitd 25 APl 7 — h U = A,
WEIIRNT 7 4w 7B VWREHT 2D Ny 7 Rl AP 77— k¥
=1,
- TAMREIZBITILAPI S — U =A,
FIFCEE L CUL T ORICHER T 20BN D 5,
BEHORE—ED LBV, FIHTE2HMENFIREIL Wb, BET AT U A
THEMAETZ LTV AR T HAMLEN D 5,
Ny T7ENHXAB—RFDOY A XL, V7T ARURL DY A X, Bk F 2R —
D RFa Ay A XITHIRR B 5,

L b CAikg L~V OREEE A i L7223, R DWW TR, AR F =2 A b
(https://azure.microsoft.com/ja-ip/pricing/details/api-management/) &M Ii17=0N,

9.2. R —IZ&LBHREIFTA X

9.21. 7R Y —DHE
A Y > —HEREIZ. Azure API Management D A X <A XD DI I iETH D, K

Vo—ld, 72747 FPLDOEXR, ZHITHT 2)0ZCx L TEIZSE TSNS —HD+
v hTHY ., APl OFMEZET T HZ LN TE 5, Fadld. Azure R—Z /LIZEBIT LR
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https://azure.microsoft.com/ja-jp/pricing/details/api-management/

VREME TH D, THY hTY FNb Ay 72y FADER, JREICK L TENZR
AR RTREA TU MUY RTREAEZRAPAL I ENTE D,

Home > Resource groups > hello-apim-rg > apim-dev-ishirack - APls

_.)_ ?_Rirp-c_l_e_y-.ishiraok - APIs

=

Publisher portal (legacy) [

Frontend Inbound processing Backend

A

+ Add API

Medify the reg before it is sent to the i
! .k- y tl e request before it is sent to the HTTP(s) endpoint &
o ackend service.

http://echoapi.cloudapp.net/api

. Policies @ I e
Echo API sos > K

Policies <

base
+ Add policy

Qutbound processing

Modify the response before it is sent to the
ent

icie. <>
GET  Retrieve resource... ,,, o Lol I -

RERRHRE L LTI T ORREN 2T 515,
XML JE 7> 6 JSON B~ D2
PAZEH 7 O OO L ORI ZHIRd 5, FFOM L L — MR
OCAuth 7 78 A b= v DF = v 7

BeZGAT AT E LTI, RO 4 FTCRY — %2 T& 5,
- inbound
- backend
- outbound

- on-error

THBIEFEUTFTOLIICXMLICE > TERZINL T WD,

<policies>
<inbound>
<l-- YOZRMIBERSNDART—RAVE -->
</inbound>
<backend>
<l-- NYYIURHY—ERITERESNSFNERAINSGRAT—FAUE -->
</backend>
<outbound>
<l-- LRRVRISERAINDAT—IAUE -->
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</outbound>
<on-error>

<-- IZ—EHBELHO-BEITEASNARAT—RAVS -->

</on-error>

</policies>

FRLOME TIX, ZOEFREZ GUI THERT 5 Z LN TE %, fflxlE. Inbound Processing
D“Add Policy" 27 U v 7325 LLLT DX O ITARHERAE L L TIRESh DR Y — 2R L
TEMTLHZENTED, ZNbDHH, REWNRAY —IZHOWTIL, 8k [Azure API
Management DXFEARHR Y —] ([T L TWDDOTER IV,

Add inbound policy

Filter IP addresses

ip-filter

Set filtering of incoming requests
based on allowed or blocked IP

addresses,

Learn more

Set headers

Set policy to add, remove or
change headers that are passed to

the backend service.

Learn more

Validate JWT

Enforces existence and validity of
a JWT extracted from either a
specified HTTP header or a
specified query parameter.

Learn more

Limit call rate

rate-limit-by-key

Set rate limit policy to control the
number of requests reaching the
backend service.

Learn more

Allow cross-origin
resource sharing (CORS)

cors

Set CORS policy to allow cross-
domain calls from browser-based
clients.

Learn more

Other policies
<>

Navigate to the code editor to
implement other policies directly
in XML file.

Learn more

24

Mock responses

mock-response

Set mocking policy to return a
response based on the defined
samples, rather than by calling the
backend service.

Learn more

Cache responses

cache-lookup/store

Set response caching policies to
reduce APl latency, bandwidth
consumption and web service
load.

Learn more

Set query parameters

set-query-parameter

Add, remove or change the query
parameters that are passed to the
backend service.

Learn more

Set usage quota by key

quota-by-key

Enforces a renewable or lifetime
call volume and/or bandwidth
quota, on a per key basis.

Learn more




9.2.2. Azure APl Management DR LZRY —

RETIIRENRARY =L ERY 77 LU AEZRT, TOENETOEERY v —I(
DU TIX, APl Management 78 J o — U 7 7 L A (https://docs.microsoft.com/ja-

jp/azure/api-management/api-management-policies) & 2/ TH X 72\,

77 AHRAY 2 —

H5HAPI 79 AT FOEIC L AMD AP 7 5 A4 7 > h~OEREL H 2 700K 91T,

T 7t Al EM MO HIRT 5 FBR 2RI 5, DT ERRNY —HREE/H T
50

1.

=4
HIEN

FEOMH L L — b “rate-limit”

FEON LB & 30 e R 10 BHEHIR S5, 72 8T, 727 B AR ER <,

J #F—#“quota”

1 HHT7=0 OO L OEF % 1,000,000 [0 &7 EkME % 10,000 KB (ZHI[RT 5, 7L
T, MO LOKREICKEE 525,

HITP ~v X —% a8 45 - HITP ~v X —OF{ELEOW G, 721320 EH 5
AT 5,

MO LL— 23727 U7 g VHNCHIEST S - MFOMLL— &7 27U
Tya S NTEESWTHIBRT D Z & T, API O HEOEI A<,

FERMH L L— F &2 —RNZHIET D — FFOMH L L— b2 — 2SSV THIRT 2 =
& T, APT OfEHEORIEZP; <,

FEOMH Lot 1P ZHIR 25 - #5ED IP 7 KL AL T RURRHOM ST, F213%
DELLPNPLDONRH LA T 4 v Z —0B Grel/fER) 5,

BEHEOC I A+ —F2 2 Y T2 7Y 7 a VHNIERET D - BHARERFOM L7210
BT OO LORY 22— L EHHIE 7 +— 2 OM G EIXZ0EL L%
TR Ty a AHESNTHEAT S,

FHEDV +— 2 %X —RIIRET D — BHATEERMFOM U E 236 2 ore
CHLORY a—A LR +— 2 Ol G ETIZEDOEL LN EF—{THESNT
#WHT 5,

JWT ZHMEET 5 - fRE SNz HITP ~y X —FiZlRESNTZI7 U RT A —H
— B L7 WD O EE AREEEH T 5,

G o—
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https://docs.microsoft.com/ja-jp/azure/api-management/api-management-policies
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-policies
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-access-restriction-policies#AccessRestrictionPolicies
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-access-restriction-policies#CheckHTTPHeader
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-access-restriction-policies#LimitCallRate
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-access-restriction-policies#LimitCallRateByKey
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-access-restriction-policies#RestrictCallerIPs
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-access-restriction-policies#SetUsageQuota
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-access-restriction-policies#SetUsageQuotaByKey
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-access-restriction-policies#ValidateJWT
https://docs.microsoft.com/ja-jp/azure/api-management/api-management-authentication-policies#AuthenticationPolicies

FEARRRGE A REEZEH L TNy 7= K B —E X THRFET 5,
JIAT v MAaEBHEIC L DGEE 7 94 7 > MEHEEZGHL TNy 7= K $—
tXfmﬁﬁé

— VR IDICEAFEE - =Y R 1D #fEHL TNy 7= K —ERXT
%i#éo

Fyvia R —
o XXV VaMDLEIF - Fr v aEBMBLT, Fv v ¥ RSN ADRINE
NHITENE KT,
o FTX UM - RESINT-F v vy 2 flHOERICHE> B EF vy v all
AN 5o
o X v VaNLEEEE - ¥y v ia IR X—RIOEE ZEET 5,
o EZEXY v oI - HEZX—RIIX v v 2 ITEMNT 5,
o XX v aNLEEHIER - F—HIIF ¥ v 2NOHEA ZHIFRT 5,
BHR Y 3 —

JSON 205 XML ~DZHE — FERARLE 72 IFEEARLE JSON D XML IZE#T 5,
XML 725 JSON ~DZEHA — BERA L F 72 IFSEARLZ XML 725 JSON ([ZE#4 5,
AXNOLFHN ORI L OEE - BRE IS EOH D LTHNERHBE LT, B
A LFHNCEE X D,

I T UVND IRL DAY - F— s xA B LTCRLCY V7 ZRA 2 T
L&, WEARLDY v EERLZDL (AT D),

Ny 72 K B —E2ADRE “ZEFERORNy 72 N = RE2ERT D,
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