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II1.2 Example: Japan vulnerability information portal site, JVN ' 1

. .
JVN stands for "Japan Vulnerability Notes" and provides vulnerability and related information on \ N &~
software used in Japan. with which it intends to contribute to the countermeasure to cyber threats. In ‘ i N
order to enable application developers to use data through an open interface. JVN has adopted L ' =, ' .

SCAP and contains local (domestic) information and international information. resulting in the JVN e -

security content automation framework. Just like the National Vulnerability Database (NVD). each S ™
of the vulnerability information contains a CVE number, provides a CVSS score. and a CWS -t L

number. Moreover. the CPE name of the affected product is also provided.

The framework consists of three components: MyJVN. JVN. and JVN iPedia (see Figure II1.2).

each of which is elaborated below. L—-— _- :'_"
RIICs Y, TEBERO AR, BHERLET, | L b
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JVNICE&T5CYBEXFIA Rosponee Tea

A S5 1E X RIFEA—2 IV JVN

® http://jvn.jp/
o NmREBCHAEBLLERHEEMNRIFHEZIL)-ICARHTS.

#3 http://jvn.jp — Japan Vulnerability Motes - Microsoft Internet Explorer

B EHRB: 2010/10/07
A / JVN  Japan Vulnerability Notes English
o

| v

_ SRV

cve.mitre.org

B 0

iU |
) HOME
TVITA10-270.4 BN Adobe Reader S5 508 Acrobat [ZHERIOAREETE [2010/10/07 15:15] T 5]

TVNVU4236703: ActiveCollab T 25 [T http:/fjvnjp - JYNIGD191943: AD-EDIT2 (530244 FADN 5 2 FOKESTE - Microsoft Internet Explorer
TVITVT#275289: B Adobe Flash (SHBEME f20n| ‘ ’

TUNVT#S1351: [;if;e] ;;Zd;;ﬁc]tﬁ Aorobal e oons BHAEHE: D000

TVIT#69191943; éﬁﬁﬁéﬁiiﬁ?? QAT gﬁgﬁlt?;sﬁ BONZY AL HVFF 47 O RS

TVETVIT#200113; R B DS =R (T vl e

15.56] AD-EDIT2 (23, ZOAN AR5 )T 71 F RS FELET .

HEEZIDVAT L

o AD-EDITZ ver 3.0.8 & LTF4LIE]

EE{ETR
AD-EDITZ (3. O/ F BB AT ATT, AD-EDITZ (213, #O2 B 125 )75 H iR
SNIFELET.

gl << «mimliciz

I
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RS RIEH T —2~N—2R JVN iPedia

® http://jvndb.jvn.jp/
o EATHRAINTWAIREEMRICL/-IRIEEM RIEHEILSETTS.

A3 http:/fjvndb_j¥n.jp — JVN iPedia - RSSTEAETS#ET —2X -2 - Microsoft Internet Explorer

ERISEE

JYNDB-2010-002112 FZ|E: S0{EE BHEHRH: 2010/10/07 New
Drupal @ QOpenlD 32 — kI 2 EEFFOED NS IR
JYNDB-2010-002111 FZ|E: S0{EE BHEHRH: 2010/10/07 New

By BV

cve.mitre.org

COMPATIBLE
Drupal @ OpenlD 442 — )l CHiF 2 REFF oSN 2 IEsetE .
JYNDB-2010-002110 F3IE: SOz BHEHH: 2010/10/07 New 9
" cammon nlallolm enumeration
RLCLCIRORS U DR Sl T hitp://jvndb.jvn.jp - JYNDB-2008-000001 - JYN iPedia - Bagett 3514887 —2<—24 - Microsoft Internet Explorer
JYNDB-2010-002109 ;§% -
Drupal =& 59020 4H2 N ., B EFE 2008501 f00
JYNDB-2010-002108 F3 s
Drupal & comment £34a — JVN iPedia RELHFMET—5~<—2
JYNDB-2010-002107 %%
Drupal @ upload Fi42 — )L -
JYNDB-2010-001501 §% [English] _
MIT Kerberos b D GES-API JYNDB-2008-000001
JYNDB-2010-001669 %% HHOV 2 AT ARRICEITD 274 — i —20—0 Kss it HOME
A= JVNE [
REEL
DY $ AU RTF LBRITIE Ty Trd ) -0 - DRI L E T =l
HEHOT A AT LBRITE, IS0 td DL E R BIT) Ty Tre =) Vh-IP
— DO D IRRIEN TEIELE T iehlde
WN-CPMI
FEEFFTL AT ERHERELE T AL VAN AT LN RS BIREBET TRnotes
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SR/ 77 S E

® http://jvndb.jvn.jp/cvss/
o [EEEMEMRITHOFERICH. CVSSHOBERZR S,

a ttp:#fjvndb_ jvn_jp — GVYSS Calculator — Microsoft Internet Explorer

Last Updated: 201001419

JVN iPedia Vulnerability | 43 http://jvndb.jvn_jp — C¥SS5 Galculator — French Version — Microsoft Internet Explorer

CVSS Calculator s A Last Up

JVN iPedia Vulnerability Countermeasure Information Database

CVES Calculator >> French Version

Arabic [ Arabic | English | French | German | Japanese | Korean | Spanish |

English —— > -
-
French Mote de base Mote temporelle Mote environnementae s

German Métrique temporelle

Pendant le cycle de vie d'une wulnérabilité, certains even
Japanese correctifs, de programmes d'exploitation, ... ) peuvent se
sur Furgence § la criticité de la menace encourue,

o8

Korean
MNote générale Faciité d’Exploitation (E:Exploitability) Man difiri
Spanish
v ) Miveau de carrection (RL:Remediation Levell | rjon dafini
[Acknowledgments] m -
e - )
N thanks the following for working with us: Miveau de confiance (RC:Report Confidence)  yon dafini

Arabic: Supported by Helmi Rais (http: e | Metriques de base
French: Supported by Helmi Rais (http: A TITST.OMG7)

German: Supported by Fahim Nawahi and Akira Yamada.

Korean: Supported by KISA (hitp: e kisa.or k)

Spanish: Supported by Francisco Jesus Monserrat Coll (http: A first.orgd)

|
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MyJVN AP

® http://jvndb.jvn.jp/apis/
® JVN iPediaZziEHL . #ifcb—ERAZ ¥R TS IRIBZERT 5.

JVN iPediaddi&$8%. Web% HTML | JVNiPedia (BEZFER)

BUTHIRT 2780 e“ﬁ HTML —— G
JINITPALET I~ ) e > B

>I1—YEITOHY/—IVEAFKEEEE JVNRSS/VULDEF o '
ST T T T T T T TS T T T T o T T TTTT oTT T s T T e e S | - common platform enumeration
f am k)= | MyJVN vert .
748V RIS M : - C\/ss
. = MyJVNRE55 14 ¥4 5% " | RSs = R

T EEEEY—) a LT s 3 o || QUE
- = JPCERT/CC VRDA#iS Sy R p €_
i : ‘ : MyJVN Ve r 2 :E'rﬁ'-"ﬁu?tmiu'?T-i?EE"mTrréF.;i-.&nm -
REF—sEs : OvAL. OMIXL
. = MyJVN/S—SavFIvh AR - WV AT > OVAL ||
. = MyJVNEFaVF1REFIVN | ~ m DB rﬂ
N " MyJVN API
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MyJVN AP

%

710378
iRt

RET—%
fRft

T 0fth

NnEHE—RNE
getVendorList
Nm—REmE
getProductList

MEss i RIM BRI —HIE

getVulnOverviewlList

e g5 X SREE M IR IRAR IS
getVuinDetaillnfo

OVALEB®ZT—2—R DG
getOvallList

OVALEH|/T—2 DG
getOvalData

XCCOFFIy 7V AMTF—24—RDIME
getXccdfList

XCCOFFx Yy VY AMT —2DEE
getXccdfData

HetT—2OnE
getStatistics

JVN CPE Dictionaryl&$R O ER{S
getCPEDictionary

Z1VE)TREICHTRERINFE (REFAREE) VAMEREBLET.
7V IREICHTREIRRBIVAMEREFLET,

71V E) Y FREFICH TR ERRFE N ROBEIFHIAMERMELET.
Z1VE) Y FREFICH TR EDMRETE M ROFMITHENMESLET.
ZANVEITREICEHTIIES OVAL BRT—2VANERBGLET .
OVAL %7 —2ZMBLET,

XCCDF Fxy 7 )AMTF—2JANEMBLET.

XCCDF Fxv 7 )ATF—2ZMBLET.

BESs e SR1F I Z. ARES1EHEETIRER) . CVSSHEEHIREE. CWEREHR IR

T&EHLE=TF—22MBLET,
JVN CPE Dictionary {&RZHBL %7,
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® http://jvndb.jvn.jp/apis/myjvn/mjcheck.html

o RmMmHSIREMENRIFEEZRETTELIL—LT—VEERT S,

® JVN iPediaddiFii%. FIAEHLADENICERATESLSIC. H@mRRDT 1
JWU/7%FI=.:E1% B2/ L=l RIFHRINE Y-

MyJVNAE 55 X RIGIRINE Y -

V.

cve.mitre.org

PEEDRR A

Lihagduis

A CPE&&RELL
BE71r—2vb
Voo JUNRSS 2.0%;5H

mRlEETARE 10

o H ®T

ePublic=n&rangeDatePublished=n&rangeDateFirstPublished=n&lang=en

http://jvndb.jvn.jp/myjvn?method=getVulnOverviewList&cpeName=cpe: /* fujitsu:*§&
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MyJVNIN—=S32FT9h

® http://jvndb.jvn.jp/apis/myjvn/vccheck.html

® VIFARVFRIRICENT, V777 RmOBESEEI RFT V7D —
L7—V%%ERmY S,

o FIAHEOPCICAVAM=INENTILVD/ 777 RED
N=2aryHEfiTHdNe. MBREIRETERTSV-N

HyJVN Version Checker

‘MyJVN Version Checker | star || oise ][ sekotal = ”

Select the check hox for the program. Next, click on the start button. common platform enumeration

Product Mame [ascending] Results Details [ascending]

Adobe Flash Player {Actived Poor: Older Version Details
Adobe Flash Player {Plug-in} ---: Not Installed
Adobe Reader k-2 Mot Installed
JRE Poor: Older Version Details
Lhaplus Good: Latest Version Details
Mozilla Firefox Good: Latest Version Details
Mozilla Thunderbird Good: Latest Version Details
QuickTime ~--: Not Installed
Adobe Flash Player (ActiveX) “ersion Detail )\ 1 .
1. Latest version of the program are fallowings ( 1 ) *I‘yq I)ZI\E{ﬁ wté v_ : / 5 . r-'_f

1004234 /90,2600 (2009/12 o oval.mitre.org
2. Installed versions of the program are followa o o~ IS . _

[Poor] 1003218 Older Version (2) I\—yaj%* \/73-%
T ° ARF =

To upgrade >
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MyJVNtFa1)F1REFIVH

http://jvndb.jvn.jp/apis/myjvn/sccheck.html
BREICEAT ARG RFIVINDIL—LT—V%2E[HET S,
o FIHENDPCOHOREEZMBELIFMETHEEIZV -

B My JUNEELITEREF1vh _|O]
‘ MydyNbBFUTEREFvh | =0 || w7 || svsam || amswr | H
NEIR) dhiF o PABE TFiTI $228 T, 242 VT ICETSPCEREMMETMEEIGL L TLWHINEFx o2 LET. TEEiHEH
ELTLEEAl EFRRANERAICIE. A2 FITEY — W FSOREFESZICL TPCEREMF IR LT CEEL,
FIFIC@E > TId. MyJvN AT (SEEF T FhEECESLL
FzuPIAE A 1ELE B PCERTEIE Fzu iR A GREEEHE A
JA T — FORIEIFHERE 83rF 03rF X &l R L TLWEEA FT
JA T — EOaIhEIRE 3oH 12H X HLbEEE L TLWERA Fin
ST DI — FOmEE 2(iE i@ X #50bEEE L TLhWEEA FT
AT — EOIT R ERE 108 ol X &5l EE L TLWERA For
A5FA L TFRCEDETOIADT— FARKNBEY 5[o] 1] X HHbEEE L TLWERA Fin
JA D — FANZRDREND Uz » FE TORRE 605 305 X #5ibE EL L TLWEEA Fon
A7 7 2 el gD DR IR BE 3045y 3055 O A EE LTLET Fn
AU -tz - hEdh TS E TORE 3045 1055 O EHEEL L TLET Fin " _
W HAD— FEASU—Dtz— i —0aE Hih Bih X &L LTLERA 5 (( : (‘ (/"
USB®M A dhi RGO HE h HTh X E4ibEEE LTLWERA Fn \ '
Common Configuration Enumeration
OSFA TELGCHIETOIHAT - FANEEOE SEXERE il e m
FIIP)AMERT D OMX
I ( 1 ) I J O AL oval.mitre.org
REEZFIVITD i '
| ( 2 ) AR IJ o AR F CCDF
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JVNIC#51+2CYBEXFIFE (@t )

Official CPE Dictionary ##5 (&

® http://nvd.nist.gov/cpe.cfm
® MyJVN CPE DBEANIST NVD CPE DB “Official CPE Dictionary” &£ #%
(EINRMDOCPER. HERERDER) 2:BL T, CPEROESEZIEIRT

B) o

/2 http:/ fstatic nvd nist gov/feeds/ xml/cpe fdictionary fofficial-cpe—dictionary_v2 2 xml __ [Hi[=] E3

JrLE REE RTW BRCANG U-LD AT | &
</Ccpe-tems ;| ‘e
- <cpe-item name="cpe:fh:ij:seil%%2Fb1"> .
<title xml:lang="ja-IP">A 02— F ot ZF T 17 SEIL/B 1l titlex
<title xml:lang="en-US"=1I1 SEIL/B 1< /title>
zmeta:item-metadata modification-date="2009-12-
01T09:47:49.110-05:00" status="DRAFT" nvd-id="116032" />
</cpe-itemz
- <cpe-item name="cpe:/fh:iij:seil%2Fx1">
<title xml:lang="ja-IP">A 02— F oA ZF T 17 SEIL/X1</titlex
<title xml:lang="en-US"=1I1 SEIL /X1« /title>
zmeta:item-metadata modification-date="2009-12-
01T09:47:41.843-05:00" status="DRAFT" nvd-id="116030" />

</cpe-itemz
NUD  —— HMyluN

- <cpe-item name="cpe:fh:iij:seil%2Fx2">
cPeDB N M CPEDB

<title xml:lang="ja-IP">A A —F o b= F T+ SE
<title xml:lang="en-US"=111 SEIL f X2 /title>
=zmeta:item-metadata modification-date="2009-12

01T09:47:43.517-05:00" status="DRAFT" rnwd-if

1]
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CVSS:IiEss DR E 25l S
CWE:lesstd 225093

CCE:fxE LDl ZRAT S
OVAL:Fxv7 K ik%dd
XCCDF:Fxv 7' ) A&l d %
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CVE:lEe5steZi&hl19 3

® http://cve.mitre.org/
® Common Vulnerability and Exposures : 3 i 55 1% 55 5l 7
e I—FLOtFilFsREEIC. 707 LT (i) BIBLPTLES, —FD
#5 (CVERRIES) 2159511k
o [EHMMRFHRNSHEESELTOFHA
o [iEEEEXIRIFHFALTORMER T
~o N7

H|ta|:h| H|ta|:h| F'C (HAZS00,HAZOO0,FLORA,Prius) Microsoft - VYulnerahilities in TSR

CVESRERIE S DiE Rk
CVE-2012-0913 | mg
[FEE] [EE]
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CPE:Rm%:#59 S

® http://cpe.mitre.org/
® Common Platform Enumeration: @ 75Yh74—L—%&

o BHIATLEBATZ/N—KIx7,. )77 DRM%E. 7OJ7LT
(Ffk) WIEL P UVVER TR T B0 L6k

\

PABR#TBVC-U11-71-IX > cpe:/a:ipa:myjvn

TSR 01 4
ﬁéﬁ?ﬁﬁﬁﬁ cpe:/ {HHl} : (N5} : (R@mB) : (N—Tav)
VIUN APYTTF—M  (IF1>av): (B8]

I

gﬁng\IJ\’N #hl:h=/\—KVx7, 0=0S, a=77TV)75r—>3>
1530 0IR HEE IR D

1 R b 2 O €

_/
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CVSS: a5 DRZIE ZEF 9

® http://www.first.org/cvss/

® Common Vulnerability Scoring System:
HEREE Ml AT A

o [iEs51EDFTILIFIE <BEBARFEM> . Besstt eME<RR <WIKFFME >
FAERRICEITIZREOKES<IRIRFM>2ERBL. 7AI7LT (&
i) WIBLRT VKD, RLUE 2T 516k

) AEEE DR A L ¥ 1E 2 5T 4
- Y. i fl: AT LERORY)HFIEEL BRI FRLIE KX
VAT LADREEDINESKHED ML OVIRSTE=RZIE N

/ HBH EICH\ BRI IE< KR 2
B Bl RN AERT 2EEENFREL TV ISRAEX
REF SN ER EOAHT. EXCHEREI 53 RUE

/ AR ERRICHT B RBEOAES 25T
e Bl BT BREEA RS AT LT 3oRAEA
BT ARE RSN RBICLATEL LRI

%ﬁgﬂg#ﬂﬁﬁ'ﬁwgﬁ?‘ug (OO~ 1 OO) Copyright © Hitachi Incident Response Team. 2013 44
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CWE: 551229 S

http://cwe.mitre.org/

Common Weakness Enumeration: i@ fE55$ 217/ —5%

e IO—-FEntFi)F REBENEEE—TICRRT I, REEL21TD
—RBZRILTSLER

® CWE-IDZBEEB/ETHRIL

VN iPediatt AT 2 (33314 1= ‘ CWE- Portion of CWE Structure

WOk OREE
FE BLE 32°E Root
I ] 1 |
CWE-16 CWE1T CWE-2 I [ l
mtgsT a—F BhFIRiE Time of Motivational
I - ‘ Introduction Lotad Intent
CWE-18 Ci=50 CWE-857

[ s e

S Fovzahea—| |TTRTEENER ‘
[ ’ I | Int.ll:gg:c:fon Code Environment Intentional
CWE-19 CWE-254 %"4\’5/3‘? Cg%i? [ I
T TFa)FrilEE t&g_& ZI:F'

I Source Code Malicious
y—}—‘ [ T T T | Patch Testing

CWE-189 | | CWE-199 || CWE-20 CWE-255 || CWE-264 || e aqq || SVE287 || CWE-345 | | myyp agp | | CWE-399 I [ ! [—]
BT || 1EREIE || TEYd g || SR || SA ol || B || Fommne | | eaiigs | |UoaEeE Security
ORISR O || ADEEE | oav-rem| |wowamim | BV || e | Rantagg | | PRS0 AS ORSEE Ha‘?:i‘"?ng e Trapdoor
CWE-200 C“Q’REQ CWE 119 || CWE-T4 CWE 352 =
1EERA L iz || WITIS—| [ bua CSRF Range Errors e

!—’ [ \l I I |

CWE-22 || CWESQ || CWE-134 || CWETT || mye7g || CWESS || CWES4
15 U0 || E200FER awuk XS5 saL a—F Injection Process
S=rA g [ DFizE DfRE A ieal A Al | | Al Control
I
CWE-T8

275 JUN iPediaTiEBRLTLV\BCWE NVDT{ERL TL\3CWE
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CCE:E L OREZR/T S

® http://cce.mitre.org/

® Common Configuration Enumeration: £ @t¥*1)71{E—E

o HRELDEF1VFsMREAIC. 7OIFLT (W) VIBLPTLEDS. —F
&S (CCERBIES) 2159518k

CCEERBIB=SNIER XFrv/BSRIAE-FOIRERAMTIEHNES

———— — Luhn7 V)X Ls % (&
— 4 A (a) FTVIBSATENSBMHKTE2(E: 12, 9%2
CCE— 298 1 - g (b) 9+ (2) +8+ (1+8) +2 *—#ilctio7-1B8. —HIEBL 1 H%. 52

(c) (b) DHMH10TEIWEIND = ELLVES

® F77V)r—=3arv /7o 7A-LBICKE—EZRAE
AlIX 5.3, HP-UX 11.23, Internet Explorer 7/8, Microsoft Exchange 2007/2010,
Polycom HDX 3.X, Red Hat Enterprise Linux 4/5, Sun Solaris 8/9/10, Oracle
WebLogic Server 11g, Windows 2000/XP/Vista/Server 2003/Server 2008/7

o tXi)F HERBDREMEZEICOVTREELF1I)TREHT
k2R
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OVAL:FIV9775 k%9

® http://oval.mitre.org/

® Open Vulnerability and Assessment Language:
X1V TF1RESE

o I—RENEF1VTFTHEPERELOLFI)THEZFIVITHHIC.
7077 LT (#) WIBLPTOESXMLAZ N TRk 9 5 FHwE Lk

e OVALZAW=FIviIDiKh
® RAFY71:0VALER|RT—4% (OVALOEE i ftHRIcBI>7Z=XMLAZ KN DR T 71

W) 2{ERLT B,

® RAFVT72:0VAL1527V% (OVALBRT—2%BIRT37077L4) T, OVAL
ERT—ZCTRENTVADRGFER/ELTOIHESH 2HIET S,

| OVALE§7'—$Q:
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XCCDF:FxI V9V APEstih 93

http://scap.nist.gov/specifications/xccdf/

Extensible Configuration Checklist Description Format:
LX) FHREBFIV VAR ER
XETEEShE=tF1VFT1EREBHIR. X 2VT1F IV IVANORF
v—7kE%, 7O77LT (M) WIBLPTOXMLIERX TR T 378D

ek
K E E R ERE TR (NIST)

'|z=\=J'JT4=xE7J1'$

KEEPRIEHRATLE (DISA)
tX1)F1EBELHTR

i

REERR2MRER (NSA)
t¥a)F1EmEHIE

l

\

XCCDF
C ENqLVE |
EFBBRTD FAIMYTH |
P t¥a1)F B T Y—E
TOf
Ti1RDMEE
L BRFIy2THE NS
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n LT B8 () ST 18

LWeR<HSS

® Oct 2012: 8th Annual IT Security Automation Conference
® Nov 2012: Kyoto 2012 FIRST Technical Colloquium
(Future of Global Vulnerability Reporting Summit)
® Feb 2013: FIRST.org VRDX-SIG
Vulnerability Reporting and Data eXchange SIG
® Jun 2013: meeting #1 T ——————————————————

€ & @ [J wwwfirstor/ slobal/sis/vr P
oy @6 e Me Bo E@a Bk SZH [ Hen W htm [H Ink

JF Tiged Chquale & 0SIR Ed amn » [ #0#OFRET-h

http://www.first.org/global/sigs/vrdx

¥ Special Interest Groups (SIGs) and
Birds of a Feather (BoFs)
+ SIGs Framework
} Current FIRST SIGs and BoFs
¥ Common Vulnerability
Scoring System (CVSS-5IG)
+ Metrics SIG
b Internet Infrastructure
Vendors (Vendor SIG)
¥ Law Enforcement/CSIRT
Cooperation (LECC-BoF)
+ Network Monitoring (NM-51G)
# Malware Analysis SIG
¥ BotnetSIG
¥ Vulnerability Reporting and
Data eXchange SIG (VRDX-SIG)

Best Practices Contest

Vulnerability Reporting and Data eXchange

SIG (VRDX-SIG)

VRDX-SIG is primarily chartered 1o research and recommend ways to identify
and exchange vulnerability information across disparate vulnerability
databases.

Vulnerability databases have different scopes, areas of coverage, identification
systems. data schemes. feeds. and supporting languages. These differences
lead to difficulty tracking and responding to vulnerability reports. By studying
existing practices, the SIG seeks to develop recommendations on how to
better identify, track, and exchange wulnerability information across disparate
vulnerability databases.

In the initial two-year charter, the SIG plans to accomplish three overall tasks.

1. Review existing vulnerability identification schemes and exchange formats
Regional and national vulnerability databases and reporting frameworks
Private sector, non-government sponsored wulnerability databases

Reporting & Exchange K

& VRpX SI

Art Manion, CERT Coordination
Center

VRDX-SIG secretariat

Wasato Terada, Hitachi Incident
Response Team

Taki Uchiyama, JPCERT
Coordination Center
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