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Vulnerability in the MDAC Function Could Allow Remote
Code Execution

= Affected product

|Corrective actions|| Product name ||Platform|| Last update

HS06-013-01

DBPARTNER ODBC Driver,
DABroker for ODBC,
DBPARTNER?2,
HITSENSERS

Windows|[June 20, 2006

» Problem description

On April 11, 2006, Microsoft released a security bulletin (MS06-014) about a
vulnerability found in the Microsoft Data Access Components (MDAC) function,
which could allow an attacker to execute codes remotely.

If the MDAC installation module is installed in the above products, see the
Microsoft Web site, and then replace it with the latest MDAC version.
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« June 20, 2006: This page is released.
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« Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures. However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice. When referencing information, please
confirm that you are referencing the latest information.

The Web pages include information about products that are developed by non-
Hitachi software developers. Vulnerability information about those products is
based on the information provided or disclosed by those developers. Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
developers.

The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them. Hitachi shall not be liable for any consequences arising out of or in
connection with the security countermeasures or other actions that you will take
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or have taken (or not taken) by yourself.

« The links to other web sites are valid at the time of the release of the page.
Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee
their permanent availability.
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HS06-013;
Vulnerability in the MDAC Function Could Allow Remote Code Execution

Solution for DBPARTNER ODBC Driver, DABroker for
ODBC, DBPARTNER?2, and HITSENSER5

Alert
>
A vulnerability that could allow an attacker to execute code remotely was
discovered in the Microsoft Data Access Components (MDAC) function included
in DBPARTNER ODBC Driver, DABroker for ODBC, DBPARTNER?2, and
HITSENSERS.
[Affected MDAC version]
This vulnerability isin the MDAC 2.5 installation module. The MDAC 2.5
installation moduleis copied (i) if "MDAC 2.5" is selected in a custom
installation of DBPARTNER ODBC Driver/DBPARTNER ODBC 3.0 Driver, or
(i) in a default installation of DABroker for ODBC, or (iii) in an upgrade
installation of MDAC 2.5 on a target machine.
This vulnerability is also in the DBPARTNER ODBC Driver included in the
following DBPARTNER2 and HITSENSERS related products.

[Affected models and versions]

| Model || Product name ||Version ||PIatform||Last upda1e|
. 01-06 to June 20,
P-2663-5514 ||DBPARTNER ODBC Driver 01-11 2006 H ]
itachi Incident
P-2663-5614 ||DBPARTNER ODBC 3.0 Driver 01-00to June 20, Response Team
01-03 2006
P-F2463- 01-00to June 20,
21546 DABroker for ODBC 01-02 2006
. 01-05to June 20,
P-2663-4514 ||[DBPARTNER2 Client 01-12 2006
. 01-05to June 20,
P-2663-4614 ||[DBPARTNER2 Client 01-12 2006
. 01-05to June 20,
P-2663-4714 ||IDBPARTNER2 Client 01-12 2006
. 01-05to June 20,
P-2663-6514 ||[IDBPARTNER2 Client 01-12 2006
. 01-05to June 20,
P-2663-6614 ||[DBPARTNER2 Client 01-12 2006
|| ||01-05 to| June 20,
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P-2663-6714 ||DBPARTNER? Client o1 o
P-2463-2194 ||[DBPARTNER2 COBOL Components 81:%_5‘; ;‘Sr(‘)zzov
Windows
P-2463-2614 ||[DBPARTNER2 Multiuser Option 81:82 to ;Légz 20,
P-2463-8614 ||[DBPARTNER?2 Client for Jichitai 01-00 %8220'
P-2663-1P14 g(ljziliicl:ljSERs Professional for 8; gg to ;%g% 20,
P-2663-1514 | HITSENSERS Standard for Cosmicube |0 00 June 20
P-2663-2P14 ||HITSENSERS Professional for RDB (|00 une 20,
P-2663-2S14 ||HITSENSERS Standard for RDB 8;: ég to ;lég% 20,
P-2663-3P14 ||HITSENSERS5 Professional 8;: ég to ;lcl)gz 20,
P-2663-3514 ||HITSENSERS Standard 8;: ég to ;légz 20,
P-2463-3W14 ||HITSENSERS Web CPU license 8;: ;8 to ;léf(‘)% 20,
P-2463-CW14 | HITSENSERS Web connection license |02 une 20

If the MDAC installation module (version 2.5) isinstalled in the above products,
see the Microsoft Web site, and then replace it with the latest MDAC version.

Revision history

« June 20, 2006: Information about vulnerability in the MDAC function could
allow remote code execution is released.

Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures. However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice. When referencing information, please
confirm that you are referencing the latest information.

The Web pages include information about products that are developed by non-
Hitachi software developers. Vulnerability information about those products is
based on the information provided or disclosed by those developers. Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
devel opers.

The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them. Hitachi shall not be liable for any consequences arising out of or in
connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.

The links to other web sites are valid at the time of the release of the page.
Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee
their permanent availability.
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