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Groupmax Mail Client Processing Is Stopped by an Email
Attachment File

= Affected products

[Corrective action|| Product name |Platform|| Last update

Groupmax Integrated Desktop,

Mail Client,
GroupMail/Client(DOS/V),
GroupMail/Client,

Groupmax World Wide Web Desktop

HS06-006-01 Windows||April 26, 2006

= Problem description

On January 31, 2006, JP Vendor Status Notes (JVN) announced that multiple mail
client software was vulnerable to having its mail client processing stopped by an
email attachment file (JVN#89344424).

The above Groupmax mail client processing might stop or work incorrectly when
email opened by the client has an attachment file that includes a device file name.
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their permanent availability.
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Groupmax Mail Client Processing I's Stopped by an Email Attachment File

Solutionsfor Groupmax Mail - SMTP

The processing of Groupmax Integrated Desktop, Mail Client,

GroupMail/Client(DOS/V), GroupMail/Client, and Groupmax World Wide Web
Desktop (Gmax Mail client) might stop or work incorrectly when email opened by

the Gmax Mail client has an attachment file that includes a device file name.
As a countermeasure against this vulnerability, apply the fixed version of
Groupmax Mail-SMTP, which is the server product for Gmax Mail clients.

Fixed versions for the recent versions are available indicated below. Upgrade the
Groupmax version in your system to the appropriate version.

[Affected models and versions]

Product name M odel Version ||Platform Last
update
. GMX7-1DS9 ||07-00to April 26,
Groupmax Integrated Desktop Version 7 (*1) 07-20-/C 2006
. GMX6-1DS9 ||06-00 to April 26,
Groupmax Integrated Desktop Version 6 (*1) 06-52-/C 2006
. GMX5-IDS9 ||05-00to April 26,
Groupmax Integrated Desktop Version 5 (*1) 05-11-/H 2006
. GMX3-IDS9 ||03-00to April 26,
Groupmax Integrated Desktop Version 3 (*1) 03-10-/P 2006
. GMAX-IDS9 |[02-10to April 26,
Groupmax Integrated Desktop Version 2.0 (*1) 02-31-/S 2006
S GMAX-MCL3||02-00 to April 26,
Mail Client (*1) 02-31-/E 2006
g 01-21-/Cto April 26,
GroupMail/Client(DOS/V) P-2246-1114 01-21-/D 2006
e i . 01-01to Windows||April 26,
GroupMail/Client P-9746-1111 01-21-/G 2006
. GMX6- .
Groupmax World Wide Web Desktop WWWW 06-00to April 26,
Version 6 06-52-/F 2006
*1)
. GMX5- .
Groupmax World Wide Web Desktop WWWW 05-00to April 26,
Version 5 *1) 05-11-/J 2006
Groupmax World Wide Web Desktop GMX3- 03-00to April 26,
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Version 3 EIXX;IWW 03-11-/B 2006
Groupmax World Wide Web Desktop \(IBV'\\//IV?/\)/(W 02-00to April 26,
Version 2.0 *1) 02-31-/ 2006
Groupmax World Wide Web Desktop for 06-51to April 26,
Jichitai P-2446-7944 06 50/ 2006

(*1) For component products, see [Component products of affected models and
versions|.

[Fixed versions]

Product name Model Version ||Platform F|x9d Rglease Last
version || time |lupdate
March ||April
CMX7-SMPW /07-0010 fly\;jows||07-20-5E (|31, ||2,
(*2) 07-20-1A 2006 |[2006
Groupmax Mail - SMTP  ||GMX7-SMPH |(07-00to March | April
! HP-UX |07-20-SE|[31,  ||26,
Version 7 (*2) 07-20 2006 |12006
March ||April
GMX7-SMPA 07000 || 1l g el o,
(*2) 07-20 2006 |[2006
March |[|April
CMX6-SMPW 106-00t0 i\ tows|06-52-SF (|31, ||2,
(*2) 06-52-1A 2006 |[2006
March ||April
(G*'\z")xe's'\" oo oo to | HP-ux flo6-52-5F (31, 26,
Groupmax Mail - SMTP 2006 ||2006
Version 6 i
GMX6-SMPA |[06-00t0 March [l April
> AIX |l06-52-SF|[31, |26,
(*2) 06-52-/A 2006 |[2006
GMX6-SMP2 [06-00t0 || HI- || o g"lamh 9(?”'
*2) 06-02-/A||UX/WE?2 06 |12006
March |[April
CMXS-SMPW 1050010 [l v dows|05-11-51 (|31, ||26,
*2) 05-11-/C 06 |12006
Groupmax Mail - SMTP  ||GMX5-SMPH |05-00to March | April
Versions 2 0.1/ | HP-UX [05-11-81 [31, 126,
2006  |[2006
GMX5-SMP2 [[05-00t0 || HI- || o\ g/'lamh Qgr"
*2) 05-11-/C||UX/WE2 006 |12006
April
amxa-smpw ||2 900 lyindows (*3) 26,
03-10-/C -
Groupmax Mail - SMTP 03-00to April
P GMX3-SMPH HP-UX (*3) 26,
Version 3 03-10-/C 2006
April
03-00to || HI- X
CMX3-SMP2 103 10-1c||ux/we2 (*3) ;8’06
April
p-2aa6-7214 (9290 \yindows (*3) 26,
02-31-/G 5006
| I 1] ] I |




. April
Groupmax Mail - SMTP 02-10to .
Version 2.0 P-1B46-7211 00-31-/G HP-UX (*3) 26,
2006
April
02-10to HI-
P-1646-721 (*3) 26,
02-31-/G||UX/WE2 2006
April
P-F2446-11141(|01-10  ||Windows (*3) 26,
2006
April
GroupMail/SMTP P-F1B46-11111 01-10to HP-UX (*3) 26,
01-10-/F
2006
April
01-10to HI- .
P-F1646-1111 1131 10-/F ux/wE2 3 2266

(*2) For component products, see [Component products of fixed versions|.

(*3) Please upgrade to succeeding models of Groupmax products (Groupmax
Mail - SMTP Version 5, Groupmax Mail - SMTP Version 6, or Groupmax
Mail - SMTP Version 7).

[Component products of affected models and versions]
| Affected component | Product set \
M odel H Product set name HPIatform‘
|P-2646-6154 HGroupmax Groupware Client ‘
|P-2646- 6254 “Groupmax Workflow Client ‘
|P-2646-6144 ||Groupmax Client Set \
|P-2646-6244 || Workflow Client Set |
|P-2646- 6644 HGroupware Client Set ‘
|
|
|
|

| Component name || Model H

GMX7-
IDS9

Groupmax Integrated
Desktop Version 7

GMX6-
IDS9

Groupmax Integrated
Desktop Version 6

|P-2646-6134 || Groupmax Client Set
|P-2646-6234 ||Workflow Client Set
|P-2646-6334 |[Mail Client Set

|P-2646-6434 |[Document Management Client Set

GMX5-
IDS9

Groupmax Integrated
Desktop Version 5

|P-2646-6634 ||Groupware Client Set

Groupmax Integrated
Desktop Version 3

GMX3-
IDS9

|P-2646-6124 ||Groupmax Client Set

|

|P-2646-6224 ||Workflow Client Set

|P-2646-6324 |[Mail Client Set

|P-2646-6424 || Document Management Client Set |

|P- 2646-6624 HGroupware Client Set

|P-2646-6114 HGroupmax Client Set

|P-2646-6214 ||Workflow Client Set

GMAX-
IDS9

Groupmax Integrated

Desktop Version 2.0 |P-2646-6314 |[Mail Client Set |

|P-2646- 6414 HDocument Management Client Set ‘

|P- 2646-6614 HGroupware Client Set

Mail Client

GMAX-
MCL3

P-2646-6124
P-2646-6114

Groupmax Client Set

P-2646-6324
P-2646-6314

Mail Client Set

P-2646-6624
P-2646-6614

Groupware Client Set




Groupmax World
Wide Web Desktop
Version 6

GMX6-
WwWww

|P-2446-5144 || Groupmax Server Set |
|P-2446-5244 || Workflow Server Set \
|P-2446-5344 |[Mail Server Set \
|P-2446-5444 HDocument Management Server Set‘
|
|

|P-2446-5544 ||Schedule Server Set
|P-2446-5644 || Groupware Server Set

Groupmax World Wide Web
Desktop Version 6

|P-2646-6154 ||Groupmax Groupware Client |
|P-2646-6254 || Groupmax Workflow Client \
|P-2746-6154 HGroupmax Groupware Web Client ‘
|P-2746-6254 || Groupmax Workflow Web Client |

P-2446-7744

Groupmax World
Wide Web Desktop
Version 5

GMX5-
Wwww

|P-2446-5134 || Groupmax Server Set |

Groupmax Server Set
Upgrade (from V2 or V3to V5)

[P-2446-5234 | [Workflow Server Set |

Workflow Server Set
Upgrade (from V2 or V3 to V5)

|P-2446-5334 |[Mail Server Set |

Mail Server Set
Upgrade (from V2 or V3to V5)

|P-2446-5434 || Document Management Server Set|

Document Management Server Set
Upgrade (from V2 or V3to V5)

|P-2446-5534 ||Schedule Server Set |

Schedule Server Set
Upgrade (from V2 or V3to V5)

|P- 2446-5634 HGroupware Server Set ‘

Groupware Server Set
Upgrade (from V2 or V3to V5)

Groupmax World Wide Web
Desktop Version 5

P-2446-513U

P-2446-523U

P-2446-533U

P-2446-543U

P-2446-553U

P-2446-563U

P-2446-7234

Groupmax World
Wide Web Desktop
Version 3

GMX3-
WwWwWw

|P-2446-5124 HGroupmax Server Set ‘

Groupmax Server Set
Upgrade (from V2 to V3)

|P-2446-5224 HWorkrow Server Set ‘

Workflow Server Set
Upgrade (from V2 to V3)

|P-2446-5324 |[Mail Server Set |

Mail Server Set
Upgrade (from V2 to V3)

|P-2446-5424 HDocument Management Server Set‘

Document Management Server Set
Upgrade (from V2 to V3)

|P-2446-5524 ||Schedule Server Set |

Schedule Server Set
Upgrade (from V2to V3)

|P- 2446-5624 HGroupware Server Set ‘

P-2446-512U

P-2446-522U

P-2446-532U

P-2446-542U

P-2446-552U

Groupware Server Set

P-2446-562U Upgrade (from V2 to V3)

|P-2446-5114 || Groupmax Server Set |
| I |

Windows




Groupmax World
Wide Web Desktop
Version 2.0

GMAX-
WwWww

‘P-2446-511U‘

Groupmax Server Set
Upgrade (from V1to V2)

|P-2446-5214 ||Workflow Server Set

|P-2446-5314 |[Mail Server Set

|P-2446-5414 || Document Management Server Set

|P-2446-5514 ||Schedule Server Set

|P- 2446-5614 “Groupware Server Set

|
|
|
|
|

P-2446-561U

Groupware Server Set
Upgrade (from V1to V2)

[Component products of fixed versions]

| Affected component I Product set |
| Component name “ Model || Model “ Product set name HPIatforml
Sl\'\/IAF)’(VC P-2446-5154 ||Groupmax Groupware Server||Windows
\C/;;?gl?):]ix Mail - SMTP S&A;(J "||P-1B46-5151 ||Groupmax Groupware Server|| HP-UX
g\n/l;( A7 "||P-1M46-5151 Groupmax Groupware Server|| AIX
|P— 2446-5144 HGroupmax Server Set ‘
Sl\'\/fg/(\s/ [P-2446-5344 |[Mail Server Set |Windows
[P-2446-5644 |[Groupware Server Set \
[P-1B46-5141 | [Groupmax Server Set \
g\'\/f;(:' |P-1B46-5341 |[Mail Server Set | HP-UX
Groupmax Mail - SMTP |P— 1B46-5641 HGroupware Server Set ‘
Version 6 |P-1M46-5141|Groupmax Server Set |
S&”F)f/f' [P-1M46-5341][Mail Server Set | AIX
[P-1M46-5641][Groupware Server Set |
|P— 1646-514 HGroupmax Server Set ‘
GMX6- . HI-
vy |[P-1646-534 [[Mail Server St lux w2
|P— 1646-564 HGroupware Server Set ‘
[P-2446-5134 |[Groupmax Server Set \
Sh'\/f;; [P-2446-5334 |[Mail Server Set |Windows
|P— 2446-5634 HGroupware Server Set ‘
P-1B46-5131 ||Groupmax Server Set
Groupmax Mail - SMTP GMX5- | “ ‘
Sroupma vty |[P-1846-5331 [Mail Server Set | HP-UX
|P-1B46-5631 || Groupware Server Set ‘
[P-1646-513 |[Groupmax Server Set \
GMX5- - HI-
Py |[P-1646-533 [[Mail Server St lux w2
[P-1646-563 |[Groupware Server Set |

For details on the fixed versions, contact your Hitachi support service

representative.

Revision history

« April 26, 2006: Information about Groupmax Mail Client processing is
stopped by an email attachment file is released.




« Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures. However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice. When referencing information, please
confirm that you are referencing the latest information.

« The Web pages include information about products that are developed by non-
Hitachi software developers. Vulnerability information about those products is
based on the information provided or disclosed by those developers. Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
devel opers.

« The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them. Hitachi shall not be liable for any consequences arising out of or in
connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.

« Thelinks to other web sites are valid at the time of the release of the page.
Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee
their permanent availability.
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