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Cross-site Scripting and DoS Vulnerabilities in Groupmax
Collaboration and Cosminexus Collaboration

Affected products

Corrective action Product name Platform Last update

HS05-023-01

Groupmax Collaboration Portal,
Groupmax Collaboration Web Client -
Forum/File Sharing,
Cosminexus Collaboration Portal,
Cosminexus Collaboration Portal - Forum/File
Sharing

Windows November 18, 2005

Problem description

Cross-site scripting and DoS vulnerabilities were found in the above products.
Malicious users can exploit the vulnerabilities, execute invalid scripts, and cause
DoS in the above products.

Revision history

November 18, 2005: This page is released.

 
 

Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures.  However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice.  When referencing information, please
confirm that you are referencing the latest information.
The Web pages include information about products that are developed by non-
Hitachi software developers.  Vulnerability information about those products is
based on the information provided or disclosed by those developers.  Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
developers.
The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them.  Hitachi shall not be liable for any consequences arising out of or in
connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.
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HS05-023;
Cross-site Scripting and DoS Vulnerabilities in Groupmax Collaboration and Cosminexus
Collaboration

Solutions for Groupmax Collaboration and Cosminexus
Collaboration

Cross-site scripting and DoS vulnerabilities were found in Collaboration - Schedule
and Collaboration - Calendar, which are components of Groupmax Collaboration and
Cosminexus Collaboration.

Cross-site scripting

Invalid scripts might be executed on a browser due to invalid scripts being sent
to Collaboration - Schedule and Collaboration - Calendar.

DoS

DoS might occur because of invalid requests being repeatedly sent to
Collaboration - Schedule.

Fixed versions are available for the versions indicated below. Please upgrade the
Groupmax and Cosminexus version in your system to the appropriate version.

[Affected models, versions, and fixed versions]

Product name Model Version Platform Fixed
version

Release
time

Last
update

Groupmax Collaboration Portal
P-2646-
6354
(*1)

07-00 -
07-10-/B

Windows

07-10-/C
October
31,
2005

November
18, 2005

Cosminexus Collaboration Portal
P-2443-
3D64
(*1)

06-00 -
06-10-/B 06-10-/C

October
31,
2005

November
18, 2005

Groupmax Collaboration Web Client
- Forum/File Sharing

P-2746-
E354
(*1)

07-00 -
07-10-/A 07-10-/B

October
31,
2005

November
18, 2005

Cosminexus Collaboration Portal -
Forum/File Sharing

P-2443-
3E64
(*1)

06-00 -
06-10-/A 06-10-/B

October
31,
2005

November
18, 2005

(*1) See [Models of component products] for component products.
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[Models of component products]
Product set name Affected components

Products Models Models Component name Platform

Groupmax
Collaboration
Portal

P-
2646-
6354

CLB1-CBBW Collaboration - Bulletin board

Windows

CLB1-CCCW Collaboration - Calendar

CLB1-CCUW Collaboration - Common Utility

CLB1-CDAW Collaboration - Directory Access

CLB1-CFRW Collaboration - Forum

CLB1-CFSW Collaboration - File Sharing

CLB1-CMLW Collaboration - Mail

CLB1-CNVW Collaboration - Navigation View

CLB1-COCW Collaboration - Online Community Management

CLB1-CSCW Collaboration - Schedule

P-2443-3464&UWN Cosminexus Portal Framework - Light

P-2446-5W54 Groupmax Collaboration - Directory Converter

Cosminexus
Collaboration
Portal

P-
2443-
3D64

CLB1-CBBW Collaboration - Bulletin board

CLB1-CCCW Collaboration - Calendar

CLB1-CCUW Collaboration - Common Utility

CLB1-CDAW Collaboration - Directory Access

CLB1-CFRW Collaboration - Forum

CLB1-CFSW Collaboration - File Sharing

CLB1-CMLW Collaboration - Mail

CLB1-CNVW Collaboration - Navigation View

CLB1-COCW Collaboration - Online Community Management

CLB1-CSCW Collaboration - Schedule

P-2443-3464&UWN Cosminexus Portal Framework - Light

P-2446-5W54 Groupmax Collaboration - Directory Converter

Groupmax
Collaboration
Web Client -
Forum/File
Sharing

P-
2746-
E354

CLB1-CBBW Collaboration - Bulletin board

CLB1-CCCW Collaboration - Calendar

CLB1-CCUW Collaboration - Common Utility

CLB1-CDAW Collaboration - Directory Access

CLB1-CFRW Collaboration - Forum

CLB1-CFSW Collaboration - File Sharing

CLB1-CNVW Collaboration - Navigation View

CLB1-COCW Collaboration - Online Community Management

P-2443-3464&UWN Cosminexus Portal Framework - Light

P-2446-5W54 Groupmax Collaboration - Directory Converter

Cosminexus
Collaboration
Portal -
Forum/File
Sharing

P-
2443-
3E64

CLB1-CBBW Collaboration - Bulletin board

CLB1-CCCW Collaboration - Calendar

CLB1-CCUW Collaboration - Common Utility

CLB1-CDAW Collaboration - Directory Access

CLB1-CFRW Collaboration - Forum

CLB1-CFSW Collaboration - File Sharing

CLB1-CNVW Collaboration - Navigation View

CLB1-COCW Collaboration - Online Community Management

P-2443-3464&UWN Cosminexus Portal Framework - Light



P-2446-5W54 Groupmax Collaboration - Directory Converter

For the fixed versions, contact your Hitachi support service representative.

Revision history

November 18, 2005: Information about cross-site scripting and DoS
vulnerabilities in Groupmax Collaboration and Cosminexus Collaboration is
released.

 
 

Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures.  However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice.  When referencing information, please
confirm that you are referencing the latest information.
The Web pages include information about products that are developed by non-
Hitachi software developers.  Vulnerability information about those products is
based on the information provided or disclosed by those developers.  Although
Hitachi is careful about the accuracy and completeness of this information, the
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