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Vulnerabilities Related to Macromedia JRun

The following security problems were found in Macromedia JRun that is used as
the JSP/Servlet engine of Cosminexus products.  Download and apply the patch
from the Macromedia Web site. 

The administration functions may be accessed without authorization from
the Admin server of JRun.
Malicious users may remotely disclose the contents of JSP files.
Malicious users may deliver a Denial of Service attack by adding the suffix
.jsp to a DOS device name such as aux and con.

 Japanese version
Product set name Affected components

Platform Corrective
actions

Last
updateCosminexus 

Products Model Component
name Model Version

Cosminexus
Server -
Web Edition

P-24Z4-
1D34

Cosminexus

RT-12443-
1214

01-
01(1)
or 
01-
02(2)

Windows
NT
4.0/2000

HS02-003
-01-a

P-24Z4-
1D44

RT-12443-
1214

01-
02(2)

P-1BZ4-
1S31

RT-1V24-
21111

01-
01(1)
or 
01-
02(2)

HP-UX HS02-003
-01-b

P-1BZ4-
1S41

RT-1V24-
21111

01-
02(2)

P-9DZ4-
1D31

RT-1V24-
31111

01-
01(1)
or 
01-
02(2)

Solaris HS02-003
-01-c

P-9DZ4-
1D41

RT-1V24-
31111

01-
02(2)

P-24Z4-
1E44

RT-12443-
1214

01-
01(1)
or 
01-
02(2)

Windows
NT
4.0/2000

HS02-003
-01-a

P-24Z4-
1K44

RT-12443-
1214

01-
02(2)
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Cosminexus
Server -
Standard
Edition

Web
Contents
Generator

September
20, 2002

P-1BZ4-
1T31

RT-1V24-
21111

01-
01(1)
or 
01-
02(2)

HP-UX HS02-003
-01-b

P-1BZ4-
1T41

RT-1V24-
21111

01-
02(2)

P-9DZ4-
1E31

RT-1V24-
31111

01-
01(1)
or 
01-
02(2)

Solaris HS02-003
-01-c

P-9DZ4-
1E41

RT-1V24-
31111

01-
02(2)

Cosminexus
Server -
Enterprise
Edition

P-24Z4-
1F44

RT-12443-
1214

01-
01(1)
or
01-
02(2)

Windows
NT
4.0/2000

HS02-003
-01-a

P-1BZ4-
1U31

RT-1V24-
21111

01-
01(1)
or 
01-
02(2)

HP-UX HS02-003
-01-b

P-9DZ4-
1F31

RT-1V24-
31111

01-
01(1)
or 
01-
02(2)

Solaris HS02-003
-01-c

1 Cosminexus Web Contents Generator 01-01 is JRun 3.0 (or 3.0 SP2a) itself.
2 Cosminexus Web Contents Generator 01-02 is JRun 3.1 itself.

Revision history

July 14, 2003: This page is revamped.
September 20, 2002: The procedure for applying the patch for the
vulnerabilities related to Cosminexus (Macromedia JRun) was released.

 
 

Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures.  However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice.  When referencing information, please
confirm that you are referencing the latest information.
The Web pages include information about products that are developed by non-
Hitachi software developers.  Vulnerability information about those products is
based on the information provided or disclosed by those developers.  Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
developers.
The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them.  Hitachi shall not be liable for any consequences arising out of or in
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connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.
The links to other web sites are valid at the time of the release of the page.
Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee
their permanent availability.
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