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1.2 aAvI72«49L—

1. 74143

~

= e

121 avI7449L—3>avrk—

TUNETHERATAar 74 7 L—yaravy R—EE2ROKBIRELET,

%18 aAvI«HL—3ravr Rk—

av Y R%&

Bl

access-list

IPva 7 4 NV ZE LTENET DT 7 BAY A REZHRELET,

deny

IPva 7 4 VZ TOT 7B ARMWEST H5LM42EELET,

flow detection mode

T AV - QoS D T v — T — RERELET,

ip access-group

A—H Ry " HZT72—AFEIIVLAN £ ¥ 72— AZ%F LT IPv4 7 «
NEEHAL, IPvd 7 4 LV ZREER BN LET,

ip access-list extended

IPva Ry b 74N Z e LTEMET 27 7 8AV A RERELET,

ip access-list resequence

IPva 7 RV AT 4 LV EZBXWIPvA 7y N7 4 VEZ DT V& S50 RIER
DY —lrVAFFEFRELET,

ip access-list standard

IPva 7 RLATZ 4V EZ L LTENET DT 78RV A MNERELET,

ipv6 access-list

IPv6 7 4 V2 L LTEMET D27 7 BAV A NERELET,

ipv6 access-list resequence

IPv6 7 4 W H DT 4 VB GAFERNEF O —r v AFSF i E LET,

ipv6 traffic-filter

A=Y Ry F v HZ 72— xLTIPv6 7 4 VX &AL, IPv6 7 4 V¥
HREAE AN LET,

mac access-group

A=V Xy MM ET7x2—AFZILVLAN A ¥ 7 = — X% LT MAC
T4 NEEEAL, MAC 7 4 VX HREA AN LET,

mac access-list resequence

MAC 7 4V E DT 4 NEZEMERIEF DY —47 o A& 2 HRELET,

mac access-list extended

MAC 7 4 W Z & LTEMET D7 78RV A MERELET,

permit

IPva 7 4 V2 TOT 7B A& kT 2 &2 mELET,

remark

T4 H OREHRAERE LES,

1.2.2 JO0—KRHEE—

KDEETE

TAng 07 u—kht— REEET 2RISR LET,

[BREDRA > k]

Tu—RHE— N, N R =7 OEARNREERGZIRET D720, ROICRELET,

[av Y FIZ&BEFE]

1. (config)# flow detection mode layer3-3
7o —HE— Flayer3-3 # A LET,

1.2.3 MACAYATH#t - ZBEET HRT

MAC ~yZZ7u—fmiHgEtEe LT, 7L —2%&Mik- BEEEET IHEZKITRLET,

[BREDRA > k]

T —AZEREFIZMAC ~y X2k oTT7a—RHEITY, 74 N0FZ L MV H L7 L—2%

11



1

T4ILE

BEZE - PHEL £

(392 RIZKBERFE]

1.

1.2.4

(1) IPVA 7 RLRZDJO—RBHEEHLETEEE
IPvA 7 RL A% 70 —RIHEIEE L, 7 L — A% Pk - BEdfe i3 2 0 aRIoR LET,

12

(config)# mac access-list extended IPX_DENY
mac access-list (IPX_DENY) Z/ELE T, KU R ME{EKTHZ LIk - T, MAC 7 1 V& Dl
FE—FIZBATLE T,

(config-ext-macl)# deny any any ipx
A—P Ry NEATRIPX DT L —L%BEFET L MAC 7 A V2 ERELET,

(config-ext-macl)# permit any any
FTRTOT7L—L&Hif{kd 25 MAC 7 4 VX R ELET,

(config-ext-mach)# exit
MAC 7 4 MV Z DEMWEE— Kb a—n\Lva 7 4 75— RIED £97,

(config)# iInterface gigabitethernet 0/1
R—=h01DAVET z2—RAF—FIZBITLET,

(config-if)# mac access-group IPX_DENY in
ZAEMNZ MAC 7 4 V2 A LET,

IP ANy %& « TCP/UDP Ny A Tt - REXT HHKTE

[BREDRA > k]

TL— L ERICEETCIPVY T RLAIZ L > T 7 e —BHE2TW, 740 Z R)IC—FH L7
L—2&HfkLET, 74N PV LW IP X7y MEIT_THEELET,

[37 Y FIZKBERE]

1.

(config)# i1p access-list standard FLOOR_A_PERMIT
ip access-list (FLOOR_A_PERMIT) ZfEpLE7, KU X FE/ERKTHZLIL-T, IPvda 7 N
AT 4 VE DEEE— FICBITLET,

(config-std-nacl)# permit 192.168.0.0 0.0.0.255
KETLIPT R A 192.168.0.0/24 vy NI =607 L—LZ ks 5 IPva 7 KL AT 4 L4
ERELET,

(config-ext-nach)# exit
IPva7 KL AT 4 VW ZOENEE— Kb r— a7 0 78— RNIRED £7,

(config)# interface vlan 10
VLAN10 DA % 7 = —AF— RIZBIT LT,



1. 74143

5. (config-if)# ip access-group FLOOR_A_PERMIT in
AN IPv4e 7 4 VEZ BB LET,

(2) IPv4 /87y h D O—RIEH & T
IPv4 telnet /37 > h& 7B —HZARMFE L, 7 b —LZ Pk - BEEET 2612 KIRLET,

[BEEDRA > H]
T L—AZERIZIP ~v Z « TCP/UDP ~» X 2L > T7a— &7V, 74 ¥y U IC—
L7 b— L2 5BEELET,
(37> FIZ&kBEE]
1. (config)# ip access-list extended TELNET_DENY
ip access-list (TELNET _DENY) Z{ELET, KU X ME{ERKTHZ LIk - T, IPva N7 v b
74 NE DEEE— FICBITLE T,

2. (config-ext-nacl)# deny tcp any any eq telnet
telnet D/ X7y hEHBEHET D IPva Ny b7 4V H EHRELET,

3. (config-ext-nach)# permit ip any any
TRCOT7 L —2E2Fid 25 IPva X7y b7 4 VEEFRELET,

4. (config-ext-nacl)# exit
IPva 7 RLAT 4 VE DEHEE— b n— a7 4 7E— RICRERD £,

5. (config)# interface vlan 10
VLAN10 DA > # 7 = —AF— RIZBITLET,

6. (config-if)# ip access-group TELNET_DENY in
ZAEMNC IPvA 7 4 L E Z BN LET,

(3) TCP/UDP ;R— +FBEEDEHFH%E 7 0O—BRHEH LT HEKTE
UDP #— N EEOHIAL 70— G L U, 7 L— A% ik - BEsfeE+ 202 kIcx LT,

[BREDRA > K]
7 L — LZIFREZ UDP ~ v X D3R — MESOHMIZ L > Ty m—HHaiT, 74 0vZxT b
JIZ—H L7 Lv— L% BEELET,
[a7 Y FIZkBEE]
1. (config)# ip access-list extended PORT_RANGE_DENY
ip access-list (PORT_RANGE_DENY) Z{ERk L £9, KUY X MEEHKRTLHZ LI2L-TC, IPv4
Ty b7 4 ZOEE— FICBITLET,

2. (config-ext-nacl)# deny udp any any range 10 20
UDP ~ v # D5i5EHR— MEFH 10 ~ 20 D37 v NEBEETSH IPvd 7y b7 4 VX ERE LET,

3. (config-ext-nacl)# permit ip any any

13



1. 74142

TRTCOT L —L5FfT 5 IPva Ry N T4V ZERELET,

4. (config-ext-naclh)# exit
IPva 7 RLATZ A VZ DEWEE— R b 7r— a7 4 75— RICRED £7,

5. (config)# interface vlan 10
VLAN10 DA > % 7 = —RAE— RIZBITLET,

6. (config-if)# ip access-group PORT_RANGE_DENY in
ZAEMNC IPv4 7 4 VE ZHBIC LET,

(4) IPV6 /Ny FEDJO—RBREEHETEHRTE
IPv6 /84y a7 — Rt LT, 7L —h% ik - Bedte e+ 202 RI0RE LET,

[BREDRA > +]
TL—LZERHZIP 7 RLRAIZE > T7 e —RHEETV, 740X MIC—H L7 L—2%
FHELET, 74T U= LARWIP N7y MIT_RTEELET,

[av Y FIZ&BEE]

1. (config)# ipv6 access-list FLOOR_B PERMIT
ipv6 access-list(FLOOR_B_PERMIT) #{E L9, AU R FEERTEHZ LI1CE T, IPv6 /N7y
N7 4 M ZOEEE— FIZBITLET,

2. (config-ipv6-acl)# permit ipv6 2001:100::1/64 any
HEETLIP 7 R LA 2001:100:1/64 mH D7 L— L& Hikd 5 IPv6 X7y b7 4 VB R ELET,

3. (config-ipv6-ach)# exit
IPv6 X7 v b7 4 LV EZ OEMEE— R b a— a7 4 77— RICED £9°,

4. (config)# interface gigabitethernet 0/1
R—br 01 DA E T 2—AF— RIZBITLET,

5. (config-if)# ipv6 traffic-Filter FLOOR_B_PERMIT in
ZAEAN IPv6 7 4 VW E ZHINZ LET,

125 #EHA A ITI—RT4ILADETE
BEDOA—Y Iy h U H T =R T 4 VH EBRRETDHHERIRLET,

[(BREDRA > k]
config-if-range E— R CTHEEDOA —F F vy NV F T2 — AT A NEEHRETEET,

[av Y FIZ&BEFE]

1. (config)# access-list 10 permit host 192.168.0.1
RA D 192.168.0.1 06721 7 L— L& Hiflkd 5 IPva 7 NL AT 4 VX2 2R E LET,

14



. (config)# interface range gigabitethernet 0/1-4
R—=Fr 014 DA HFT72—RAE—RIZBITLET,

. (config-if-range)# ip access-group 10 in
ZEMNZ IPve 7 4 VB AN LET,

1.

T4ILE

15



1.3 ARXL—3 3>

show access-filter =~ NiZk > T, RELI-HNENKMEINTWINE I DEERLET,

1.3.1 EBRFAavTYFKF—FE
T AUNETHERTAEHa~ RF—E2ROFITRLET,

%19 ERaVYVFK—E

avr R4 L]
show access-filter 7 7% A7 )—F a3~ F (mac access-group, ip access-group, ipv6 traffic-filter) Ti%
E L7727 AU AN (mac access-list, access-list, ip access-list, ipv6 access-list) D
FHEHRER R LET,
clear access-filter T I AT N—TF 3= K (mac access-group, ip access-group, ipv6 traffic-filter) T7%

E L7727 AU AN (mac access-list, access-list, ip access-list, ipv6 access-list) D
iEwmE 27 VT LET,

1.3.2 T4 IL3DIESE
(1) A=Y P UBTI—RIZKESNEI VM) DESR
A=Yy "V E T2 — AT 4 NF ERE LTEGEOBMIEWRO FIEZROKIIRLET,

13 4—9%v b 28T T—RIZT 1 LI EHE LEBEOBIERR

> show access-filter 0/1 1PX_DENY
Date 2005/12/01 12:00:00 UTC
Using Port:0/1 in
Extended MAC access-list: IPX DENY
remark ‘‘deny only ipx"
deny any any ipx

matched packets I 74699826
permit any any

matched packets : 264176
implicitly denied packets: 0

BELER— D7 01422 TExtended MAC access-list] DNEREIND Z & 2R LET,
(2) VLANA VR Tz —RICEESNF=TV M) DOFER
VLAN A > % 7 = —RZ7 4 NVZ EFRE LIZGA OBERERO FiEEROKIR LET,

1-4 VLANA VB Tz —RIZT 4 ILZERE L-BEDENERER

> show access-filter interface vlan 10 FLOOR_A PERMIT
Date 2005/12/01 12:00:00 UTC
Using Interface:vlan 10 in
Standard 1P access-list: FLOOR_A PERMIT

remark "‘permit only Floor-A"

permit 192.168.0.0 0.0.0.255 any

matched packets I 74699826
implicitly denied packets: 2698

$6E L7 VLAN © 7 ¢ /L #|Z [Standard IP access-list] NFERENDHZ L 2R LET,



F2#H QoS

QoS FlfEHDEEE

QoS il L, HIKEEAE « ~— T — « I EERE - Ik X o THlE
ZHIEIL, FRROBIRSCY 22—y 77 BREREORONIZX Y RU—7
EIREFINRAT D7D OEETT, ZOETIE, AREED QoS #ilfHiz>
WCERBI L £,

2.1 QoS #l{HiEE

2.2 HHEMIBERE

2.3 QoS #lftENaI T4 T L— a3

2.4 QoS #lHE@EDNDARL— 3>

17



2. QoS HlfHDE

2.1 QoS FlfEiEE

18

2y NI =27 ZFH LT —E2DOZHAIZE, BEMEEZRIELRWVWASA b7 4 — MO~ 5
T4 v 7N, FERFEAL - WIRRAEELO R T T 4 o AR L T ET, AZEEO QoS #ilfE A LAY 5
ZLIZEoT, FI T4y RIS U EERE ARt TR T,

AIEE D QoS HlEE, FIMOFHLF 2 —D Ny 7y FRREDORSNIZFR v b YU — 27 FIRZ2 A
TEET, 77V —va r ZEICERIND SEIERBEME LT 72012, QoS AN L

v hU—7 G2 YN L ET,

AHEE D QoS HIHDOBERET 7 v 7 2 IRDHIR L E T,

2-1 KREED QoS HlHDET O v Y

FEE
2{EN0 = SR
f?@ﬁﬂiﬁf]f‘ﬁﬁﬂ@@?j: _________ SO—RE T | | R ERE f%ﬂ%ﬁﬁé}
I — P

Er=ralt ¥ 1k B :
| =E |l i it ! :
:MAC?FH:L_';F:: - ARHLIEP IR I
NLAERE | ” | 20— wiE | EEE| IEINEIN TN
og—z o [P BEE e lEm ™ a2 [Tz (T8 (L™ 2e |
U2 = vEST [ E Y i
| S5 =1 (N 1 lﬁﬂ H 1
oo X ARE 'y :
| 11 ) ! | ! [ |
| 11 1: | : :I |
gt S s | Lo——om—oy L1

e[ ] comTHETsI0y Y

IR L7= QoS HlH OB EERET 1 v 7 OB AR DOFEITRLET,

#z2-1 QoSHIHDRHEET O VY DBE

BEREER (L HREE
SAGALEEL 7 L—h%AE TL—AEZEL, MACT FLAF—TARBRRN—F 4 v I F—T
IRFREFER L ET,
HeSER WVER o—PEEE~y | Z{E7 L—2A0 VLAN Tag O —PEEE I, BREEZRELE

v 3,
7 v — il 7 u—fRi MAC ~y #7a kUi, IP7 KL R, R—rEEREDEMIC
—HTLHT7e—2RHELET,
AR Ta—Z LI AER LT, mREBA T e - LTI AT o
EZET,
~—h— IP ~ v Z N ® DSCP <° VLAN Tag D= —WEE A 2 & X iz ZHRET
7
B R E T a—IZxT A ERES, BREINCTIZRT X a— A VT BEEY
TELET,
TEAT AR BEZE A Ry FOBRELF2—DREIGLT, BN 7L —2&Xa—AY
TFDMBEFET LN EHE L ET,
3 EXa—bDO7 L—AOMANEFE L O Hmig & HlE L ET,
pES Ep Aty 7 L—ALEE =N EkoTHIfEnT L— L EEELET,

AREED QoS ML, ZEFE7 L —LOEEEEZ2—FEEE~y © 7, F37 m—HlfEc & o TRE



2. QoS HlHDHME

LET, 2—PEEE~ v 71E, Z{E7 1 —250 VLAN Tag WIZH 5 2 — PR ISV TSR
ERELET, 2—FELEETIERL, MACT RLARLIP 7 RLAZR EOBEDSMIC—FKT 57 1L —
DI U TEEERZRE L WIEASIE, 7e—HE2HEHLE T,

7o —HEN L DEREOPEIL, -V ELEvy Ly b nE T, 2, 7 u—HlEg,
B EPE DIZ NI RS e~ — I — b i+ 5 Z N TE T, 7e—RMH TR Lz7e—icx L
T, W, ~— b —, BREEREOSMEIIREBICENET A Z N TE ET,

EEHEL, 2—PELE~ B 77 o —HlN Ko CTHRE LB EICE ST, BEERIE<C
= EEELET,
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2. QoS HlfHDE

2.2 HBNIEfEER

ZOFTHAT L —PEEE~ vy B T OMBESTEROKITT LET,

E22 1—4YEBEEIVEVTDOMEDIT

FEE
ZEW EEE

:"&TE‘&EJE": 5‘%‘@“: T Jo—&wm | || 2EHE ] :'%_{E?LIE":
Er=ralt ¥ e :
| O2E | ¥ ARE i :
:MAC?FH:L_';F:: 2 VL m] [ :
ovzgE (Y] 77 |Lloo—| | % | 27 A EME N EI IR SN
oo [ BEE I s MM 2 [T e TR LT e |
i IR iy ESg | 1 el (23! !

S TF—=1 L 1 b P! :
| Tz ¥ ] L |
I 11 I: | N : | l
I i ]I 1 L L1 1 ]
ot byspeppnpnnet B Sospspeppeiepssnpeifsspsifeppppnt A B Spupugliihm N i,

mﬁq)D; COMTHET S IOy

221 1—YEBEEIVEVY
a—PERE~ v B 7, Z{F7 L —2A0 VLAN Tag WIZdH 52— PESE IS W TR E 2 e

HRERETT, ALEETIE, WIZa—VEEE~ Yy EVIREEL, T TORET L— LISk L TEEE
BRELET,

O, EENOBILEEZEKT CoSHEEHAVWET, ZETV L —202—VELEDENS CoS
fEICey 7L, CoOSTEICEL > TEEF2—ZRELET, CoSHELEREF 2 —DRSIZOVTIE,
3.10.2 CoS~vvw BV 7Rl 2L TIEEN,

o —PEJEEEIE, VLAN Tag ~v # N Z 74E# (Tag Control) ® LA 3 ¥y F&RLE7, 723, VLAN
Tag 727 L— A0, %12 CoS 1l 3 A L £,

7 u—flNC & DEEERENBET 255G, 2P EEE v e XD bEE L TEIEL £,

£22 A—HEELEEELE CoSTEDITYELY

JL—LDEE
VLAN Tag D& & A—HEEEE IvEVTEh% CoSfE
VLAN Tag 72 L — 3
VLAN Tag & v * 0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7

20



2. QoS HlHDHME

(LB — 35471
WX VLAN bV o 7B ELER— FCZELET7 L—2AIE, ZERO—PELEEMICEGRRL, %2 CoS

i~y B 7anET,

222 A—YEBERETYEVIDIEEE

(1) A—HEEEIVYE TOXE

AIEBR LA Y 3 kAT 58, 22— PEBEE~ vy /1%, 2B ¥ TO VLAN Tag 123t L THEIT
9, 3 BLLED VLAN Tag Mt 5- SN TWAEAIL, ZELLE 7V —LEFEELET, 2—VELE~ Y
v 7 INER & 725 VLAN Tag R ORI R L £,

2-3 A—HEEETYEVT R
(i) VLAN Tag 1BE@2+—<w b

_ _ 1BB® | Ether
MAC-DA MAC-SA VLAN Tag | Type Data FGS
(ii) VLAN Tag 2BROD 74—V v b+
_ _ 1BB® | 2EkB® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Taz | Type Data FGS

mﬁ»[]::—&ﬁxa7w5ydmﬂﬁ§mm



2. QoS HIHDHE

2.3 QoS #lEEBEDaA VI« L— 3y

QoS @D a7 4 S —varavy F—EBEZROFITRLET,

22

%®23 avIq44HL—YarvavrrF—g

av Y R4

Bl

flow detection mode

T4 NS - QoS HIHD T m—iHE— FERELET,

ip qos-flow-group

A=Yy X7 2—RAF7T VLAN IZxF LT, IPv4 QoS 71— U &
h&JEM L, IPv4 QoS #ili#l &= ANz LET,

ip qos-flow-list

IPv4 QoS 7 r—f & LCEIET 5 QoS 7r— VU X FEFHELET,

ip qos-flow-list resequence

IPv4 QoS 7 m— U X M ORI ANEFO Y — o v AF sl ELET,

ipv6 qos-flow-group

A=Y F oy b2 BT =— Ak LT, TPv6 QoS 71— % k%5 L,
IPv6 QoS il = Hhc LET,

ipv6 qos-flow-list

IPv6 QoS 7 —fiHi & LTENET 5 QoS 7 — U XA MEARELET,

ipv6 qos-flow-list resequence

IPv6 QoS 7 m— U X FDOSMFEANEF O — o v AF s a B ELET,

mac qos-flow-group

A =Ry b ¥ 72 —AF72IF VLAN IZxF LT, MACQoS 7r—VU X
MAEA L, MAC QoS il & fzhic LET,

mac gos-flow-list

MAC QoS 7 m—fgiti & LTEIET S QoS 7 — U X FAREL £ T,

mac qos-flow-list resequence

MAC QoS 7 — VU & FOFMHEAIEF O — 7 v AF S & HRELET,

qos

QoS 7u—U A b TOT u—HAME LOBIEREZRELET,

qos-queue-group

A =P Xy " H T2 =R LT, QoS F=—V A MEHAEMAL, L
Hy—y 2= B LET,

gos-queue-list

QoS F=2—VU A MERIZAZF Va—) I E—RERELET,

remark

QoS DA EFA &Rl L £ 7,

traffic-shaper rate

A= Ry b ¥ T 2 —RTR— MEEHIEZRELE T,




2. QoS HlHDHME

2.4 QoS #lHEBEDARL—T 3V

241 BRIV K—E
QoS il i@oEHA 2~ R—EZ2RDFITRLET,

*:2-4 EfREaTUF—%E

av Y R4

Bl

show qos-flow

QoS 7 u—27 )L—7 2= F (mac qos-flow-group, ip qos-flow-group, ipv6

qos-flow-group) THE L 7= QoS 7 17—V X k (mac qos-flow-list, ip qos-flow-list, ipv6

qos-flow-list) DFEFHERZ TR L E T,

clear qos-flow

QoS 7 r— 7 )L—Fa<> K (mac qos-flow-group, ip qos-flow-group, ipv6

qos-flow-group) T E L7= QoS 72— 1Y Z | (mac qos-flow-list, ip qos-flow-list, ipv6

qos-flow-list) OFEFHERE 7 VT LET,

show qos queueing

A —FF v A 87 2= ADEEF 2 —OREEREFR LET.

clear qos queueing

A =Py b U E T 2= ADEEF 2 —OFGEHERE 7 U T LET,
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ZOETEAEEO 7 v —Hl#l (7 v —kh, #FRER, ~—0—, B

RIE) WZOWTHBLE T,

3.1 TJO—aHfgEs

32 Jo—gHarvoq«gL—v3y

3.3 JE—RBHOARL—ay

B}

3.4 THEEEHRAEDS

35 HWEEMFEOaAL I« TL—T 3y

£l
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3. 7oO—HHE

3.1 JO—KHfEER

Tao— e, ZL—bD—EOHENTHL 7 —% MAC~y &, IP~v &, TCP ~v &/p & D4k
WCHASNWT 7 L— A2 T 2MEETT, QoS 7 —U X FTRELET, QoS 7u—U X h DM,
[3.1.3 QoS 7ur—U R K] 2L TIEIN,

REETIE, ZEAUMA—YV Xy v FT7x2—RA+VLANA LV ZT7=2—RAT, A —VFxv b V2ERXB X
N TIEEES802.83 ® SNAP/RFC1042 XX 7 L — LD 7 o — N TEX £3, REWRERA V¥ 7 = — A3,
Ta—RIHE— RIZEoTEDLY £, 20k, REBNARNICEFT D7 L—AiF 7 o —Htixtgs <
7

ZOHEITHAT D 7 m—RHONE ST 2RO LET,

X3-1 7O0—KRHEOEEDITF

FEE
ZEW EEE

:"&TE_!JEJE": :"ﬁ;‘ﬂ_ﬁ@": e ih"—'%il?ﬁ""""”: | R ERE | :’%_{E?&E“:
Er=ralt ¥ HinEnE :
| 2E | ¥ ARE i :
:MAC?F::;L_':F:: 2 VL m] (o) :
NovzgE (Y] 277 |Liloa—| | s | 27 A EME N EIIRI SN
oo [T BEE M MM o [T re TR LT e |
i IR tifrw T | 1 el (23! !

S TF—1 L 1 b P! :
| Tz ¥ ] L |
I 1 ] : | N : | l
I i 1 I 1 L L1 1 ]
ot Syeppppnpnpnet i fyssssspps syt A ) B Spupugliihpn N i,

WWD[]::@%T&%T%?DUO

3.1.1 7O0—RBHE—FK

26

AREEETIE, Ry P HERSCERAREZHE L TRORIIRT 7o —HHTE—FEZHEL TWET,
FENFIZEDLETHERIRL TSI, £, 7 —HRHET— FEERRTIEOHLZIZOVWTRIZRLET,
MAC Z&ftt, IPv4 i, B I OVIPv6 S0 EMIE 13.1.2 7o —WHEM) 28R LT EE0,

e MAC &M T7 L— 2 &R LIWEEEITE, layerd-1 ZfEH LT 72 &0,

o IPv4 SMFICHRHE L CT7 L— 2 MH LIEWEEAIE, layers3-2 21 H L T E &0,

o IPv4 B L OVIPYE 5T L— 2% L7=W0WEEAIE, layer3-3, layer3-4 O EH 50 EHH LT
<IN,

7 v — T — R flow detection mode =~ > RCHRELET, 72k, ®RLEZ7a—HRLE— FiX
7 4V H - QoS THIE T,

T —BHE— REET LRVES, layer3-2 837 74/ hOF—RE L THRESNET,



31 JOo—RBEE—FET7O0—HEOBER

3. Jo—#lE

J0—%kE ERB®M Ja—81E BRHESR
E—FK A 2371 —R
layer3-1 IP 7y RRENUSND T L—LD | MACT RLZA, £ —H % |k A —%x> b
7 o — i A2 TS DA L 44T EDOMAC ~v &7  VLAN
*9, £/, IPva X7y MTRHEL L—AERI L ET,
727 0 — il TV WG AT B E IPv4 /%7 MiX, IP~v 4,
HATEEd, TCP/UDP ~y X C7 L —LAh%
B LET,
layer3-2 IPv4 A%y MCHEL7Z7 B —ifil# | IPv4 %7 v M2oWT, TP A= % b
EATWTEWEEICER L ET, ~v &, TCP/UDP ~v % C7
L—AEZRELET,
layer3-3 IPv4, IPv6 "7y MZHEHME L7 IPv4 X7 MiX, TP~y 4, A =%k
a— il 2 TNV A IS L E TCP/UDP ~y X C7 L— L%
¥, BHLET,
IPv6 /X7 ML, BETIP T
RLATCT7L—A%&BINLE
N
layer3-4 IPv4, IPv6 /37w MZH LTz IPv4 /37y ME, IP~v &, A —FF b

o —HlE 2 AT VRS IS L E
T

TCP/UDP ~y ¥ C7 L — L%
M LET,

IPv6 /7w ME, 3% IP T R

LATTZ L—A%EBHELET,

3.1.2 JO—BHEH

Tu—HT DI, arT7 4 L= a T — 2T A o0&t EEELET, T e —H
HE— RN L DREMRER 7 v —RHEHE2RORIIRLET,

+®3-2 BEARELRI7O—RHES (1/2)

=5l SBFIEH layer3-1 layer3-2
4 —4 VLAN 4 —4
v b v b
MAC &t =av747L—vav VLAN ID %1 O — _
MAC ~v ¥ #E7E MAC 7 KL & O O -
554t MAC 7 K L2 O O -
HM—YFy b oA T O 0 -
P 2 o O -
IPva &t av o4 7br—vay VLAN ID 1 ) O
MAC ~ v 4 P 2 O o O
IPv4 ~ v 2 %3 IRVAZA=R =% O O 0
EEITLIP 7 RLA O O O
5 IP 7 KL A O O O
ToS O @) 0
DSCP O @) e)
Precedence O O O
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&5l &REER layer3-1 layer3-2
141 —4 VLAN 4 —4
*v bk *v bk
IPv4-TCP ~v & EE AR — H—fE O O O
FEE (eq)
HiPHYE E O><5 O><5 O><5
(range)
55— b B8 O O O
i (eq)
[liiiE s OX5 O¥5 OX5
(range)

TCP #1175 7% 4

IPv4-UDP ~» ¥ EE AR — H—fE
h &5 (eq)
HPHTE & OX5 O¥5 O¥5
(range)
sudeAR— bk H—$8E O O O
x5 (eq)
[liiiE s OX5 O¥5 O¥5
(range)
I1Pv6 51t avI7 4 L—var VLANIDXI — _ _
MAC ~v ¥ AP S K 2 — _ _
IPv6 ~v & EETXIP 7 KL X — — —

55 IP 7 L% — — —

*3-3 IEERRELR 7O—RHEH (2/2)

&5l REIEE layer3-3 layer3-4

£—%xy b {—H%xy b

MAC %44 a7 4 L— gy VLANID%I — _

MAC ~v ¥ KEILMACT RLA — -

%5t MAC 7 R L& — _

L—=YKy b 4L T

R 2

IPv4 At AT T —vay VLAN ID ¥ 1 0) o)
MAC ~ & S 2 O o

[Pv4 ~ v 5753 Efr 7w b ) 0

BETIP T FL X O O

Fide IP 7 KL A O O

ToS o) o

DSCP O 0

Precedence O O
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=5 REWEAB layer3-3 layer3-4
41—y k 4A—HFy k
IPv4-TCP ~v & KRR — H—E O O
E:SEE2 (eq)
iR E O¥5 O¥5
(range)
SE4EAR— bk H—EE O O
&5 (eq)
HiFRFE QX5 O¥5
(range)
TCP #lifl 7 5 7% 4 @)
IPv4-UDP ~v & EETEAR— H—E O
&5 (eq)
IR E O¥5 O¥5
(range)
SE4EAR— bk H—EE O O
&5 (eq)
HiFRFE QX5 O¥5
(range)
IPv6 &t av 74/ L—vayr VLAN ID ¥ 1 )
MAC ~> & 2 — PR 2 O
IPv6 ~v & HBEITLIP T RLA O —
i IP 7 KL A — O

(L) O $8ETED

X1

— HEETERL

ALEED 7 0 — K Gl T& 5 VLAN ID 1, VLAN =227 ¢ 7' L—3 5 > CAJ) L7z VLAN (2%f
LTHET 2T, AMW7L—2a0BET25 VLANID L ¥,

X 2

KIDFT 7 =L OonTiFa—PEEELZRHTE EHA, WL, 2—PEERE3 L L THRHLE

75
- VLAN Tag

+ VLAN b

BRLDOT7 L—2A

XV T ERELER—FTRELETL—2A
- Tag ZZHHEREIC L W Tag ZaShiz7 L — 4

VLAN Tag B3¥d 5 7 L — 21Zxt L Ca—FEEE LR T 286, MACT FLAl25 1 B H
® VLAN Tag (25 52— FEEENRR L 72 £9, IROKIZ VLAN Tag 3% 5 7 L — A D

R LET,
(i) VLAN Tag 1D 74+ —< v b
MAG-DA MAC-SA vﬁﬁ% ﬂg Data FCS
(i) VLAN Tag 2B T+ —< v b
MAG-DA MAC-SA vﬁf&;ﬁﬁﬂ% ﬂg’ Data FCS

X 3
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ToS 7 - — /v ROFFEIZ DOV T DA

ToS ToS 74—V FD3EY h~6EyY FDETT,
Precedence : ToS 7 4 —/LV KD FA7 3 ¥y FDfETT,

Bit0 Bitl Bit2 Bit3 Bitd Bits5 Bit6 Bit]

| Precedence ToS | - |
DSCP :ToS 74—V RO L6 B FOETT,
Bit0 Bit1 Bit2 Bit3 Bitd4d Bits Bit6 Bit7

| DSCP | - |

X4
ack/fin/psh/rst/syn/urg 77 73 1 O/ > N LET,

X5
TCP/UDP &R— F & EWMH N F — L ZHE K 16 NZ— £ THH T £9, TCP/UDP R— &5k
RE—=2OFRABNZHONTIE, ~=2T N (a7 47— a A FVoll 228) 7 4L 47 -
QoS) B L TLZ &V,

313 QoS 7A—1Y X b+

QoS D7 —MHEET H-OIITar 7 4 7L—varTQoS 7ue—U A NERELET, 77—

MIEEHFIISCCRET D QoS 7 — U A MBRRARD 3, /o, 7o —RHSEHT L IchiTiER >

L— AR R D £, 7R —BRHEEERIETH QoS 7r—Y X, BLUOWHATREZ 7 L — AFER]
DOBMRERDORITRLET,

%34 JO0—RBHEEHEMNETS QS 70— X+, BHETTEEL 7 L— LB OMEE

J0—RHEH EfIv ) X9 % R ATRER T L— LFEH
QoS 7E—Y Rk JO0—@HE—F
JEIP IPv4 IPv6
MAC &4 mac qos-flow-list layer3-1 O O @)
1Pv4 4:1F ip qos-flow-list layer3-1, - O -
layer3-2,
layer3-3,
layer3-4
IPv6 41t ipv6 qos-flow-list layer3-3, — — O
layer3-4
(LB O : it s — T RRITERY

QoS 7u—Y A hDA U HE T 2—A~DHEMIE, QoS Ve —rN—Ta~wr RTERLET, @HIER
X, QoS 7 —Y XA NDRIA—=FTHLL—7 V AFEFICL>THRELET, £z, QoS 7r—U X |k
TLIZ, QS =V MU DKBRITMISL L TEMLET, £D7D, 7L —A0EHD QoS = M IT—E
THZERHVET, BEDO QoS = M IC—HKL7=HE, ERICEMET2DFHE—~D QoS = hU T
T

(1) 41—y P URATT—REVIANA VA2 D —RAREIZ—HLI-BEDOEE

A =YXy M2 Tx2—2L, FHTLHA =Y Ry P FT=—ANBETLH VLAN A ¥ 7 = — |
FHLTQoS Ty M EREL, ZHTHA =Ry MU FT7 2= ANbDZEET L— A% LT QoS

30



3. Jo—#lE

Tua—RHEERET S E, BEO QS =y MK TIHEAERDLVET, A —F Ry MM HTx—2R
BILRVLANA v Z 7 2—2AD QoS = MIZ—HET25E8IFA — Ry MM F 72— LD QoS =
VRUERERLET, BHD QoS = M IZ—H LB OEEERORITRLET,

£35 EHDQSIVrYIZ—HLI-EEDHE

BEIANEAIU M) —HELDIHMAEDE A<D QoS T kY
A—H 3 bk VLAN
O - A =¥ xv b
- @) VLAN
O O A —4F v b
(LB O $8EHY —HEERL

ZDEIRTHS T HOIE, 7 u—BHE— N layer3-1 T,

(2) mac qos-flow-list, ip qos-flow-list IZEBFIZ—E L 1=15& D EE

Fl—A % 7 =—AZx LT mac qos-flow-list, ip qos-flow-list & 7 v —#iH5ME L= QoS = VU %
WELT, U TDIDA L HT2—ADLDZEFET7 L—LIZR LT QoS 7u—taEid 2 &, kD
QoS = MV IZ—ET BB EMNH Y £9, mac qos-flow-list, ip qos-flow-list D QoS = k V{Z—F 72
B413 mac qos-flow-list ® QoS = F U 2 LET, #HHD QoS = F UV Ic—F L7=8A 0iifE a2 ik
DRITRLET,

®36 EHOQSITYMJIZT—HLI-BZBEDEIE

BETANEIU N —BERIHEABDE BAAHZT BTV
mac gos-flow-list ip qos-flow-list
O - mac qos-flow-list
— O ip qos-flow-list
O @) mac qos-flow-list
UL O HBEHY - ERL

ZDEIRTHS T HDIE, 7 u—BHE— N layer3-1 T,

314 JO0—RHEERKOIEEE
(1) QoS TV M) —EBFDENE
T L= ABEHO QoS = b Y —HK LG, —H L7 QoS =2 kU ofEHER AR b ET,
(2) VLAN-Tag f1Z 7 L—AIZx3 % QoS 7 O—#&H

2BD VLAN-Tag 325 7 L—2IZ LT, £ —V Ry h¥ A7+ IP~v & « TCP/lUDP ~v ¥ % 71—
Mgt & L7 QoS 7 u—at & EMid 2 7-0121%, A%E T VLAN bV o 7 BRE, F713554
BHA LV H T = — AT Tag BHMSRENEIE L TOBMLENRH Y £,

WIS X 9 e84, VLAN-Tag LD~y ¥ D QoS 7 v —HR T 4 A,

e 3BtLIED VLAN-Tag 3% 5 7 L — AIZxF LT QoS 7 r— i & Ll 256
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o AEEETVLAN k3 ) > ZHBERENEIE L TR WIRRED & &, 2 B VLAN-Tag 2335 7 L —AIZ
* LT QoS 7 m— & Ei T 256

o M A U H T =2 — AT Tag BEBERENEIEL TV REED L &, 2 B D VLAN-Tag 35 7 L— A
12K LT QoS 7 m— il & Ehti 9™ 2 85 H

HETLHT7 L —b% QoS 7 u—i T 255G, 7o —MHSEMIZ VLANID £721 3 MAC T RLAZHE
LTLEEN,

(3) IPVA 7S04 by RIZHT D QoS 70—t

IPvda 75 7 A2 b%%» MZX LT TCP/UDP ~vy ¥ % 7 u— 5L L2 QoS 7 u—kH &21T7-72
e, 2&BLUBED T Z 7 A Xy MiZ TCP/UDP ~» Z 37 L—ANIZZ2W=D R TE FH A,

TITA Ny NEEDTE QoS 7 u— A ERT 5551, 7 e —MHEMIC MAC ~v &, 1P

Ny ZEREL TSN,

(4) PEEEANYZDH D IPV6 /34y MIxtd 5 QoS 7 O—i&iH

IPV6 {8~ X D& % IPV6 /347 » MMk LT TCPIUDP ~v % % 7 o — &t & L7= QoS 7 7 —H
HigTEEtA, IESNYXOH D37y MZH LT QoS 7 u—iH &2 ET 55618, 7o —mH&Mt
IZ MAC ~v 4, IPv6 ~v # & FRE LT &,

(5) QoS TV Y EERDENE

ABEBTIE, A VX 72— AEAFHD QoS = N ZETT AL, BENKMEND ETOM, Bl
DB ERD T L—2B M ENRL R0 E4, D), —HICIEND QoS = b THIHEN D4
ANDHY ET,

(6) IEZHDHERE & DFEIFFENE

DTFOBETL—MIFEELETE, A F 7x2—AHLTQoS =y M) EZREL B LGS, —
L7z QoS = NV OffEHERBA R O E T,

» VLAN O R — b OF — X R REEN Blocking (57— ZBRik{E1EH) ORIET, SUR—FFhH 7 L—
LEZE LSS

o 7’1 s =)L VLAN « MAC VLAN <, VLAN-Tag & 7 L — A% %{5 LI25HA

o BR— MEFHGERHERE TR E LR — b b 7 L— 252 ZE LA

o« %47 47 VLAN % b T > 7 BR— b TkZ(ET 5 VLAN IZBE LR WT, VLAN-Tag7Z2 L7 L— 2%
ZE LA

o NI UIR—FTEZET S VLAN ITEE L TV VLAN-Tag i} & 7 L — LA %55 LIZEE

o BEIEEMEARE LI 74 Z = MY (BROEFEOT M) 2#58T) IL—HTH7—2%%5 L1
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3.2 JOo—RHarIq445L—>3y

321 J7O0—RBRHE—FDERE

QoS filfHd 7 v —fHE— RERETHH2 R LET,
[REDRA > K]

Za—RBHE— X, =T =7 ORRNRENESMEZRET D720, ROICRELET,
[av Y FIZkBEE]

1. (config)# flow detection mode layer3-3
7o —HE— Flayer3-3 # A LET,

322 #HHAUZTT—RAD QoS #HIFHDIETE

BEDOA =Y Fy b U Z 7 = — R QoS FilH AR ET 262~ LET,

[(BREDRA > K]
config-if-range — NC QoS il Z AR ETHZ & T, HEDOA —F Xy M U F T = —R|T
QoS filfHl & F%ETE £,

[O< 2 FIZKBEEE]
1. (config)# ip qos-flow-list QOS-LIST1

IPv4 QoS 7 —U 2 b (QOS-LIST1) Z{ERLET. AU R M&ERT 22 Lick>T, IPv4 QoS
Zu—UJ A ME— RFIIBITLET,

2. (config-ip-gos)# qos ip any host 192.168.100.10 action cos 6
192.168.100.10 D IP 7 KL A &%i4t & L, CoSIE=6 D QoS 7u—VU A h&FRE L £7,

3. (config-ip-qos)# exit
IPv4 QoS 7r—U R b E— bl m—rba 7 4 77— NIREY £75,

4. (config)# interface range gigabitethernet 0/1-4
R—=h01-4DAVHET z2—AF— RIIBITLET,

5. (config-if-range)# ip qos-flow-group QOS-LIST1 in
Z{ENZ IPv4 QoS 7 m— Y A M &AL LE T,

3.2.3 TCP/UDP "— BB DEF T QoS #lfEHd 5% E

UDP R— FESOH#iIHEZ 7 m—#iHSth L L, QoSHlllEfkET 26a R L £,

[BREDRA > k]
7 L= LZfFRHZ UDP ~ v Z 05 e R — FE S OHFIZ L > T7 m—HH 2170, QoS il 2 5t
LET,

[a< Y FIZkBE%E]
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34

. (config)# ip qgos-flow-list QOS-LIST1

IPv4 QoS 7 — U 2 b (QOS-LIST1) %AEpkLE3, AU R F&IERT S Z LIk >T, IPv4 QoS
Zu—U 2 NE— FIZBITLET,

. (config-ip-qos)# qos udp any any range 10 20 action cos 6

UDP ~ v ¥ OFadeAR— NES OB 10 ~ 20 # 7 0 —fHiti4H L L, CoSfii=6 D QoS 7r—1U &
MERELET,

. (config-ip-qos)# exit

IPv4 QoS 7u— U A hE— Kb u—rar 74 78— RIIRY £1°,

. (config)# interface gigabitethernet 0/1

B—R01DA L H T 2—RAE— RIBITLET,

. (config-if)# ip qos-Flow-group QOS-LIST1 in

ZAEMIZ IPv4 QoS 7 r— U A R EAAENCLET,
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3.3 7JO—mHDARL— a3y

show qos-flow 2~ > RIZE > T, HELTEHNEDBKINTWENE I AR LET,

3.3.1 IPVA/Nry bEDDO—BRESEHE L= QoS HIfE D EN{EFEER
IPv4 X7y b &7 o —RiHEE L Lz QoS KM OBEMIR D HiEE2 RO R LET,

3-2 IPv4/Nry b EDJO—RHEEHE LTz QoS HIHOBIERER

> show gos-flow 0/1
Date 2005/12/01 12:00:00 UTC
Using Port:0/1 in
IP gos-flow-1ist:QO0S-LIST1
ip any host 192.168.100.10 action replace-user-priority 6
matched packets : 74699826

FBE L7 — h® QoS filfiz TP qos-flow-list] NFERINDZ & &R LET,
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3.4 ik BEtR AR

HIREARL, 7e—RH TR L7z 7 e —ofig a2 BER T 28EETd, O THIT 2 8RER O E
SIFEROKITR LET,

3-3 HHEROMEDHT

FEE

Z{EM =I5
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1—4 1
P BEE P oew Plea ™ » [T rx [
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TyELY
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o 1

L 1

(FL@DEI: COMTHET S IOy

3.41 HEHEWR

36

TJo—BHTHRIELEZZ7L—207 L —AE (MAC 7 FL A5 FCS £ T) A #5445 M
TT, ELERERNE LTHkT 27 L —2o0% ESFT7 L—4), BEREED FE LTRFAT 4 %
B —2a% HBEK 7 L—A] EEURET,

7 — TR L7e 7 L — AR A S LTV D ETIER LTV D 2 0HEICIE, KD AS
T2ROBANW= 7Y 2TV 295, Leaky Bucket 7L 3V X A% HNTWET,

Leaky Bucket 7 /12U A ADET IV EZRDKIR L E T,

3-4 Leaky Bucket 7)LT ) XLDETIL

ZL—4 ZL—L4

INTFYDFRES=
AP S S Y

<> EREE -+ EHFE
BFIL—L 7 L—L
2 N BITEEREE S DK RN, 7 L — AZAERFZIEI MAC 7 R L A5 FCS £ TOH A XDKIE

TRENFET, KPEIRENDIEIATY RH ST RITIUT, #ETF7L—AL LTHflkShET
(ERDLEROH]) , KPEZRAENDBEIATYRHSNTVDLEEIE, 7e—BIHETHRIHLZZ L—24
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BERZ7LV—LE LTI AT o 2R LET (EROHROB]), KB —RFHIICKEICES ZEN L X
TRCEXDE, TROLLATFYOEREIPN—A M A X LET,

NR—=2A " A ADT 7 )b b T 16kbyte TI 2, K VHMOELINKEWNT 7 4 v 7 OMSF AT v b
T AERICE, Ny 77 A XERELSEREUEALTLEE N,

AHERRIE, BRHIREEH & S I 2 D AR Y, IR & e K T T E 2 X v T o
DO ERDOEIIRLET,

®3-7 REFHEREEATEHHHTERATEORNTILT 1 DIELHE

BRI L—LIZHTERFILT 1 g BE AR A A
RIEFEER XA
s e - ©
Xa—A VB EAE O —
DSCP Ex iz O —
(LB O : EHFRE/R T VT« —  ERAARARER ATV T

3.4.2 HEEREARICERINATBRGHREHIFR

R O & PRI RE A0 R 23 70 0 97, APk BE A I Rp I CER I P REZR MR i 2 IR D RITR L &

N

& 3-8 BRI A IRER AT RE IS R ET IR R

g B AR AE A IRERFT AR AT 1B SR
B K igE X BRRHEEST RIEHEER RIEHEET
AT R AR - - O O
R A A O O — -
ARG AR & R R dnll O O - -
HOMAEDE
LD O : BRIRATRE — @ BRI ATRE

343 FHERERROEERE
(1) 70— THEE LEBERSE L AR - A+ 21— 0B%

BEO 7 v —THHEAKREZ A L T 2555, % QoS 7u—x» b THIE LERNED & &
w, M=y b 2T 2=, FRITFEF 2 —OWBEUNE 225 X 51T, BERREEZ
BTLTLEEN,

(2) FEHERKEZERALEVN I O-EDER

RS L 2T = AT 7o —nNFE CEREZIIF 2 —lch&hank ric L ¢l
72X,

(3) 7R bFaHET L—LDFEEER

ALEE TIL, ALEESL TOT 1 b =Ll b— A BB RIS 9, Led->T, ALESET
o7 kAT b— A b RREERHEER & L TRESALIGENH Y £T, 07w, KEEET
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7 A—il{E

D7\ b AVHEE T L — LB RE LT KRR T DMNERH D £,

(4) TCP 7 L—AIZxtd e KXHEHIEDFEA

KR 280 L2561, TCP A m— A4 — MRV K ST — Z Rl S imIciE < 72 b
BENHY F£7,

FREMERD ST, RABHIKERZEHA LT, [V —2APBBEEINCTLRDLIICTFa—A VI E
HEETT2] OBELERTHEIICLTIEEN, KREIZL->T, Bk EE2 TH 3 SICHEE
SNZRNWT, HARBBRATE L ERTITEEIND LRV £,

(5) [EHDHEEE & DEIRFEIE
WITRTHE, 7 b —ABEE L3RRSI SRICR 0 97,

o BEEENEAIE L7 4V F U b)) (BROBEEZEOZ N 2E&0) K T57 1L —2%2%F L1

B
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>

\"
i

HIFEERDa Y D4 L—

3.5.1

54

= NI I D ER E

EDRA > +]

T L= NZEFHISEEIP 7 FL AT L » T 7 v —H &7V, e REHS S 217 5 SRR 2 3% E
LET,

[37 Y FIZKBERE]

1.

3.5.2

(config)#ip qos-Flow-list QOS-LIST1
IPv4 QoS 7mr— VU A kb (QOS-LIST1) ZfERkL E9, AU A MEEHKT 2 Z L2k -T, IPv4 QoS
7u—U A FE—RIIBITLET,

(config-ip-qos)#qos ip any host 192.168.100.10 action max-rate 5M
max-rate-burst 512

FESEIP 7 R L A3 192.168.100.10 7 v —|Zxt U, e KA O BEAR A8, =5Mbit/s, fe KA
DN —R A X =512kbyte D IPv4 QoS 7 — VU X FEHRELET,

(config-ip-qos)#exit
IPvd QoS 7r—U R M E— R r— a7 47— NIREY 7,

(config)#interface gigabitethernet 0/1
R—F01DA L ET2—AF— RIIBITLET,

(config-ifF)#ip qos-Flow-group QOS-LIST1 in
ZAFMENZ TPv4 QoS 7 r— 1V A | (QOS-LIST1) A%z L £,

REFHERERKROX 11— VI BEEDETE

[BREDRA > +]

T L= LZERISEIP T FLAIC K> T7 n—mH 217V, REFEEHEEZITI 2 2RELE
T RIMHBERZER L7 L—AICH L TE, Fa—A VT BREOEEEZITOREEZ LET,

[av Y FIZ&BEE]

1.

(config)#ip qos-flow-list QOS-LIST2
IPv4 QoS 7 r—VU A k (QOS-LIST2) #/Emk L E3, AU R ME/EHKT 5 Z &2k > T, IPv4 QoS
7ua—URANE—RIZBTLET,

(config-ip-qos)#qos ip any host 192.168.110.10 action min-rate 1M
min-rate-burst 64 penalty-discard-class 1

S IP 7 R L AN 192.168.110.10 D 7 v — |2kt L, HAREHHI =1Mbit/s, fARBERHFED S—2
kA X =64kbyte, FIEHIKEH TOEBR 7L —L2DF 2 —A  ZEIEE =1 D IPvd QoS 7r— 1
MERELET,

(config-ip-qos)#exit
IPv4 QoS 7r—U R M E— b/ m—rba 7 4 77— NIZRED £75
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4. (config)#interface gigabitethernet 0/3
R—h0BDA LV E T z—AF— FIIBITLET,

5. (config-if)#ip qos-Flow-group QOS-LIST2 in
ZEMNZ IPv4 QoS 7 r— Y 2 & (QOS-LIST2) ZA#hC LET,

353 HEFEHEHERFED DSCPEZHZDET
BrrEo7a—Cx U TRIEHEES (B 71— DSCPoEXMZ) 2EHTHHESICKRELET,

[BREDRA > K]
T VU —ALZERHISEIP 7 RL AL > T 7 u—RHEEITV, KEFEZER (min-rate) 2179
WEHERELE T, RIEERAEE A SN L7 L —AICK L ClE, DSCPEOEE 41T HRES L
7,

[3< Y RICKBERRE]
1. (config)#ip qos-Flow-list QOS-LIST3

IPv4 QoS 7 —VU 2 b (QOS-LIST3) %AFpk L3, AU R F&/ERT S Z LIk >T, IPv4 QoS
Zu—U 2 NE— RIZBITLET,

2. (config-ip-qos)#qos ip any host 192.168.120.10 action min-rate 1M
min-rate-burst 64 penalty-dscp 8
S50 IP 7 R L AN 192.168.120.10 O 7 1 —(Zxf L, HAKERRR =1Mbit/s, HIKEHRAIRD N—2R
kA X =64kbyte, HiKHHRER TOEN 7 L —20 DSCP {5 =8 ® IPv4 QoS 7 u—Y A F & #E
LET,

3. (config-ip-qos)#exit
IPv4 QoS 7u—Y R hE— Kbl un—r a7 0 78— RIZED £7,

4. (config)#interface gigabitethernet 0/5
R—br 0B DAL E T 2—AF— RIBITLET,

5. (config-if)#ip qos-Flow-group QOS-LIST3 in
Z{EMENZ TPv4 QoS 7 r—1Y 2  (QOS-LISTS) ZH#hiz L £,

3.5.4 mAFEHGMHEFEFEHEHROBEAEHLEDERTE
BB D 7 v —IZ%F U Tl R & R AR GEN 7 L— X DSCP oEEH# %) 2 EhE L=
BIZRELET,
[BREDRA > ]
T — A ERHISELE TP 7 FL A Lo T 7 u—HH 24TV, BBk & SR a2 1T 9
EIEHAAZRTELET, RESFHEHRAZER L7 L —AII2 L TIL, DSCPEOLEHEAZITHHRTE
[_/ij—o

[av Y FIZ&BEE]
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. (config)#ip qos-Flow-list QOS-LIST4
IPv4 QoS 7r—VU & kb (QOS-LIST4) %#AERL ET, KUY R MEAEKT HZ LI2L > T, IPv4 QoS
7a—YJ A ME—RIIBTLET,

. (config-ip-qos)#qos ip any host 192.168.130.10 action max-rate 5M
max-rate-burst 512 min-rate 1M min-rate-burst 64 penalty-dscp 8

FESEIP 7 R L A3 192.168.130.10 ® 7 v —|Zxt U, e KA O BEAR A8 =5Mbit/s, fe KAkl
o /N—Z b A X =512kbyte, KB AK =1Mbit/s, HIKEGREIRD S—R k44 X =64kbyte,
TR E R COE 7 L — 2D DSCPE=8 ® IPv4 QoS 7r— U A M & ELE T,

. (config-ip-qos)#exit
IPva QoS 7 —U A ME— KM Bl — a7 0 78— RIZED E7,

. (config)#interface gigabitethernet 0/7
R=FO0TDA L H T 2—AF— NIIBITLET,

. (config-iP)#ip qos-Flow-group QOS-LIST4 in
ZAFMENZ TPv4 QoS 7 r—1U A | (QOS-LIST4) Az L £,
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7 A—il{E

3.6 WEEROAXRL—I 32

show qos-flow 2~ RIZL > T, BELENERKLENTWENE I NEMHBLET,

3.6.1 E=AXFHEFIEHDHER

KA OB T 1L 2 ROBUNR L E T,

3-5 HAFEGIHOMER
> show qos-flow 0/1

Date 2005/12/01 13:00:00 UTC
Using Port:0/1 in
IP qos-flow-1ist:QO0S-LIST1
ip any host 192.168.100.10 action max-rate 5M max-rate-burst 512
matched packets(max-rate over) :
matched packets(max-rate under): 28

QOS-LIST1 ® U A MERIZ TR KEEHIEOER R (max-rate 5M) |, [ KEHEHIEOS—R hA
X (max-rate-burst 512) | MF/RINDZ L&A LET,

36.2 RETHEHERKOYX1—a T BEEDHEST

AR ADE R D % 2 — A > T B EOMER T IEZ IROKITR L ET,

3-6 RETHERERKOFX1— Vv JTRBEEOHER
> show qos-flow 0/3

Date 2005/12/01 13:00:00 UTC
Using Port:0/3 in
IP qos-flow-1ist:QO0S-LIST2
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64
penalty-discard-class 1
matched packets(min-rate over) : 9826
matched packets(min-rate under): 74699826

QOS-LIST2 ® U A MEHIZ [HRIEEREE (minrate IM) |, [HRAREHREIER O S—2 M1 X
(min-rate-burst 64) |, [EX 7 L —ADF 2 —A > 7B (penalty-discard-class 1) | NFEREIND Z
LEMERBLET,

3.6.3 mIEEHRFEHERED DSCP E2FH 2 DR

42

R RE AT OE S R O DSCP & & a2 ORI IEZ IROBITR LET,

3-7 REEHRHEERKD DSCP & A DR
> show qos-flow 0/5

Date 2005/12/01 13:00:00 UTC
Using Port:0/5 in
IP gos-flow-1ist:QO0S-LIST3
ip any host 192.168.110.10 action min-rate 1M min-rate-burst 64 penalty-dscp
Cs1
matched packets(min-rate over) : 28
matched packets(min-rate under): 7
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QOS-LIST3 ® U A MEHIZ THRAKEMREL (minrate 1IM) |, [FHRAKEEEIRO/S—X F A X
(min-rate-burst 64) 1, (@}i7 L—A0 DSCP 1@ (penalty-dscp S)J MERINDZ E %ﬁﬁa}é’\ Liﬁ‘o

3.6.4 ERAFHEHMEFREFHERDBEAESHE DR
SRR & RSB O & DA ORI A OISR LE T,

3-8 EATEHMHE FKEFHEROBASHE DR
> show qgos-flow 0/7

Date 2005/12/01 13:00:00 UTC
Using Port:0/7 in
IP qos-flow-1ist:Q0S-LIST4
ip any host 192.168.130.10 action max-rate 5M max-rate-burst 512 min-rate
IM min-rate-burst 64 penalty-dscp CS1
matched packets(max-rate over) : 74699826
matched packets(max-rate under): 28

QOS-LIST4 ® U A MERIZ THRREHHEOER K (max-rate 5M) |, THRRHBHIEO/S—Z A
X (max-rate-burst 512) |, [HAKEREE (minrate 1IM) |, THIREHREHONN—Z b4 X
(min-rate-burst 64) 1, (@}i7 L —20 DSCP {ﬁ (penalty'dscp S)J NN habszZE ’E‘ﬁ%%}g\ Lij‘o
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3. 7oO—HHE

=

3.7 ¥—h—fEin

~—H—l%, 7o—HHTHRE L7 L —250 VLAN Tag NO 2 —HEEE S LT OVIP ~ v £ DSCP
HEXWX IHBETT., ZOECTHIAT I — I —DMNESITERORIIRLET,

39 I—H—DELEDIT

FEE
Z{ER ={EH

COREME T OREAE JO—®E 0| | VR EEE
Er=ralt ¥ HinEnE :
| 2E | ¥ HARE i :
- NACT K1) X — AL IR l
| vrgzw || 2 [oo—| | e RS I EINE N EaN
=54 [ ﬁﬁﬁ ™ e TlERT] 2 [T e LT zE |
i IR tifrw T | 1 el (23! !

S TF—1 L 1 b P! :
| IneE X e 'y |
1 1 I : | N b 1
I i 1 I 1 L L1 1 ]
S I S B I I B B SO R

mﬁq)[]; COMTHET S IOy

3.71 A—YEBEEEEHZ

7 —HH TR L7Z7 L—2A4® VLAN Tag WIZdH 52— E (User Priority) #EX#x DHHET
T, —VEIIEIL, ROKIIRT HZ Z1E#H (Tag Control) 7 4 —/LV ROEFAS By bR LET,

3-10 VLANTag DAY S TA—<T v b

MAC-DA MAC-SA | VLAN Tag | Ether Data FCS
Type
Tag Protocol 1D Tag Control
User Priority|S2Monical VLAN 1D
Format
< »le >l N
SEv b 1w b 126w b

VLAN Tag %55 5 7 L — A3t L Ca—WEIEEEXHR X 21T 556, MACT FLAIn 1B H
@ VLAN Tag lZH b2 —VEEEE2EZH 2 9, IROKIZ VLAN Tag PEEH DL 7 L—LAT7 +—~< v
FERLET,

3-11 VLAN Tag BME#EH S I L—LT+—7 v FOHREE

(i) VLAN Tag 1BE@2+—<w b

_ _ 1B ® |Ether
MAC-DA MAC-SA VLAN Tag | Type Data FGS
(ii) VLAN Tag 2BROD 74—V v b+
_ _ 1RB® | 2B ® | Ether
MAC-DA MAC-SA VLAN Tag | VLAN Tag | Type Data FGS
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WOT7 L—MCONWT T2 —PEEELZEIRZ L ENTEERA,

¢ VLAN bRV U T EFBE LA — R TEET L7 L—24

PRSI E T, 2 PEEET ST LRRCRET D LITTEEEA,

T PEEEEIWMI B IO —PEEE EHEL L5 L FEM L RWVWEAIE, RORITT T2 —
FELRDET,

£39 TL—LEEROIL—FEBEE

T L—LEER MNELEDITL—L
DA1—HEEE

3 * VLAN Tag 72 L C%/Z L, VLAN Tag Y TEFTH 7 L —A
o VLAN F oV U ZHEERET, 727 B REM BNy 7 R — RIS D 7 L — A
. Tag BT LT=R— b T% 1n[/ Tag I NnN/-7 L —A

ZIET L—ADL— e VLAN F> 3 U U JHRET, 77 B AEBRNS T 7 & A RIS 5 VLAN Tag &
WS D7 1L—A
o Tag BHAHE L TRV, 7O VLAN F % 7 &FE L TWARVWIER— hTVLAN

Tag &) 7 L —L%%{EL, VLANTag H Y TEETH 7 L—4

PR E AR BBV ERSRE & FIRFICRRE L7 5a, BRI EMRE CIRE L7z CoS fEIZIS U
THEEMIC 2 —PEEEZRE L ET,

B RERRE & = — PR EE S MAME LRI E LB E 02— FEEEZRORITRLET,
£3-10 BEEREMELI—YVEAEESHMAMBERBICRELLBEEO1I—YREE

BEEREMHEETRE L= CoS{E 1—HREE
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7

3.72 A—YEBEESIEHT

VLAN F > XU o ZHSRET, 727 B AEBENS D7 L— A1 VLAN Tag %38 LTy 7 R — I
B LEic, 7e—RETHRHLEZ7 L—20a—PEEEEZ, Ny 7 R—rERO—PELEE (B
9% VLAN Tag O = — L) 35 K OMEIEEE R EREEED CoS 25| X ik HERETT,

A—PESEEGSMEEIE, VLAN o R U 7 E2RE LA =V Ry b 0 F 72— RATHETEET,

=PRSS E R E 2R E LG E OEEICOWT, ROKRITTLET,
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7 A—il{E

®3-11 1—HFEEESISHREREEZRELBEOEE

JO—RHETRELETL—LD1I—HE BETL—L
fE
A—HEBEE CoS {&

VLAN Tag 72 L 0 0
0 0 0
1 1 1
2 2 2
3 3 3
4 4 4
5 5 5
6 6 6
7 7 7

A—PESERED SRS T, o — PR E S AR L OB EKRE (CoS HDRE) & RIRFICE
ETDHIEIETEEREA,

D —PELEER PR EEAHRE LRSS D CoS EIZOWTIE 13.10.1 CoSH » %= —o v F SR
, a—PEREICOWVTL 1871 —PEREZEHZ] 2B L TEEN,

3.7.3 DSCP ZZ#z

46

IPvd ~v XD TOS 7 4 —/ REFIZIPVE ~v XD RNT T 4w I T FAT 4 —L RO 6 Ey FTh
% DSCP fli% #5 2 BHHETT. TOS 74— KOT 4=~y FBEO NI T4 v I AT 4=
RFO7 4=~ hORERITRLET,

B312 TOS 74—LFDIT+—< v bk

<IPW~NyH T+ —T v k>

Ver | HLEN | Type Of Service Total Length
Identification ¥.lags Fragment Offset
Time To Live’ | Protocol AN Header Checksum
,!' Source IP Addr‘e(ss
I Destination IP Addrégs
! ‘\
! A
! A
AY
DSCP F{EMR
< > >
6Ew 2w b+



3. Jo—#lE

®3-13 +FST749I99SRARTA—ILEDT+A—<T Y k

<IPV6ANyH T+ —T v k>
Ver | Traffic Class Flow Label
, Payload Length “\\ | Next Header Hop Limit
) Source TR Address

Destination IP~Address

]

1)

1

1 Mo
] .

FEEMA

i

2Ew bk

-~

DSCP

-
Ll

Y

A

6w
BMHELZ7e—0TOS 74— NV RERITI N T T4 v I IV TAT 4 — VRO 6 By hEEESHRIET,
T, WHERANL OB RIZL T, HIRERFIREZBX7-70—0O DSCP 2E&XMx 5 LN TEE
T, Bz E, RIKEEEHRAZBX /270 —126 LT, DSCPE% O ICRRETE £,
FARBIR B & R ISR E LA OBN 7 L — A DEEIZHOWTIE, BREEOART LT ¢ 5 EEEE

fsnEd,



3. ZJo—Hil{H

38 ¥—hH—DarI445L—>3Y

381 A1—HEBEEEZTHRZINDERE

FED 7 —IZH L Ta—PEEEZES BRI OERITRELET,

[BREDRA > k]

T L—LZERHISEEIP 7 FL A K> T7 e —REEIT, 2—VEEEOEZHBIEZRELE
ﬁ—o

[av Y FIZ&BEE]

1.

(confTig)#ip qos-flow-list QOS-LIST1
IPv4 QoS 7 — U A | (QOS-LIST1) #AEMLET, AU A MEERTHZ LI12L-T, IPv4 QoS
Tr—UJ X ME—RICBITLET,

(config-ip-qos)#gos ip any host 192.168.100.10 action replace-user-priority 6
192.168.100.10 D IP 7 R L A4t L L, =—WEEEZ 6 ICHEESHZ 5 IPv4 QoS 7u—U X b &
BELET

(config-ip-qos)#exit
IPv4 QoS 7u—Y R hE— Kbl un—r a7 0 78— RIZED £,

(config)#interface gigabitethernet 0/1
R—=h01DA LV ETz2—AF—FIZBITLET,

(config-if)#ip qos-Flow-group QOS-LIST1 in
ZA &M IPv4 QoS 7 r— U X |k (QOS-LIST1) #HhZLET,

382 A—HEEESIESHEDKRTE

FED 7 v —IT8 L Ta—PEEET S HE 21T HaICRELET,

48

[BREDRA > +]

T —LZERHCSEEIP T LA Ko T m—MH 217, 2 —PFEEER Sk 2TV ET,

(392 RICKBERFE]

1.

(confTig)#ip qos-flow-list QOS-LIST2
IPv4 QoS 7 — U A | (QOS-LIST2) #AEmLET, AU A MEERTHZ LI12L-T, IPv4 QoS
Tr—UJ X ME—RICBITLET,

(config-ip-qos)#gos ip any host 192.168.100.10 action copy-user-priority
192.168.100.10 D IP 7 R L A &4t L L, = —WESEELISHEE 2175 IPv4 QoS 7 — U R b &R
ELET,

. (config-ip-qos)#exit

IPv4 QoS 7 r—U A hE—RKnbra—rbar 7 4 77— RIED 77,



4.

3.8.3

3. Jo—#lE

(config)#interface gigabitethernet 0/1
R—=h01DA L H T z2—AF— FIZBITLET,

(config-ifF)#ip qos-Flow-group QOS-LIST2 in
ZAEM D IPv4 QoS 7r—U A | (QOS-LIST2) #A#z L E T,

DSCP £ 2 DT

FED 7 v —xt LT DSCP 2 HEHA D LA ICRELET,

[BREDRA > k]

T — A ERHTS L IP 7 FL R L > T 7 e —KRH%17\, DSCPEOEXM: 2% E L1,

[av Y FIZ&BEE]

1.

(config)#ip qos-flow-list QOS-LIST3
IPv4 QoS 7 r—VU A k (QOS-LIST3) #/EmkL ¥, AU R ME/EHKT S Z &2k > T, IPv4 QoS
7a—UANE—RIZBTLET,

(config-ip-qos)#qos ip any host 192.168.100.10 action replace-dscp 63
192.168.100.10 D IP 7 KL A %4656 & L, DSCP % 63 IZEEH#i 2 5 IPvd QoS 72—V X & 3%
E]\/jﬁﬂ_‘o

(config-ip-qos)#exit
IPv4 QoS 7 — U R hE— R b7 u—sbary 7 4 78— RIZEY £7,

(config)#interface gigabitethernet 0/3
R—=hr0BDA L ET2—AF— RIZBITLET,

(config-if)#ip qos-Flow-group QOS-LIST3 in
%[5 IPv4 QoS 7 m—YU A b (QOS-LIST3) =AML £7,
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39 ¥v—hH—DAXNL— 3

show qos-flow 2~ RIZL > T, BELENERKLENTWENE I NEMHBLET,

39.1 1—YEEEESHIDHER

T —PESEEE I X OMRFILEEZROBKIIR LET,
H3-14 1—YEBEEESEHMIOMHESE

> show qos-flow 0/1

Date 2005/12/01 13:00:00 UTC

Using Port:0/1 in

IP gos-flow-1ist:QOS-LIST1

ip any host 192.168.100.10 action replace user- prlorlty 6
matched packets

QOS-LIST1 ® U A MEHIZ Treplace-user-priority 6] NFERIND T L 2R LET,

392 l—ﬁ1§ﬁﬁ§|%%?@ﬁﬁm\

Z— PR S| E Mk E OMERTIEEROKIIR LET,

B 3-15 1—HBEESIEREDER
> show qos-flow 0/1

Date 2007/03/01 13:00:00 UTC
Using Port:0/1 in

IP gos-flow-1ist:QO0S-LIST2

ip any host 192.168.100.10 action copy- user—prlorlty
matched packets 0

QOS-LIST2 ®» Y A MERIZ Tcopy-user-priority] NFEREND I & 2R L ET,

3.9.3 DSCP Z=#z DR
DSCP EX# 2 OB FIEEZROKIIR L ET,

B 3-16 DSCP E&F#Z DR

> show qos-flow 0/3

Date 2005/12/01 13:00:00 UTC
Using Port:0/3 in

IP gos-flow-1ist:QO0S-LIST3

ip any host 192.168.100.10 action replace dscp 63
matched packets 0

QOS-LIST3 @ U % MEMIZ (replace-dscp 63] NFRIND Z & ZHER LET,
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3. Jo—#lE

3.10 EBFEERTEDMRER

BREREE, 7o—MmETHRELZY L—LDB%EELZ CoSETHREL T, #MEF 2 —2RET HHKIE
“C“j—o

ZOFITHMAT HEEEREDOMES T 2 ROKUR L ET,

®3-17 BEEREDMEST

FEE
Z{EM ={ER

CREWME CREAE T JH—&E T || RERE T A
Er=ralt ¥ HinEnE :
| =E ¥ i | :
[ AT B |1 ] 2y ¥ 2 VL m] (o) :
ovzgE (Y] 277 |Lloo—| | e | -2 A EINEI RIS
: Jl/—_?'f-}“]' ﬁﬁﬁ J"T st [Tlea ™ » [T & | g |3T"|* ==
| NSl L S ST-DTA I | SRR !

/7"—;——}1 :I | | b :
| T | ! ARE L |
1 1 I: | N b 1
I i II ] L _[I ]
(P I A N S ) () [ S y L.

(L) D  COMTHEATZ IOy

3101 CoS{E:-Fa—AVIBEE

CoS i, 7L —LDMENICBISEEELZRSA T v 7 AR LET, Fa—A VTREEIT
Fa—A T TEH8F2—ICH L THEESASTIOEGVERLET,

CoSfH & F a—A v VT EFEDRERHMZRDORITTRLET,

£312 CoS{EEFa—4a VI BEEDIETEEHH

1HH fEE#F
CoS fE 0~7
Fo— o TENE 1~3

CoS HDIREIL, = —PELES S LRIFHIRET 2 2 LT T EHA,

7o, 7o —filEOEEERERS X0 —PEEET S ERRE SN TORVERIL, ROKRITRTT
TH N D CoSHE Fa—oA  TEFREAMHLET,

%313 FIAILIFDCoSEEF1—a VT BEE

EH FTIAIME WHEERDIL—L
CoS i Z—PEEE~ oy B ZITiEN e Zr—RHETHRHLARNZ L—2A
E3rn o Tu—MHTHREL, ERERE (CoSENEE)
BIOw—h— (BRESIEHE) 2FE Ly
T L—A
Fo— o T 3 o Ju—HHTHELARNT L—A

e Zu—MMHTHRHL, BEERE (Fa—dars
BREMEORE) ZEMBLRNT L—A
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7P, WRT 7 =2, 7o —flfloEEERERS X2 —PEEET M E ORI H1b 5T,
BEERNS CoS L F 2 —A » TERELATE L ET,

BEERER SO — PRI SRS TEAETE RN T L— L2 ROFITELET,

%314 BEERECERECELRVWIL—L—E

7 L—LFEH CoS fi& Fa—AVTEELRE
ASEE N ARIICKETH 7 L—4 7 3
KREBNZETHTIL—ED ) HLIROT L—A 5 3

« ARP 7L —A
e FIMET A MIEATH 7 L—2A

ARIEBNZETHTL—AD ) HLROT L—A 2 3
¢« MAC7 RLRAZEOBEIMKRE AR LTZT7 L —A
ALEBEN LAY 3L, AEBEBPZETH T L—L20 9 BLkROA 2 3

VAR AN

« MTU %##8x % IPv4, IPv6 /"7 v b
e TTLR1 D7 L —2L4

e Ry 7V Iv IR 1IDOTL—A

s IPATvaftEnTL—A

o IPVB LR~y X & D7 L— LA

AHEEN LAY 3PHL, AEEPIZET L7 L—20 5 LD 9 3
Ty b

o SESEARHO IPv4, IPv6 /X7 > k

AEETLAY STHT DT L =20 BLROT L—A 7 3

o KEBTTITIIALVFMLETL—A

e IPA T aftEnTL—N0

o IPVB YL~y X fFE D7 L— 1A

* ARP/NDP ORMFRIC X 0 ARLEEE I —RpICIE T 5 k7 L—
A

3.10.2 CoS<TwvEUTHE:

CoS v v B 7#REIX, 2—VPERE~ Yy V' 7 TRIE LI CoS l, F7ziT7 v —HlH @I ERIE T
E L7z CoSMHIZHADWT, HfEF 2 —&2RET HIMIETT,

CoSlEEEEXF2—D~ vy B T HROFITRLET,

£ 315 CoSfELEEF1—DIYVELY

CoS fE EEHOX1—FS
EfEXa—FKe4 EEF1—FK 1976
0 1 1
1 2 1
2 3 1
3 4 1
4 5 1
5 6 1
6 7 1
7 8 2
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3.10.3 BEEREXARKOIESFHE

(1) REBHETIL—LDBEERTE

AEEE T, PET A7 L— AT TR, REEETCOT7 L —21 QoS 7o —MHkgIziy £3, L
oo T, TRBEBEE T L—2OEBEZ LT3 BiffaiEET L, REBEE COT o b a il >
L—LumZETERI QDI ENDHY £7,

TOXEIRBENRELFEAE, [REBSE T L —LADEEELY FIF5] BIE2FEML TS0,
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3.11 BEREREaVI«TL—3Y

3.11.1 CoS {EDKE

BEDO7a—IZx LT CoSHERELET,

54

54

EDRA > +]
T — AEEHISEE IP 7 RLRIC L > T 7 e —l &7, CoSHEHRELET,

[37 Y RIZKBERE]

1.

(config)#ip qos-flow-list QOS-LIST1
IPv4 QoS 7mr— Y A kb (QOS-LIST1) ZfERKLE7, AU A MEEKTHZ LI2L-T, IPv4 QoS
7u—U A RE—RIIBITLET,

(config-ip-qos)#gos ip any host 192.168.100.10 action cos 6
192.168.100.10 ® IP 7 KL 2% %i5E L L, CoSfli=6 D IPv4 QoS 7ur—Y XA &R ELET,

(config-ip-qos)#exit
IPv4 QoS 7 — Y A b= Kbl uo— a7 0 78— RIZRED £,

(config)#interface gigabitethernet 0/1
R—=h01DA LV HET z2—AF— NIIBITLET,

. (config-ifF)#ip qos-Flow-group QOS-LIST1 in

IPv4 QoS 7 m=—Y 2  (QOS-LIST1) AL ET,
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3.12 BEEOAXRL—I 3

3.12.1 EBEEDOHER

BIHIZNT 7 47 BEHEIP T KL A2 192.168.100.10 D7 L—2) ZEAL T DHIRRET, show qos
queueing 2 ~¥ 2 FIZX o THFa—A 7 ENTVEF2—FEEZHALET, XIROA—F Ry b ¥
7 z— A%, R—bF0/2 T,

X 3-18 BEEDHEE
> show gos queueing 0/2

Date 2007/03/01 13:00:00 UTC
NIFO/Port2 (outbound)
Max_Queue=8, Rate_limit=100Mbit/s, Burst_size=32kbyte, Qmode=pqg/tail_drop
Queuel: Qlen— 0, Limit_Qlen= 64
Queue2: Qlen= 0, Limit_Qlen= 64
Queue3: Qlen= 0, Limit Qlen= 64
Queue4: Qlen= 0, Limit_Qlen= 64
Queue5: Qlen= 0, Limit Qlen= 64
Queue6: Qlen=_ 1, Limit_Qlen= 64 I
Queue7: Qlen= 0, Limit Qlen= 64
Queue8: Qlen= 0, Limit_Qlen= 64
discard packets
HOL1= 0, HoL2= 0, Tail_drop= 0

1. Queue6 ® Qlen DERHI VY hEINTNDZ L &R LET,
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41 S z—/\fEiR

42 x—/\@avIq4FL—3ay

431 RH5Ta—Y )25 DOMHER

4.4 BREHIEEESR

45 BEEHEHOaLI«TL—T 3>

46 BEEHEHOAXRL—I3Y
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4. EEHE

4.1

s

s VAN
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kbit/s 1000 ~ 10000000 100kbit/s ¥ 2
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N FET, TORD, ZELEZL—bR\Fa—lFa—A VY TENTHEEINDZD, BELEZAS
Ca— U BT L—AREEISREWESRH D 9,



4. EERIE

Ny RoXy 7 7 OFSBIZ OV T, show qos queueing 2~ > KD HOL1 £721X HOL2 1 7 > ¥ 3 A >
ZUALVPENTNWDZE THERRTEET,

Ny by T 7 OFEBREFRIICEET SEE, Ry N —7REFORE LABLETTY,
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42 ox—/Nx@aA2T749L—3Y

421 Riroa—Y)UTDEFE
[(FREDRA > F]
A a— )T ERELTE QoS Fo2—U A MEMEIERL, Y TH5R— MIEELET,
[a< 2 FIZkBEE]
1. (config)# qos-queue-list QLIST-PQ pq
QoS F =— U R ME#H (QLIST-PQ) (cAFva—U 7 (PQ) Z#HELET,

2. (config)# interface gigabitethernet 0/1
R—=h01DA LV HET z2—AF— NIIBITLET,

3. (config-if)# qos-queue-group QLIST-PQ
QoS Fa—A 72— AERIZ QoS F=—V X MNFZHEL, QoS F=—U R MERZEANC
jﬁﬁqo

4.2.2 KR— FHEFIEDFRE
T B A b O H R RO 0 I8 T BB AIRE LT,

[REDKRA > M
%9 5HA— b (100Mbit/s) 1ZxF L, F— bz L 288k E (20Mbit/s) 38 L UVI—2R
h A XDOFEE (4kbyte) EITWVET,

(a7 FIZ&BEE]
1. (config)# interface gigabitethernet 0/2
R—=h02DA LV HET z—AF— NIIBITLET,

2. (config-if)# speed 100
(config-if)# duplex full
AT DA — h OREIFLEE A 100Mbit/s 128 E L E 7,

3. (config-if)# traffic-shape rate 20M 4
A— M A 20Mbit/s, 73— R A X% 4kbyte IZRE L FT,
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4. EERIE

show qos queueing 2~ FIZL T, /1 —H Ry MU EZ T2 —RHKE LTV TV —T = —RONE
EHERLET,

431 R4
RV a— T ORI EEZROKINIRLET,

~

a—

) T DRERR

B45 RHEDa—UTDRER

> show gos queueing 0/1

Date 2007/03/01 13:00:00 UTC
NIFO/Portl (outbound)
limit=100Mbit/s, Burst_size=32kbyte, Qmode=pg/tail_drop -1

Max_Queue=8, Rate
Queuel:
Queue2:
Queue3:
Queue4:
Queue5:
Queueb:
Queue7:
Queue8:

Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=

[e}olololololoJo)

discard packets
HOL1=

1. Qmode /X7 A —H DNEN,

LR LET,

Limit Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=

0, HOL2=

4.3.2 R— FHEFIEHOHEDSR

WN— M ORI E 2 IROBIR LET,

4-6  R— MEEFIE O

> show gos queueing 0/13

Date 2007/03/01 13:00:00 UTC
NIFO/Portl3 (outbound)
Max_Queue=8, Rate_limit=20Mbit/s, Burst_size=4kbyte, Qmode=pqg/tail_drop --- 1,2

Queuel:
Queue2:
Queue3:
Queue4:
Queue5:
Queueb:
Queue7:
Queues8:

64
64
64
64
64
64
64
64

0, Tail _drop=

Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=
Qlen=

elololololololo)

discard packets
HOL1=

Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=
Limit_Qlen=

0, HOL2=

64
64
64
64
64
64
64
64

0, Tail_drop=

0]

BELTZAT YV a—V 7 (ZOFITIHE, pg/tail_drop) (272> TW\W5 Z

(0]

1. Rate_limit /87 A —Z OWAEN, F5E LA (ZOFITIE, 20Mbit/s) (272> T\ 5 2 & Z s

LET,

2. Burst_size /N7 A—HX ONEN, FHELTZNA—R A X (ZOHITIE, 4kbyte) (278> TWVWBH I &
EHERLET,
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BERERIEIE, % 2—1 2 79 5% % 2 —Iox L CRRS LT S OMEAVERT % 2 — 1 v /7 HIE L,
FallT L AW LTV ARITELT, M%7 L— Ak ¥ a— v /T B DRET 50 EHETS
T,

Fa2—IZ7 L—LRHE L TCWDEE, Sa—A LV ITEEEEEXD I LIZEST, EHIKEMON
QoS #EIBTxE T,

—ODF 2 —|IFa—A LT TELTL—L 8% [Fa—F] EPOET,
AMEEIL, TN oy T CTHEERNEZITVET,
(1) F—irFoyv 7

Fa—ROVFEERBHELBZ DL, 7L — AT IMIETT, FEERMEIL, Fa—A 7 BEEILIC
B0, Fa— o VOEREEAEWVIEE 7 L—ARNEESNCLS ARV ET, T—A Ry F7oli&s
ORI R LET, Fa—Ar 7EBEE 2 OFREMEZBAD L, Xa—A LV TEEE2O7 L—0%T
NTEEFELET,



4. EERIE

X 4-8 F—I/FOy TO#E=
Ny

OCO0O0, = OO0
—— :oooo/Toogo o0 6

Fa—AVTBEES | Fo2—aAVTEBEE2 Fai—4a2TBEE
MEEERE (100%) DEEERE (75%) DEEERIE (50%)

O STy REFa—o T BEELOBEEZRMIE
(AB) O : Fa—A>TEEES O ERAI1-0, BEEID,

Q Fa—ATEREL
--- RERE

WIZ, 7= Ry THERICBT2F 2 —A V7 EREZ L OREREZXRORITR LET, FEIERBMIL,
Fa—RICHTAXF2—OPFVELSEENETELET,

®4-7 TIKROYTTOEERE

Fa—AVIBREE BEZERIE [%]
1 50
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3 100

67



4. EEHE

4.5

REHMOa>I7249L—3 >

451 Fa—AVIEBEEDETE
E

BEO7a—Z L Txa—a U IBEEEZRELET,
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[BREDRA > k]

T —AZERKIEEIP 7 RL AL T 7 a— AT, ¥a—A v TBRESZELET,

[av Y FIZ&BEE]

1.

(config)# ip qos-flow-list QOS-LIST2
IPv4 QoS 7 r—U A b (QOS-LIST2) #{Emk L E9, AU AR MEEKTHZ L2k > T, IPv4 QoS
7a—U A ME—NIBTLET,

(config-ip-qos)# qos ip any host 192.168.100.10 action discard-class 2
192.168.100.10 ® IP 7 KL A& 5id L L, Fa—A VIERE=20D QoS 7u—U A MNE#ELE
j_‘o

(config-ip-qos)# exit
IPv4 QoS 7 — VU R hE— b7 u—sybar 7 4 78— RIZED £7,

(config)# interface gigabitethernet 0/1
R—=h01DAVETz2—RAF—FIIBITLET,

(config-if)# ip gos-flow-group QOS-LIST2 in
ZfEMINZ QoS 7m—U A | (QOS-LIST2) ZHZhZLET,



46 BEEGEDOASL— 32

4. EERIE

FI#IZ N T 7 42 (Queueb @ Qlen 7S 64 FREDMENRET DL T 7 4 v 7)) ZEALTVDRIE

T, show qos queueing 2~ RIZL 5> THa—A 7 INTWNDEF 2 —F 5B IOFEE AT v Moefk
RBLET, HBEOAL—V Ry b ¥ 7 2—RF, K—F0/2 T,

461 Fa—AVTBEEDHEDR

Foa—A 2 TBIEEOHEFTIEEROKITRLET,

K49 Fa—AVIBEEOESR

> show gos queueing 0/2

Date 2007/03/01 13:00:00 UTC
NIFO/Port2 (outbound)

Max_Queue=8, Rate_limit=100Mbit/s, Burst_size=32kbyte, Qmode=pg/tail_drop
Queuel:
Queue2:
Queue3:
Queue4:
Queue5:
Queueb:
Queue7:
Queue8:

discard packets

HOL1=

Qlen= 0, Limit_Qlen= 64
Qlen= 0, Limit Qlen= 64
Qlen= 0, Limit_Qlen= 64
Qlen= 0, Limit Qlen= 64
Qlen= 0, Limit_Qlen= 64
Qlen= 48, Limit _Qlen= 64
Qlen= 0, Limit_Qlen= 64
Qlen= 0, Limit_Qlen= 64
1514, HOL2= 0, Tail_drop= 18

1. Queue6 ® Qlen DER AT SN TWNDH I &R LET,
2. Qlen DN Limit_Qlen DED 75% T&H YV, discard packets ® Tail_drop DI T X WBA T U A
FENTWDHZ EZfERLET,

- 1,2
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IEEES02.1X X OSIJEET /L DHFE 2 L A ¥ Tetalk 21T O METT, Z D&
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5.1 |EEE802.1X MifE
5.2 {hiRHEEEDE

5.3 |EEE802.1X DX EEIF
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5. |IEEE802.1X D&

5.1

IEEES802.1X MHFE

72

IEEE802.1X (%, NIE72 LAN #5284 2BRETY, Ny 7= NIGRREY —N (—fRIICIX
RADIUS #—-3) Z@&iE L, Y — NI X DU RO il L7z =T, AREEBORMT -2 %
FIHTE DL OICLET,

IEEE802.1X O E # L S 2 R ORITRLET,

®5-1 HMAERCHENRE

ERESR B (E RS

AKIEE  (Authenticator) WA D LAN ~O7 7 B A &HH L ET, £72, k& siEy— i CR¥GEE #H
DY L—%TNET, i%ﬁikziiﬁéff'ﬁ@uwﬁkfﬁ; i %@ 51X EAP Over
LAN(EAPOL) TITWET, A& L FBFEY—\[Hi% EAP Over RADIUS % 1{# -
THRAEERERB L E T, B, AETIE, [ARERE] F721% [Authenticator)
LERINTWBEGEA, REEA L & AREEICHE STV 5 Authenticator
T hU =T OB EERLET,

siA (Supplicant) EAPOL %] L THi K OFEFEF A AR LR &0 LET, 2B, AETIE
Al $£721% Supplicant] &KL INTWDLHE, MWARH L LaRICHERKS
LTV 5 Supplicant ¥ 7 b U =7 O i & EW LE7, [Supplicant Y7 U =
T ERFEENTWDEE, Supplicant HGEA K> Y 7 b =TT EEKL £

R
ZWEEY— % (Authentication WAROBILEATVE T, Rk — ST R OBIEE A MR L, AREEOfREd
Server) B —EA~DT 7 & A %E:kju@ AN RI T R_RENE S I E ARIEE @A L
£7,

FEHER) 72 IEEES02.1X DAL TI, AEEDOR— MIERRZ 5 L CEA L4, AEER IOV —
NT L— RERGEY— & UTHER L7256 O IEEES02.1X Mk 2 R DK R LET,

5-1 IEEE802.1X EARHER

RﬁDIUS"ﬂ'—A’
=T L—F)
EAP |over LAN EAP over RADIUS
=[]
PC 4

/o, AEETIE-2OR— P TEEOUGRORAEZAT O ILRKEEZ Y A— L T0ET (A FE—F
BLOUARRIEE— F), ASREREZ B L7256, MR L AKERIZL2 A v FRoNT2RET D 2
ET, A= MU L > TIHRAREDHIRE Z T RO TE £, AMIREAT O Hh, IR & AKLERIC
BliEd 5 L2 A1 v F L EAPOL 2 &3 2 L ERH Y £5, LOBEOHWREZ RO RLET,



5. IEEE802.1X D&

5-2 ImREDMIZ L2 RA v FEEE L= IEEE802.1X K

L2RA wF/nT

T |—l rm,:wrmm _ I
sl

L22A wF/nT RADIUSH—/%
=T L—F)
EAP over LAN EAP over RADIUS

I

PC 4

5.1.1 HR— ~ae
AREETH R BRI FIOR LET,

(1) FBEEEEE—F

AREEE TR — N T 2BFEEEE— K (PAE £— ) 1% Authenticator T9, A% )3 Supplicant & L
TEMET D LiEH D EHA,

(2) FBEEAR

2& VC'&T ]\jqéutuuﬁjitiRADIUSﬁ_ /\Equ'Cﬁ‘o jﬁé}'—{ﬁ %il"fn L72 EAPOL "7 v M &
EAPoverRADIUS (ZZ# L, F8REALERIX RADIUS H—/ N TfT\ E 9, RADIUS ¥— 3% EAP %}t &4
TWDLENRDH Y £7,

AISEDMEM 9% RADIUS OJEMA ZIRORITR L ET,

%52 RITHERATIEHESR

Bt Type fRER Nry a4
& 7
User-Name 1 WAL N B — V4L, Request
NAS-IP-Address 4 FEEZ R LT 5, Authenticator( A%E@E ) O IP 7 K Request

LA, B—H)LT7 RLARREINTWDLERITr—H L
T RLA, a—HNLT RUARRESILTORWVIESIE,
EEAET2—ZADIP T KL A,

NAS-Port 5 Supplicant % F3FE L TV 5 FFEHALO IfIndex, Request
Service-Type 6 BT A —E R A S, Request
Framed(2) [, Accept
Framed-MTU 12 Supplicant ~ Authenticator DK~ L — LA X, Request
(1466) [EH £,
Reply-Message 18 2—PIZFRINDE A vE—, Challenge
Accept
Reject
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BHa Type 5 Rry ka4
iE 7
State 24 Authenticator & RADIUS H— 3] State 1 # O IRFF Request
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IEEE802.1X Z{HH L T\ W& 13 = D#REIC X - THHENTTAE T, 132> Authenticator & WK D
MOL2 AL vF & LTAREBEZGEHATIHAL LE)’%T‘ELiTO

AMBEDOTEGNL, ~=aT N a7 47— a4 FVol.l 17.61L2 7u haL7 L— AFkiEkE
ooy 740 —ar] BBERLTLSEEN,
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5.3 |IEEE802.1X M I==EIE

5.3.1 |EEE802.1X & fthBégeMHEFIZDINT

IEEE802.1X & fti#aE & O ILFFAARIZ OV TIRORITR L E T,

% 5-8 |IEEE802.1X & fhifRED H 174
Heaa4 S

ANR= T — kN DOIRREN H 2 Forwarding T 5 78— N CRRAENAIAE T, TNLIDAR—
}‘T IRREE T ORI I ICREL T él/\c
12 Forwarding TH HH— MIKD L0 TT,
» PortFast " — |k
e =TV TDR— R

BPDU O#EfEB LA =r 7Y U —0 bR e V—&tH L, IEEE802.1X O
RIBICBER R ATDRE T

GSRP WECHRIFICER T2 2 LIXTEETA,
VLAN ho Uo7 LEECHRRFICEMNT 2 Z L3 TE EE A,
VRRP VRRP ZRE L7= VLAN B X O D VLAN Z 3% GE Lo AN — F PSR TRRAEA TE F

T, WOLA 1L IEEES02. 1X DFBFENTE FH A,

« VLAN B{7Z8GE (F#H9) O354, VRRP 238i{E4 % VLAN

e VLAN Hf7FEGE (i) 0)*;57{1\, VRRP #3#i{E3 % VLAN TGET 7 4V b
VLAN, MAC VLAN % i 1 L 72 38k

o R— MEAFRIEDOHE, VRRP NEIMET S5 VLAN 3% E L7zAR— b

OADP, CDP FETHI LN TEETA,

IEEE802.1X & AR — F XN VLAN FiRI O HAFHARIZ DWW TR OERITR L E T,

% 5-9 |IEEE802.1X &7R— b - VLAN &3 D H F L4k

HRER R— NIRRT VLAN BEAIZBEE (###9)  VLAN BAIEREE (B1f9)

A— bk VLAN @) O X

7 7 # /v b VLAN O X X

7'a k=L VLAN X X X

MAC VLAN X X O

T I AR— b AX1 @) OX2

FZ 7R —1 X O*3 O*4

7’1 hanR— h X X X

MAC A—k X X

[N SIS/ Tl N X X X

LB O - 5/ A —8HARF X o B EART
X1
7 7 AR— K THE L7z VLAN ID 28 MAC VLAN 054, £ERA T,
X 2
VLAN BAZFERE (Bh) 7 72 AR — M, A B RRGERRA AR — M2 0 7,
X 3

87



5.

IEEE802.1X D&k

G DEXT%@ VLAN L34 DEXT%%@ VLAN % [A]—AR— k L\,—gﬁ L7=% G nE)d‘%ﬂ‘@ VLAN Tﬂi@{a THOZ &
NTEFERA, ZEL, RS FR— 4T = /%"“ﬁ?b b‘é%ﬁlil&%%i?‘o
1% 4

VLAN H{Z38GE (BIHY) o b7 7 R— ME, BEICRGERSN R — F &720 £7,

5.3.2 |EEE802.1X {FFRM;FEEIE
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(1) VLAN BGIFREE (B1f)) TOMAC T FLRAZBEDI—D U JBRHEREICDONT

VLAN HAFRFE (@) 2T 2384, $5E79 5 MAC VLAN &38FFEF 7 4/ b VLAN & U T
%AHR—F VLAN TiE, MAC7 FL A=y h DT —U 0 I 0 (MER) A#45E LRV T 7ZE0, 0
(IEFR) #HET D E, WMAOHET 5 VLAN 2810 Bb ol & Xz, 810 Eb a1 VLAN O MAC 7
RLAZ Y MY RE—V U T THESNRNTEY T 572, REZRMACT RUAxZ 2 b B3R
Ll £, Y10 D AHTO VLAN [Z AR MAC 7 KL A2 b U RERE LG A, clear
mac-address-table =~ R CHEL TLZE0,

(2) FBEEEHMIHERD MAC 7 FLRAT—TILRRIZDINT

— ]\ %"LLWL‘ nJ‘.EkJ:U\ VLAN E"fimh uiE (%H’J) Dh HIE l/f\_ j{@ MAC 7 ]\ I/X;}:‘—7/I/VC@&/( 70021:
Static & FR SNV E T, VLAN HAFEGE (BIRY) CTRGEL72MAKIE, Dynamic & FERINET,

(3) BASEFAHIHERDAR— RFBBEIZDULNT

%g?E{ﬁ%‘ ﬂ"uﬁj{ﬁ‘n VLAN W@uu HE% L/ffl/\j_ F“\%’?@J [_/71;}'512! , it uiﬁﬁbﬁ)ﬁgﬁkéhéifﬁfg%/f
Z FH A, clear dotlx auth-state =~ > RZHEH LT, MHROEILRAEZAEFR L T 7230,

(4) BARMEDEEIZDINT

A <fl (tx-period, reauth-period, supp-timeout, quiet-period, keep-unauth) %% L7-4&, &
BLUZENKMEN D DL, KBiEHEA CHEBETO XA ~BNEA LT 7 FLTORKR>T-EETT,

T IWTETE % Sk S0 AI21E, clear dotlx auth-state =1~ > K& L CRRERIRAEZE W o 72 AUFRER
LTLTEEN,

(5) IWKREREBDHEIZIL2Z RA VFEERET HEENDIEERIE

RN D DSBS~ L F X A b EADiad, WREAREEOMIC L2 A1 v F BT HHE,
SRR S DISEIZ L D EAPOL 7 L—AZ L2 A4 v FOF— VLAN O&R— bzt &£, L
BoT, L2 AL v FDVLAN 2RO L HIZHETH L, R—HAKI 5D EAPOL 7 L — ANRARLEE OB
HOR— s ~ax, HEOKR— b CTH—ERICKHT DB TON D L 212k 7, T, B
FEEMENRLZEICR Y, BENTEENZY, BEERTER o2 LET,

e L2 AA v FDOR— VLAN IZREINTWDHAR— b, REBORFEXNG L 72> TWAHEHDAR— M
Beke L2545

o 12 24 v F DR~ VLAN IR E SN TWDHR— M, HEEOARBEORENR L 7> TWDHFR— MZ
Bt L= 56

UK & ALLEOMIC L2 A v FE2EET 256 OIS & 1E LVERS 2 IR ORISR L ET,
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*L2R A v FOE-VLANIZEEBOBRBOEIERRA— b ZHEHE L=

== 3 L2R A v F I BS320

RADIUSH—/1
H—rTL—F)

L2Z A v F DR —VLANIZ
ﬁ%ﬁmﬁﬁmﬁﬂﬁ%

b &

CHREFAH THOIHKROBEEIN B ShET,

FHEEDOBES, FEEHNSEELEAPILTY L—LIZx LT, EEExISiEERA, B,

C. DhoOEEIL—LNFEBOZIMARA— R, 2<HGEESATLENET,
ChIZE-T, FEBOZIIAR— M, 2TREA—HERICHT 2EMAENETEA
FY., FEHAR— LTI BT AEFEHI MR- FTERIEESh T35S, thR—
FOZREREERR LT, BR—FTOZNEETVET., TOFER, MR-k

CL2R A v FOR—VLANICHE# O R EE OERIR RR— F EEH L7129

UEES L2AA wF

BS32041

RADIUSH—/\1
H—rTL—F)

BS320%2

L22 A v F DR —VLANIZ [~
R DOFEE OB R
R— ~EEH

J

FEE?

1

RADIUSH—/12
H—rFL—F)

FEBLCREAARBICADEELHYET,

OGS, FBEENRIAED SESNT-EAPOL-Start 7 L— LML FF+ R +
THREBISIUFEEB2EESNET ., COEAPOL-Start 7 L—LEZELE
FEE, FEEITHELELTOIAT, —2OWEISH L THREBIS IV
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5-11 1E L LMERAI
2R A v FO—DDVLANIZFEB O — D DOEIEHAER— ~ #iEH L =65

1
Fam RADIUSH —/%
H—rRTL—F)

| L2R A v FO—DMVLANIZ
L T—20EMxE
R— &8

FEAEOIBEE, FEEHNSDOEAPILZ L—LAITHd 2B RIGKA BMrSOEET
L—L4lE, FEEOR—MEFICEEShET ., —F, BHEARIKERC, DA SOE
EIL—LE, FEBOR—F2EFICEEEA DO, A—WRKRITHLT,
HFHOTARNRR— FTOZALETRELEHA.

(6) RADIUS H—/\DERETHRA CEZEIEEL-BEDIEEIE

IEEE802.1X T35 RADIUS #— %K A b4 THRE L72%HE, DNS Y — R~ TEX RN ED
FHRIZ K > TARMRR N TERWVERE TIY, RIRTEENEETLIZENHY £,

@ IEEES02.1X:ERa~Y Y REE{TLI=5A
o FATREROFRINEL 20 F3,
o FEPBHPTIEEY, LIELL LTIEERENET,
» [Connection failed to 802.1X program.| 73FREIET,

@ [EEES02.1X aAv 7445 L—>avavr FEEFLESBE
c AT 4T L= a v DRFERIZaY T 4 T L — a VOB GERH D £,

@® SNMP ¥ *—2 ¥ 2k % IEEE802.1X MIB 1[E#RZ# N5 3 5154&
o IREMNMEL 72D, FIZIESNMP Z{EX A LT U MY 9,

FRIOBIRERET 572, IEEE802.1X T RADIUS #— "ORREIZ [Pv4 7 FLATIRET 5 2 & & 4Hff
WLES, AR M CTORERLELRSGEIE, 6T DNS VP —\0oDIEERDD 2 LR LTS
Uy,

(7) MACVLAN 279V RR—hrELTHRELZSADIEEE

o VLAN Hf73:E (@) ® MAC VLAN 27 7 £ 28— b & UTIRE LE, KREBOIETE L-R—
F225 EAPOL 7 L— ANEF SN E T, =—H T EAPOL 7 L — AZXT DG E 5#1T> T
b, FHEFR— MIFRRERI R — N & LTHbNET O TRIERI 72130 b 63, BER— K
TOBWENFIREE 720 F7,

e« MACVLAN #7 7 B AR — F & LTHELEA v & 7 = — AR — NETRITAHRETE E T3, 4k
X TEEFHADOTHEALRZNTLZE Y,
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(8) Interim /X4y FDEEBMRBIZOVTOFEEE

RADIUS Accounting @ Interim /37 > F & i 5454, RADIUS /37 > k@ Acct-Interim-Interval

BEIECTHRE SN D EERRIEL, 600 LA EOEAZRET LI AR LET, 600 LV /NSVEEZERE L
By, SAEEMAIL D Interim /37 v B EF S DO T RADIUS — "B LR > b T —7 OATR
KT 57 OIERB P MLETT,

(9) MACVLAN 2> 7 44 L—% 337> K mac-based-vlan static-only 3% > K%
EROEE

MACVLAN ® =227 4 7 L —3 3 > a3~ K macbased-vlan static-only &% E S N6
IEEE802.1X [3fRE TE FH A

)

(10) RAF4 v T ) &S MAC & VLAN BEAIER2E5F (M) E— FOHEEFIZDOWL
TOFEEIA

VLAN HA7F8FE (#h1) %23 @ L T\ 5 VLAN WO MAC VLAN €— KD A > ¥ 7 = — A Zxf L,
mac-address-table static 2~ > FTMAC 7 RL AT —TF NI AZT v 7 N RBEEIN TS
L, YT OMRIIIEE ISR AT ) Z E N TE A,
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IEEES02.1X X OSI /€T /L DH 2 L A ¥ Catbalb 21T 2 HBETT, ZDHE
TlZ, IEEE802.1X DAL — g N2 HOW T LE 3,

6.1 IEEE802.1XMa>vI7«1445L—3Y

6.2 |IEEE802.1X DA RL—L 3>
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6. |IEEE802.1X ME&F &EMA

6.1

IEEE802.1X M1

J49L—3Y

6.1.1 aAvI7449L—3>

94

%£6-1 avIq4HL—3ravr Kk—

v k=

IEEE802.1X a7 4 V' Lb—varvavwy R—EE2ROFRITRLET,

av Y R4

Bl

aaa accounting dot1x default

RADIUS h—R_TTH U T 4V THEHEITOGEICHELET,

aaa authentication dot1x default

IEEE802.1X ® = —#38GF %4 RADIUS ¥ —/3CIT ) T & &%
E

aaa authorization network default

RADIUS 4%—/*‘73>%?'§Eéﬂ7”: VLAN f ##t!
Rk (W) 21T HAICRELET,

e~ T, VLAN HAL

dot1x force-authorized-port

VLAN E'fiwuuﬂi (&) < T, PRREARETH BE %
T v INITN—TEHFEELET,

FFAIT AR — b E T

dot1x ignore-eapol-start
dotlx vlan ignore-eapol-start
dotlx vlan dynamic ignore-eapol-start

Supplicant 5 O EAPOL-Start 52 {5 ¢l
FEELRWVWEREEZ LET,

Z, EAP-Request/Identity

dot1x loglevel

B|Er 7 Ayt —VaET A v E— VLNV ERELET,

dotlx max-req
dotlx vlan max-req
dotlx vlan dynamic max-req

Supplicant 7> 5 DA 23 725412 EAP-Request/Identity % Fi%
T ORANBEARELET,

dotlx max-supplicant
dot1lx vlan max-supplicant
dot1x vlan dynamic max-supplicant

FRREHAL D e RFRFE AR A R E L ET,

dot1x multiple-hosts
dot1x multiple-authentication

N— }\ﬁ{inuu nquﬁ'7:E‘_}‘€f H/:EL/iT

dot1x port-control

— F%‘{Luhuﬂf%ﬁ)‘ﬁ LET,

dot1x reauthentication
dot1x vlan reauthentication
dotlx vlan dynamic reauthentication

Feh nE(ﬁ%‘jﬁ‘wﬁj{@ﬁnu uft@ﬁ)dj/ﬂ)w%f H/?E_‘L/ij—

dot1x supplicant-detection
dot1x vlan supplicant-detection
dot1lx vlan dynamic supplicant-detection

FRAEY 7 — NICEARRRAEE— FZHEE L &
FFa v ERELET,

& DA HENED

dot1lx system-auth-control

IEEE802.1X #HZhic L £,

dot1x timeout keep-unauth

AN— NENFRFED > > VT VE— KT, BEOEKND ORGEER %
B L= L &I, TOKR— F CTOBREEBRIRRE A (R 5 R 2 8%
ELET,

dot1x timeout quiet-period
dot1x vlan timeout quiet-period
dotlx vlan dynamic timeout quiet-period

RRE (FRBFEZ &Te) (2B L7z Supplicant DOFEAFNLE - BH 2 7F
W45 E ORI 2% E L ET,

dot1x timeout reauth-period
dot1x vlan timeout reauth-period
dot1x vlan dynamic timeout reauth-period

FOREGE 2 I R D FEREREZTT O MR 2 E L £,

dot1x timeout server-timeout
dotlx vlan timeout server-timeout
dot1x vlan dynamic timeout server-timeout

RREY — "B OIREF B ARE L £,

dotlx timeout supp-timeout
dotlx vlan timeout supp-timeout
dotlx vlan dynamic timeout supp-timeout

Supplicant ~%{5 L 7= EAP-Request/Identity
Supplicant 7> & DISERF B &3 E L ET,

WXL T,
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av U R4

A

dot1x timeout tx-period
dot1x vlan timeout tx-period

EWIH 72 EAP-Request/Identity O 4{EMREHE L £ 7,

dot1x vlan dynamic timeout tx-period

dot1x vlan enable

VLAN H{ZFBFE (F) ZHNCLET,

dot1x vlan dynamic enable

VLAN H{ZFE8FE (B) Z2HNCLET,

dotlx vlan dynamic radius-vlan VLAN EANZREE (F1F9) <, RADIUS ¥— 3025 @ VLAN [HF#IZ

LV E7e VLAN #10 H CEFFAIT %5 VLAN 2% E L £,

6.1.2 |IEEE802.1X MEAMLHTF

IEEE802.1X D FEARRFEET— FIREICOWTHHA L £,

(1) IEEE802.1X ZH%hIZT 5% E

[BREDRA > +]

Ja—r\)ary 74— g F— RCIEEES02.1X #H Nz LE T,

L, TEEE802.1X DIFnd a<y RRENRY XA,
[A7 Y FIZKBHRE]

1. (config)# dotlx system-auth-control
IEEE802.1X N L £ 7,

(2) ' I“ﬁ{.Ln:unIEo)EQE
MR — N EIFZT v XNV TN —F B RBA O RITHRELET,

[BREDRA > k]

Zhawy REFETLRWD

TIEAR— b EHREL, TOR— FTHR— MNENREZADNCLET, BFEY 7E— RERTELE

T, WAV T E— FOREZEWTDHE LI NVE—RIIRYET,
[av Y FIZ&BEFE]

1. (config)# interface gigabitethernet 0/1
(config-if)# switchport mode access
A— bk 0/11Z access E— REZFHELE T,

2. (config-if)# dotlx multiple-authentication
uqu"j‘7:{‘““ }\%jﬁJﬁj{uqu{‘E R ?Eﬁ; L/i'é_o

3. (config-if)# dotlx port-control auto

71‘:*‘ }‘i’fiwuuﬁ%fﬁfjj L/i-g_o

(3) VLAN $1—LEIL\HIE (%E’]) E
— K~ VLAN ’E‘mh thE@Xj‘g% g& iﬁ‘o

[Eﬁid)?ﬁ% v k]

$— I VLAN ##7E L, %@ VLAN T VLAN HAZREF (#H)) Z2A2c LET,
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[a7 Y FIZkBE%E]

1.

(config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit

VLAN ID 10 {Z&— F VLAN Z#8%E L 77,

(config)# dotlx vlan 10 enable

VLAN ID 10 T VLAN H{7Z8GE (§09) 2 HMZLET,

(4) VLAN BEGIEREE (BhHY) DERE

MAC VLAN % GBAEDOXGUIHE LE T,

(&%

FEDRA 2 F]
MAC VLAN %##%7E L, #® VLAN T VLAN BA73EE (@) 2B/ LET,
%72, VLAN E{i?ﬂuﬁ (BIHY) FREAEICTALY) L7k % RADIUS H— B H5E S 7= VLAN Bi#ic

A4

TENWBREET B -0, 227 4 7 L—3 3 3~ K aaa authorization network default DR E
M\g k fi V) jﬁj_‘o

[a7 Y FIZkBE%E]

1.

6.1.3
SEEE— KA 72 g o T A—ZDOREIZOWVTIHHALET,

(1) FERRNMHERA T3 v DERTE

IEEES02.1X ZHi/= /oW ik &, FEEEITORWVWTHELZFHAI T 5MAKD MAC 7 RL A ZRELET,

96

(config)# vlan 100 mac-based
(config-vlan)# state active
(config-vlan)# exit

VLAN ID 100 {Z MAC VLAN %3 E L E7,

(config)# dotlx vlan dynamic radius-vlan 100
VLAN ID 100 % VLAN HA7E8FE (BIfY) OxtRIZHEE L ET,

(config)# dotlx vlan dynamic enable
VLAN HAZFEGE (@) 2 HC LET,

MEE— FA T2 3 UDERE

[BREDRA > k]

AR— FELFEREE, VLAN Hf7ZR83F (F%19) TiX, MAC T FL AT —T I AZ T 4w 7o kY
Rk L EJ, VLAN BNEEEE (#f9) <1k, MAC VLAN IZ MAC 7 L A& &G L £ T,

[:—7) F\(:ctéggﬁ-‘:_] (7R_ |“$1 nnunE)

1. (config)# interface gigabitethernet 0/1

(config-if)# switchport mode access
(config-if)# switchport access vlan 10
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(config-if)# dotlx multiple-authentication

(config-if)# dotlx port-control auto

(config-if)# exit

AN—F 0/1ICVLANID 10 2% E L, IV 7T — FOHRRAEE— FOR— MEMFRAZHE L £
D

2. (config)# mac-address-table static 0012.e200.0001 vlan 10 interface
gigabitethernet 0/1
AA— bk 0/1 ® VLAN ID 10 (ZFGE L 72\ Cilfg S 720 MAC 7 R L 2 (0012.6200.0001) % R ¥
T4y TITRELET,

[37 2 FIZKBERE] (VLAN BEAFREE (F189))

1. (config)# vlan 100 mac-based
(config-vlan)# mac-address 0012.e200.0001
(config-vlan)# exit
VLAN ID 100 ®» MAC VLAN TiEfE A & TR D MAC 7 KL A &% E LE T, IwARid,
IEEE802.1X OF8REZ 1T 72\ T VLAN ID 100 Tl TX £,

2. (config)# dotlx vlan dynamic radius-vlan 100
(config)# dotlx vlan dynamic enable
VLAN ID 100 % VLAN BEAZFEFE (B1)) OZRITHEL THMZ L ET,

(2) REBRNR— AT a3 VDEE

[BREDRA > K]
VLAN %{J‘nuuﬁ (H%E/j) % F Ebﬁ_ VLAN LHTE:#Z)T <, nqu%ﬁﬁ‘bj— LL1D RS
AR—FERELET, F— MIEHD VLAN %‘fﬁxfELTb\Zo A, 73To VLAN 22V THBR
EITOTICEENRICR D £,

[O7 Y RIZKBEHRE]

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx force-authorized-port

VLAN H{7Z85F (#09) Z3EFE L7 VLANIZB L TWAAR— b 0/1 TIERIEA21THT, WE T 5Lk
9 uuxﬁbiﬁ—

[5EE’$$IE]
Fion uiﬁ‘}ﬁ“j‘— MZ VLAN E"LLWLA RIE (H%E]/J) ?Xm L 7= VLAN %8/ l/f;ﬁlil , FDOHR— bk Di 1::- N
—EREZ D BB ET,

(3) EREEImAREHIRDKTE

[(BREDRA > K]
3}8%}%{1 L iz, @ uﬂzi&u$jjﬁéﬁik X;ﬁ(% H/:E_’L/giﬁd N l\m'fl.muu N ﬁﬁ?ﬁ‘ﬁ‘j%_ Rz
Jﬁﬁﬁ{umuE:E' K% ﬁb(b\éiaé\ Lﬁ%j&fﬁbiﬁ‘o

[:—7) F\(:ctéggﬁg_] (ﬂ-:_ |“$1 nnunE)

1. (config)# interface gigabitethernet 0/1
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(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
(config-if)# dotlx max-supplicant 50

AN— bk 0/1 TREREZ FF A9 SRRz 50 (IR EL £9

[A7 Y FIZ&B5%E] (VLAN BEAIFREE (F%89))

1. (config)# dotlx vlan 10 max-supplicant 50
VLAN HNZFAGE (§#f0) (2% & L7= VLAN ID 10 CRliEZ 7 Al 3 2 fe KR $ % 50 IS E L £,

[3v 2 FITLBHERE] (VLAN BEHFREE (B18Y))

1. (config)# dotlx vlan dynamic max-supplicant 50
VLAN E‘{Lmun (@]E/]) Tutqu’E‘uq:Tj_%)HijTjﬁlﬁj{%(% 50 { Lnxﬁbij_

(4) ImARIRHBMEDEIEERE

U AR O IR ZFHRT D721, AREEIL tx-period =~ & R THE L7-HIRE T EAP-Request/Identity
BN TFXyr A REELET, 20L&, EAP-Request/Identity (Z)iHE L 72 B iE i AU R I3 5 380
U= U ABMEERRELET, T 74N M, LB A B L ET,
[BREDRA > F]
shortcut 1%, FRREALFLAEWE L CAREBEOAMNEZERE L £9, disable I%, FRAEHEADMARSPIFET
LEAEITIE, EHIR7: EAP- Request/Identlty DFEEITOER A, fullld, R pﬁﬂfi%’f’é &35z &
M T 720 Supplicant #fH L CWALEICRELE T, full B— REHEE LY , HEEOAN
BE< 72D DO THEENLETT,

(A7 FIZLBHRE] (R— MEAFRED)

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx multiple-authentication
(config-if)# dotlx port-control auto
(config-if)# dotlx supplicant-detection disable
A— b O/1 [ZFBFEFE AR BN TFAET D55 121% EAP-Request/Identity #2415 LAWK S IZTREL £,

[37 2 FITKBERE] (VLAN BEAFREE (F8HD))

1. (config)# dotlx vlan 10 supplicant-detection shortcut
VLAN HACFEEE (§#09) IZRXE L72 VLANID 10 T, RGEE AL 5 O EAP-Response/Identity 5%
1::- j: ﬁutuuﬁmﬁ%é%bfnuuﬁﬁk%kﬁéiﬁ uuxﬁbiﬁ—

[a< Y FIZ&35%E] (VLAN B4R (B189))

1. (config)# dotlx vlan dynamic supplicant-detection full
VLAN BALGERE (#10) CREGEFE A8k D 5 D EAP-Response/Identity 5215 T FRREALER 2 A0S L
ROTRRREY — SOV E bR Z1TVET,
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6.1.4 EREIAIE(ZRET BEETE

(1) ImRNBRAEZERY DHEAEDHRE

=/ ’E‘Ji:‘{g Liﬁb"C“fF v NT—7 ﬁ‘%%ﬂf'l]—wﬁ{ iK){t HER uE’E‘ﬁ%l‘?VC% ARV a5} At uE(ﬁ%‘@

Jﬁﬁﬁ{ ij‘b(ﬁmunﬁ%ﬂi# (ETmﬁﬁfﬁb\jﬁwﬁﬁ{@munﬁ%ﬁ%@bij_

[E"‘E@?ﬁ’ffz ~]
FRREF A DU AR Z &2, reauth-period # A < IZFKE L T2 IE[E [E][E T EAP-Request/Identity % i%
f§ LE7, reauth-period ¥ 1 ~ DX EMHIL, tx-period ¥ A ~DOHEME Y b RXVWEEZHEL T
7ZEW,

(A7 FIZKBH/E] (R— ~BAIEREE)
1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx reauthentication

(config-if)# dotlx timeout reauth-period 360
R— b 0/1 TOFFRIEEREELENTRE L, HRIEORHFREZ 360 FICRE LET,

[A7 2 FIZ&B5%E] (VLAN BEAIFREE (F%89))

1. (config)# dotlx vlan 10 reauthentication
(config)# dotlx vlan 10 timeout reauth-period 360
VLAN HNTF8RE (§#09) (Z3%E L72 VLAN ID 10 TO FHRBFESAEZ AR E L, el oo FE ]
% 360 IR E L £ T,

[a7 Y FIZkBE%E] (VLAN BGIEREE (B18Y))

1. (config)# dotlx vlan dynamic reauthentication
(config)# dotlx vlan dynamic timeout reauth-period 360
VLAN HAFRAE (BHY) TOFERBREBRE LA MIRE L, HRAEDRHMFEL 360 FIIZREL £,

(2) IHERA~D EAP-Request 7 L—LBEDHRTE
Jﬂﬁ}fi@nwEEP Z, RIEEMNGEET S EAP-Request GEAET— "B DOHER A v —) IZx LT, WK
DISE NI WG E OFIERE & FERBEHRELET,

[(FBREDRA > +]
FRERERE] B & PR L EIE O FRBF# Y, reauth-period # A < IZF%E L TV D REH L 0 O RERENIC 22 D
EITHEL T IZEN,

[:—7) F\(:ctéggﬁ-‘:_] (ﬂ-:_ |“$1 nnunE)

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout supp-timeout 60
HRK— Tk 0/1 TO EAP-Request 7 L — A D FFEIFHE %2 60 FIICRELET,

2. (config-if)# dotlx max-req 3
AR— bk 0/1 TD EAP-Request 7 L' — A DFH LR %A 3 IR E L E T,

99



6. |IEEE802.1X ME&F &EMA

100

[37 2 FITKBERE] (VLAN BEAIFREE (F3HD))

1. (config)# dotlx vlan 10 timeout supp-timeout 60
VLAN H{7Z83E (§#89) [ZRE L7= VLAN ID 10 T® EAP-Request 7 L — A D AR 4 60 FDI107%
ELET,

2. (config)# dotlx vlan 10 max-req 3
VLAN HE{7Z83E (/) 1Z5% € L7= VLAN ID 10 T® EAP-Request 7 L — A DOFXEEE % 3 [BIZRE
LET,

[a7 Y FIZkBE%E] (VLAN BGIEEETE (Bh1RY))

1. (config)# dotlx vlan dynamic timeout supp-timeout 60
VLAN E‘{quu (%JE/]) To EAP- Request 7 V—AO)ELH#F?% 60 *} %& Ljﬁjﬁo

2. (config)# dotlx vlan dynamic max-req 3
VLAN HEAZ8FE (81/9) T EAP-Request 7 L — A DO FE[E %A 3 [MIIEE L £,

(3) IR 5 DEBILERZEHILT SHAEDEKTE

Ui AR A5 O BEAP-Start 7 L — AZ[FIC K DFERELH AL US4, AR A2 RE LT2BE, HiREs &
OHRBREE, ZZ1 tx-period ¥ 1 ~, reauth-period % A ~ OREE[EFE CITHILE T,

[BREDRA > K]
ZE DR BB ORI B R CEREEER DN Thh, EEOARDEWVEEAICHRELZITY, AfEK
WLFET, Ko< FORERIC dotlx reauthentication =~ > ROFRENMLIETI,

[3T Y FITKBEE] (R— MEAFREE)
1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx reauthentication

(config-if)# dotlx ignore—eapol—start
T ]\ 0/1 T EAP Start - 1/‘—‘.5\ 'fl:l mu uﬂi@ﬁ%ﬁ'ﬂﬂ: Liﬁ—

[A7 Y FIZ&B5%E] (VLAN BEAIFRE (F%89))

1. (config)# dotlx vlan 10 reauthentication
(config)# dotlx vlan 10 ignore-eapol-start
VLAN HALFERE (FFEY) IZE%E L7= VLAN ID 10 C EAP-Start 7 L — A K A R8REABE 2L L
R

(a7 FIZkB5%E] (VLAN B2 (Bh8Y))

1. (config)# dotlx vlan dynamic reauthentication
(config)# dotlx vlan dynamic ignore—eapol—start
VLAN E‘{quu (@JE’]) T EAP Start - I/—A 1;:: mu uﬁmﬁ %?ﬂ]ﬂ: Lijﬁ
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(4) FRERRBABFDEREIAIEFEE] F TORFEIFREERTE

FRRIEIZ RBR U 7 iR kb3 2 38R PR B £ CORMERF 23R E L E T,

[ﬂi@ﬁ%pﬂ
s %E&Lf; j{ﬁ‘%, %EI/\E%EF"? Lnunﬁ@g;kz)‘ﬁi;bﬂé ET'H: ﬁﬁfﬁ’;%< fﬁé:&%ﬁﬂi
LET,
Z—FNIDRRAT— ROANEYIZ L > TRIENKH LIZHATEH, BRELFEMZRE LN
& R A FEB L 72\ ) T, &Eﬁﬁ HEE LT EEN,

[:17/ I‘( ct%) E] (-k F%{—LBIUDIE)

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout quiet-period 300
R— MENGEREA R E LTV DR — [ 0/1 IZFRAELEEFEBE £ T OFFHEIE[ A 300 FVICERE L £ 7

[a7 2 FIZkBE%E] (VLAN BGIEREE (B%RY))

1. (config)# dotlx vlan 10 timeout quiet-period 300
VLAN HAFFREE (#H)) 2% 7E LTV % VLAN ID 10 (ZFRFFALE TR £ TOMFRERR £ 300 BIICRRE
LET,

[a< > FIZ&35%E] (VLAN B4R (B189))

1. (config)# dotlx vlan dynamic timeout quiet-period 300
VLAN HAZFRGE (@) (ZFRREALERTER £ TORMERFHR 2 300 FIEE L 97

(5) EAP-Request/ldentity 7 L — L 3X1{E DB EREFRERE

E%EE’] uuqu%F}ﬁﬁAbfib\jﬂwﬁi ;(‘-J- L/T, uunEF}ﬁﬁA%ﬁ%%\éﬁﬂéf; Z'KA ﬁ‘%ﬁﬁ%ﬁé’j EAP Request/
Identity #2553 AR EZ R E L T,

[(REDRA > k]
AHEREIX, tx-period ¥ A ~IZEE L TH 5 e[ E T EAP-Request/Identity < /L F % ¥ 2 hik[F
LET, BEEFEADHAN Dt EAP-Response/ldentity DJ5& 2% L, EEOARZ &L T 5 ATHE
HRHY EFTOT, UTOHEXNTIRESNDEEREL T ZIN,
reauth-period > tx-period = (CHE THIEEZIT O MimAE+20) X2
tx-period DT 7 4/ MEN 30 B TH D728, 300 BLLEDUGKR CTREFEETT A%, tx-period # A
VEEETLTLEE,

[:17/ I‘( ct%) E] (-k |‘$1_Lnnqu)

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout tx-period 300
N— FHAEFEARE L TSR — b 0/1 IZ EAP-Request/Identity 7 L — &35 ORI 4 300
WICRELET,

[a7 2 FIZkBE%RE] (VLAN BGIEREE (B%RY))

1. (config)# dotlx vlan 10 timeout tx-period 300
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VLAN Hf7F85F (589) 2 E L T\ % VLAN ID 10 |Z EAP-Request/Identity 7 L — .38 ORER
f@% 300 BICRELET,

[A7 Y FIC&bH%E] (VLAN B335 (BH8Y))

1. (config)# dotlx vlan dynamic timeout tx-period 300
VLAN Ef7Z83E (F189) 12 EAP-Request/Identity 7 L — A 2518 DORFREIEIRE % 300 IR E L £,

(6) r.ul..\nIE-U-_/ \I;.LT\ #—6 E%FEﬁa)g ’f 7E§E

FRRE — SASOFRITK T DINE N R WIGE DR BRI AR E LE T, RE LRI FE T2 &,
Supplicant ~FBFELEM A @A L 9, radius-server =~ R TRE L TWDEELZ & O MIFR] & ik
L THEWF OREE T Supplicant ~FFERIZ @ L E 7,

[(BREDRA > K]
radius-server 2 ¥ . R TEHE DOV —NEZHE L TWDIGA, & —OFEREE G OIRINERHD
el L 0 BELWEE A2 3ET 5 &, FRAEY —/NA~ELR LT 23 H T Supplicant ~F8RER I A 1@ %0
LET, BELETRCOFRGES— D DIREN 20 & ZICRBFERRZ B L 0WHaE, Kav
NORERMOF 2 FEHEL T ZIN,

[:—7) F\(:ctéggﬁ-‘:_] (ﬂ-:_ |“$1 nnunE)

1. (config)# interface gigabitethernet 0/1
(config-if)# dotlx timeout server-timeout 300
W= P HRAGRREZRE L TV DR — R O/1IZRREET— /N0 6 DINEFF B R & 300 FICREL £ 7

[37 Y FIZKBERE] (VLAN BEAIFREE (F8HD))

1. (config)# dotlx vlan 10 timeout server-timeout 300
VLAN HATFEEE (§) %% & LT\ % VLAN ID 10 ([ZF8FEY— 35 5 OIEFF B & 300 B
ELET,

[a7 2 FIZkBE%E] (VLAN BGIERETE (B18Y))

1. (config)# dotlx vlan dynamic timeout server-timeout 300
VLAN HAZFEGE (BIE) (ZFRFEY— 306 DIRERF BRI 4 300 IR E L £ 7

(7) *EK& Xb\bwurunmg;}zﬁo) 11: &ﬁﬁfﬂﬁ@ﬁﬁi

A— NEAFERE (7 VE—R) BDEEL TWDHR— N T, BEDRN D ORBFEERAZ M L2
2, ZOR— b TOBEZERT 2R EZRE L ET,
[BREDRA 2 K]
MMZHEfE SN TIIW T WK Z HEFR T2 DI B R R 2R E L T E S0,
[a< > FIZ&BE%E]
1. (config)# interface gigabitethernet 0/1

(config-if)# dotlx timeout keep—unauth 1800
AN— MEAERREA R E L TV DA — R 0/1 ITEEEWNIREE DR 4 1800 FIZRRE L £,
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6.1.5 RADIUS H—/\BENETF
(1) PHYOUT 4T DEE

[BREDRA > ]
RADIUS #—REHREL, THU LT 4 v THEHEITIZ EEHRELET,

(a7 FIZ&kBEE]
1. (config)# aaa accounting dotlx default start-stop group radius
RADIUS #— T W0 T 4 TR EAT) L 2RELET,

(2) RADIUS H—N\TEREEFITI-ODKTE

[REDRA > ]
L '&munﬂi% RADIUS ’H‘_/\Tﬁﬁ _k%n)lﬂ:_ Lij_

(37> FIZ&kBEE]
1. (config)# aaa authentication dotlx default group radius
RADIUS Y — T2 —VRIEEIT I LOIRELE T,

(3) VLAN iLLan.\nIE (E’JE’]) 1§mﬂ#0)nﬁm

[BREDRA 2 K]
VLAN HAZF8GEE (Ehry) ©, #EEL 728K % RADIUS ¥— "0 L IEE &7z VLAN IZ9E - CORERT
LT EERELET,
(392 RICKBERRE]
1. (config)# aaa authorization network default group radius
RADIUS H— D2 BIEE SN VLAN IZBERT 5 Z L AR ELET

103



6

6.2

IEEE802.1X MEXTE L EA

IEEE802.1X DAL — 3>

6.2.1

6.2.2

104

BRI F—
IEEE802.1X DR EEA R T A E M a~ L F—EE2KROFRIZTLET,
%62 EfFEa<TUF—8
ATV K% Bl
show dotlx FRAEHANT & & OARIERCFRFEE A @ Supplicant fF#H A2 K~ L £,

show dot1x logging

IEEE802.1X 7' m /' Z AO#EEn 7' A v —T KR LET,

show dot1x statistics

IEEE802.1X FBREIZ o D it a R LE T,

clear dotlx auth-state

FoREE A O ARE M E 7 VT LET,

clear dotlx logging

IEEE802.1X v 7/ Z AOEEn 7 A v —T% 7 U T LET,

clear dotlx statistics

IEEE802.1X F¥GEIZ o it EME 0l 7 U 7 LET,

reauthenticate dot1x

IEEES02.1X FBiFkiE & FREFEL £,

restart dotlx

IEEE802.1X 7' m 7 J A& FiE L £,

dump protocols dot1x

IEEE802.1X 7'1 7' T A THRI L TW Al 7 — 7 W AEH, HitEdae 7 7 A v~

HAOLET,

IEEE802.1X KED R

(1) ulb\nIE'Ikohxo)ﬁT

IEEES802.1X Ok fEIX

(a) EEZADRERT

IEEE802.1X D&% E

X 6-1 showdotlx A< FOEITHR

> show dotlx

Date 2005/10/20 10:52:40 UTC
System 802.1X : Enable

Port/ChGr/VLAN
Port 0/1

Port 0/2

Port 0/3

ChGr 32

VLAN 10

VLAN 11

VLAN 12
VLAN(Dynamic)

(b) R—

NN E‘{Lmuu

show dotlx =< FTHER L T 72 &0,

—EX, showdotlx I~ REFLTL THER L T E &V,

AccessControl PortControl Status Supplicants
-—- Auto Authorized 1
Multiple-Hosts Auto Unauthorized O
Multiple-Auth Auto -—- 0
Multiple-Auth Auto -— 1
Multiple-Auth Auto -— 1
Multiple-Auth Auto -— 0
Multiple-Auth Auto -——= 0
Multiple-Auth Auto -— 1

b EARIEDRERT

BIFHR—F T & DOREER % show dotlx port =~ FEFFTL THEGR L T 72 &0,

F v FNTN—TF T L OIREEIL show dotlx channel-group-number =~ > R&EITL THER L T ZE

U,
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RN— I EEZHESTD L, HELER-TOFREzFRLET,
detail N7 A =X ZfEET D L, WREL TV LIARDOEREF R LET,

X 6-2 show dotlx port A< > K (detail /X5 A —4% $57EH) OETHER

> show dotlx port 0/1 detail
Date 2005/10/20 10:52:48 UTC

Port 0/1
AccessControl : --- PortControl > Auto
Status : Authorized Last EAPOL : 0012.e200.0021
Supplicants 171 ReAuthMode : Enable
TxTimer(s) :9 / 30 ReAuthTimer(s): 3585 / 3600
ReAuthSuccess : O ReAuthFail -0
KeepUnauth(s) : --- / 3600
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime(s) Date/Time
0012.e200.0021 Authorized Authenticated Idle 0
15 2005/10/20 10:52:32

(c) VLAN EGIFREE (R$8) DRERT

VLAN HAZFRFE (§89) 128175 VLAN Z & Odkhgl, show dotlx vlan 2~ RA&ZEST L CTHER L CTL
77&W, VLANID ##ET5 &, ¥FE L7- VLAN OEHREZFRLE T, detail ST A—F ZIEETH &,
WAL TV A IRRDIESRA R R LET,

K 6-3 showdotlxvlan A< > K (detail /85 A — 2 EEH) OETHE

> show dotlx vlan 20 detail
Date 2005/10/20 10:52:48 UTC

VLAN 20

AccessControl : Multiple-Auth PortControl : Auto

Status Io——- Last EAPOL : 0012.e200.0003
Supplicants 2/ 2/ 256 ReAuthMode : Enable
TxTimer(s) : 3518 / 3600 ReAuthTimer(s): 3548 / 3600
ReAuthSuccess : O ReAuthFail : 0

SuppDetection : Shortcut
Port(s): 0/1-10, ChGr 1-5
Force-Authorized Port(s): 0/4,8-10, ChGr 1-5

Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime(s) Date/Time

[Port 0/1]

0012.e200.0003 Authorized Authenticated Idle 0
84 2005/10/20 10:51:24

[Port 0/3]

0012.e200.0004 Authorized Authenticated Idle 0
5 2005/10/20 10:51:03

(d) VLAN HGIZEEE (BIRD) DREERTR

VLAN HAZFEEE (FhH) 123810 5 VLAN Z & OfRfElE, show dotlx vlan dynamic =~ K& 54T L CHE
AL TL7EE, VLANID #5795 &, f5E L7z VLAN Off# %2 FR8 LET, detail /87 A —% %5
ETHE, BIEL TWAIROEREFRLET,
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X 6-4 show dotlx vian dynamic A< > K (detail /85 A —2 {5ER) OETHER

> show dotlx vlan dynamic detail
Date 2005/10/20 10:52:48 UTC

VLAN(Dynamic)
AccessControl : Multiple-Auth PortControl : Auto
Status Do——- Last EAPOL : 0012.e200.0005
Supplicants 1/ 1/ 256 ReAuthMode : Disable
TxTimer(s) : 3556 / 3600 ReAuthTimer(s): 3586 / 3600
ReAuthSuccess : O ReAuthFail 0
SuppDetection : Shortcut
VLAN(s): 20
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime(s) Date/Time
[VLAN 20] VLAN(Dynamic) Supplicants :- 1
0012 .e200.0005 Authorized Authenticated Idle 0
44 2005/10/20 10:52:03

6.2.3 |EEE802.1X FREIIREEDLEHE

106

(1) EBREPIREEDFIHEAE

FRFRIRRE DAL 21T 5 121X, clear dotlx auth-state =~ K& L £9, ~"— +&FKS, VLAN ID,
WARO MAC 7 R VX@&ZYL#%?E%T‘%&TO M HFRE Lo 25681, T X CORGEIRREZ 1L
LET,

axy FEFT LSS, BRita T ) E THEATERI RO THEEL TIES VY,

6-5 HEEBEWNTTOIEEES02.1X REFIKREE # MEAL I B E1THI

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y

(2) 3§%‘]E’]7&ﬁn,u\n

SR FERAE A 1T 9 121X, reauthenticate dotlx =</ l\“’i’ﬁ"’ifﬁ LET, A— ~&%5, VLANID, ¥R
DOMAC 7 RLAD ENNERETEET, BENLWEEE, T XTORFEFAIAICH L CHRIEE
TWET,

A<y FEFITLTH, BRFEICAE) LTz Supplicant D@EIZHEEITISH YV A,

X 6-6 EERNTARTOIEEES02.1X FBEER— +, VLAN THIEIT 21741

> reauthenticate dotlx
Reauthenticate all 802.1X ports and vlans. Are you sure? (y/n) :y



Web ZX:iF

Web & AN i {}L}Eﬁ Web77‘7“'j‘7i’ﬂ§b —(uunﬁéjﬂjﬁ_l“—'ﬂ_${i VLAN ~
DT 7 AHIMEHZIT O ERETT, Z DOFETIL Web FRFFOMEIZ DWW TR L
ij—o

7.1 FEER

72 aAvI7449L—3v

73 ARL—L3Y

7.4 Web FZEFEEERF5 &
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7.1 fEER

Web #GEIE, Netscape X° Internet Explorer 72 & OIHLHAD Web 7' Z 74 (LI, HLIZ Web 77 U &%

DB) %*Uﬂ% L/:‘"’_"H_ ID ij:U/\XU f‘%{fof;mun J:OVC:'-““‘}]L%WUHJ‘_EL/, ;@i%#ﬁ){iﬁqﬁé
X@MACTFVX%{%)EH L/Tmu;ﬂi"lﬁ‘ @ﬁéﬁf wou‘.E?&@Z‘/ 1\17 ?/\0)77‘12%7%7

9

Web 383 i/k \—Tj—munﬂz;&“—‘ F23H Y iﬁ—

 [#%E VLAN =— K
FRRESRE) LTk D MAC 7 KL A% MAC 7 RL AT —T/VIZEGEL T, av 747 Lb—vara
~ 2 RTHE SN VLAN ~BE T&E 5 L9 LET,

e X4}y VLAN £E—F
FRFEASARI) L 723K D MAC 7 KL 2%, MAC VLAN & MAC 7 R L AT —7 /W8GR LT, FRFEAT
DFy NI —7 LEBFEROF Yy NU—2 B SBELET, AE— KT, URL YU XA L7 FEEIfESED
ZENTEET, S5, MACFERE (#1437 VLAN £—F) LIHfFCTEET,

e LHV—F—FN
MAC VLAN 12 £ % VLAN 81V B 212 L > C, FEFERIOFR Y MU —7 LE8EER DR Y hU—27 & B L
F7 (Ver.10.6 TTHOX A+ v 7 VLAN £— K T9),

RHEIC £ > C, MERBIHRIZR Y 7 N =7 24 v A h—AT 52 LR, Web 7T U121 CRAEN
TEET,

FRREIZIE, AEEIZNE L7-7BFEH DB (N Web 2BSEDB S MEOVET) Ik b —m ARl L, 4t
i _m% L 72 RADIUS ¥ — NZfW&H 5 RADIUSRRAES e H Y, EbohoFXREBIN T %
j—o

E 6\, RIEFEE% RADIUS b — DT H v T 4 v 7REREL, syslog v—NIZitgCc& £,

708, Web REETIZIPvA 7 L AEIFICHIE L TCWET, 7272L, RADIUS »— D& ETIE, IPv6
T RUVAEIZIPVAT RLADEL L THIEETE E7,

7.1.1 EREF#EEE

108

{1

zt:-?:l T/I/TLi o uEHIJ@j%jEﬁ)FﬁEj_ZD VLAN %fnu nIEHIJ VLAN & @Uij— i 7Lx_., gﬁ
% 38GE% VLAN & FEOVE 7,

1% VLAN

=0

F
=l

(1) E%FE VLAN E—F

LR IERNEREALATO & 21X, MAC 7 RL AT — 7 BRSNS, i S7- VLAN H~@fE T
RUVREE T, BRIANHINT AL, KD MAC 7 FL 2% MAC 7 RLZAF—7 /L2548 L, VLAN I
~NEETED 920 9,

oA BB H T 5T, Web 3RaFEHOIP 7 FL 2 &M+ 5 ks, URL U & A L7 ~EREAff
ﬁﬁ#éﬁ(ﬁﬁiﬁ)bij_ &t)ro@%{:l\% H‘_‘ﬁﬂ/nuuﬁﬁtj\)i’o\RADIUS nmnEjiJ:TnquTg(ij_

EE
Web FBiEHAIP 7 RLU AL THREL TLEEN, F2, IP T FLRIZE, ROMELUSO IPv4 7
RLUAZRELTIEEN,
e N—T Ny AL HET2—ADIPT KL A
o KA UH T2 —ATHEESNTZY TRy MZEEND IPvA T KL A
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(a) URLYAA LY FH#EE

SRAERT DI AR D & B ~D http E£721L https 77 B RAZMH L, SR OE EIZTREIANIC 2 271 o HiE %
BRLTRITA VEEEZSEDHZENTEET,

2%, URL U #A L7 FaRET D561, WebiBiEHMHIP 7 FLAZSLTREL T ESW,

Tz, WRO Web 77 UHIZTa X o —NERETIHAIT, LT Web BEEFEHIP 7 RL AR T 1
VY= ROBREZTRNEIICRELTLIEE N,

7-1 [EE VLAN E— FEEDO URL US4 LY ke

BS320
/" RADIUS b
H— 3 H—s

(HF—FL—F)

i
I
I
I
1
1
I
I
I
1
I
1
1
I

RS S S Ehttpd~T7 2 2 XA !
H&, WKRICAT A VEEE A i-rl
E, BIEEETHOEERT.
RIERNEEREEA~T I ERATES
Sy EY .

=R DEEE?&#UE‘J—- - -
PC1 PC2 PC3

(b) WebZBSIERIP7 FLRIZKAO0 4 VigE

ARIEEIZRTE SN Web 58iEFHEHO IP 7 FLAEMH L Tr 7 A VEME, BXOue /7o MENATE
e

Web il AICRTEENTZIP 7 FL AL, A VX 72— ACHRESINZIP 7 L AL TEALR Y, Web
SRIAEDO T A UEBERB L e 7 MREE T THER SR ET,
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110

K 7-2 WebZHFERIP7 FLRIZKZO54 Ligk

WebiBHEEAIPF FLRAEEE

LET (ALIPP FLRAEE

TEET) .

i :
1

s 1

i

WebZBSHMAIPT FLRERAW =071 VEET
A4 vBANRTENET,

(c) REEERIPVATHIERAY R MERE

FRRER AN — MZ, FRAEEHO IPva 778 A Y A L (LI, BREFH IPv4e 727 £ A Y A b EIFOVET)
a7 4 L—3 3 a~ K authentication ip access-group TiRET D Z L2 L - T, FFERIOIRAE
& DI DIEEINANFFED T MEEETEET,

AL IPv4 77 A Y 2 MF, ﬁﬁ@?&txUX%(:y747V~VaV:vVFm
access-group 72 &) ELIXERY, FWEERITRESINZ 7 A MV EEERNEH S ERA, 277 L, BEOT
J7EAY A NTREINIZT A VEEMFL, RAEERAIPve 77 B RA U A M TRIESNIZT 0 VH KL
DHEESNET, R RR—MOAFOT 722 X N ERFHEMIPvAa T 7 A A FERELE
Be, BEOT 78RV R NDT 4 VZEMEDN, BRI ORI O EH SN ETOT, RiEEH IPv4
TI7EADAMIBRELIL T A VEGEBEDOT 7EAY A MIHRELTLIZEN,

it,%ﬁﬁﬁ@DmWﬁ_N%@mﬁé%é,M£E%EM77txjxk@74w&*# ZHEE S
TODHCP X7y MBS ERENPLIEL Y F7,

2B, a7 47 1L —3 3 a< 2 K authentication ip access-group Z ¥ T DA, KOSIZEREL T
STEEWY,

s FRECTEDRAHAIPvA 77 BA Y A ML LT T, i RE R T_XTOR— M, av
7 4 7L — 3 3~ K authentication ip access-group TR — D EE LT X,

o WRILFHHIPVA T 7 EAY A N TRETE D7 4 VH FHEBNEREEZBLZ TWDEE, WEEHENO
HOLETHRESNET,

e a7 4 L—rara~vy Rpermit £t deny IZL 5> TRO T 4 VX FERFEESNTY, #H
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HHa~y R Ca—% 1D, NRAU—FK, BLOVLAN ID % WNji&k Web 2RiF DB IZ&&F L E 4, £7-, &
L7 —YID ZTEDRRAT— REFBILOHIRS TEXET, ZOBRICEE - BHEINNEL, EH
=< > K commit web-authentication 73 F1T S N7-Hf5 T, B Web #2:3FE DB I &£,
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7. Web 3B5E

72k, #H T~ R THK Web 383E DB ~0iBNNE L OEE 21T - 72356, BUERGEH O — I 136
SNT, RERw A CEROAEZERY T

F7-, EH 2~ K show web-authentication user edit C, &M =~ K commit web-authentication 7%
FEITENDETITREE - BH L a—PERERDZENTEET,

Z—HID &/RAT — N2 XXTFE 1~ 16 LFT, ROXFRFEHATEET,

e 2—HID:0~9 A~Z a~z

e NAU—R:0~9 A~7Z a~z

7-22 N Web 25 DB D1ERL

EfRavvF s e ~
i
set web-authentication user —:>| 1—HEH |
I

set web-authentication passwd

NRU—F£E|

set web-authentication vilan —L gl VLAN ID ZFE

]
]
]
remove web-authentication user+>| a—HHIER |
| A EEWebREEDB

1
| a3 &
commit web-authentication —:—I- NﬁWelEEmnEDB ~ @
1
|\ ;

(3) Wfﬁ Web un..\nIE DB 0)/\“/ 7 Ty 70

J#EH =< > K store web-authentication T, ©—J/VFBFEMIZIER L7 Web 83EDB Oy 77 v/
FWMHZENTEET,

(4) WIE Web 523 DB D1ET

M =~ R load web-authentication T, B— U ARGERICIER LTy 7T v 77 7 A VD, N
Web #FE DB OEILNTEET, 72720, EiaIT77 5L, HEIMIEH a2~ N set
web-authentication user 72 & CTHE « HH L CWEHNFIIFEEINT, Brxsn-AFCESHEDY £3
DT, EEBPMLETT,

7.1.6 RADIUS ZEEARDERIER

134

Web B nIE@ RADIUS W uEﬁJ‘%'@EﬁHj‘é u:ﬁf:’)flj:, Yk@ﬁ{ﬁﬁ§‘\‘gfj—o
e ILT 4T L — g DORE

« RADIUS ¥ — /30 #fjg

(1) avI249L—Y3rvnEE

2&%%&:, RADIUS mL‘nJ‘.Ejith'f%ﬁHj_%) VLAN rﬁi&%’ Web nqu@fﬁi&%:’/74 y L—ygryavsw R
TRELET (72 arryq4rr—vary] 22RLTIEIN),



7. Web

(2) RADIUS H—/\) %4

RADIUS #BGE R A EH T 5128472 - Tk, RADIUS — T2 —H# L ic=2—F 1D,
VLAN ID O EDBLETT,

IRAT — R,

2—H T LD VLAN ID i3k D L D IZRRE L £,

\Z Virtual LANs (VLAN) %#%7E (f£13) LEJ,
W26 ERELET,

VLAN ID 2R OB THE L £7,

1. Tunnel-Type
2. Tunnel-Medium-Type
3. Tunnel-Private-Group-ID (Z

o FF LT TRHRTE
1 : VLAN ID 2% 2048 O34, CF5IT 2048 #3%7E

o TFFH)” VLAN” 2§30 C VLAN ID # L CRE
% : VLAN ID 7% 2048 0334, VLAN2048 Z R E

A—HWID &/NAY— FIZIEXFH 1~ 32 LF T, ROILFRHEATEET,

o 22— ID : ASCII X5 =— R 0x21 ~ 0x7E
e XAYU— R : ASCII {5 2— KD 0x21 ~ 0x7E

F7o, #IEHFAE LTPAP #RELET,

Web 58iE1EH T2 RADIUS O EtEz2 kORI LET, 70k,
WTiX, T 2 RADIUS — " 0O#HEFEA SR L T 7EE 0,

Q\

SRR

RADIUS H— "D 72 5% & HikIc

#7-2 PRIATHERATIEMNESR (£D 1 Access-Request)
B4 Type fE B

User-Name 1 a—PHERELET,

User-Password 2 Z—PRRAT—RERELET,

NAS-IP-Address 4 N—T Ry I A FT2—ADIP T RLVARER TN —T /Ny 7 A
VETx2—ADIPT RLVAREML, fRESHTWRITE
RADIUS — L HETHA L HT72—ADIP T KL AL
£,

Service-Type 6 Framed(2) ##%EL £,

Calling-Station-Id 31 P AD MAC 7 L2 (U305 ASCIL, - RKEI0) ZfEL
£,
B : 00-12-e2-12-34-56

NAS-Identifier 32 [ 7€ VLAN £ — REHZFEFERA Z A LT\ 5 VLAN ID %45
FHITHRELET,
% : VLAN ID 100 O34 100
A4 5w VLAN E— FBI OV H L —F— KT, avrr47
L — a2~ K hostname CIHE SN EBEL ZHELET,

NAS-Port-Type 61 Virtual(s) Zg% & LE 3

NAS-IPv6-Address 95 N—T Ry A BT 2—ADIPv6 T KL AFFERF TN —T /Ny

JAVHETz—ADIPv6 7 RLAZKML, fHESNTWiriTh
IXRADIUS $—NEHlETHA LV F 72— AD IPv6 7 L AZH
WMLET, 2770, IPv6 Vo2 u—hL7 FLATHEETLAHES
X, VTR A BT =—ADIPYE T R L ZAREDHEZ)
Wb o, EEAL L E T 2—ADIPVE Vv B —ALT KL A%
AL £,
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7. Web 3B5E

#7-3 PRIATHERATIENES (£D 2 Access-Accept)

EitA Type {& BrLE

Service-Type 6 Framed(2) 2NEH &5 : Web JBFETidF = v 7 LERA,

Reply-Message 18 CREEA)

Tunnel-Type 64 ZA4F v 27 VLAN E— FBI OV A —F— FERCHERA L £,
VLAN #5313 ThHENET =7 LET,
[ VLAN £ — RERIMEH LA,

Tunnel-Medium-Type 65 XA+ w27 VLAN T— FBLOV A —F— FEHIER L 9,
IEEES802.1X & [AE D1 6 ® Tunnel-Medium-Type T % %
Fxv 7 LET,
[ VLAN £ — REHIMEH LA,

Tunnel-Private-Group-Id 81 HA4F w7 VLAN T— FE IOV H > —F— FECHEMR L ET,

VLAN %R F7XTH FE7-1L “VLANxx”

xx [T VLANID #& L £,

7272, SCEED 147 7~ FONED 0x00 ~ 0x1f DAL, Tag
ERELTNDLDOT, ZOHAIF24 7T v MELOEN VLAN %
RLES, 72, BEO 147 T v FONED 0x20 LL EDOBEIL,
JeEENS VLAN # £ L £ 9,

[E5% VLAN &— FERIEHR LEH A

% 7-4 RADIUS Accounting TEAT 2B 4R

B4 Type fE BT

User-Name 1 FAZEDO 22—V LR ERMNL £,

NAS-IP-Address 4 NASOIP 7 KL AZKEMLET,
N—=T Ny I A BT2—=ADIP T KL ARERHL, LV—T v
AVBET2—=ADIPT RLAZEIMLET, 7od, EillisMii—
NEWETHA L ET2—ADIP T FLAZKBMLET,

Service-Type 6 Framed(2) 5% E L £

Calling-Station-Id 31 WARD MAC 7 KL A (N ASCII, “-” KU1V) 2R ELET,
B : 00-12-e2-12-34-56

NAS-Identifier 32 [ VLAN & — RRFICFRGEM A 2% LT\ % VLAN ID % $73C
FHITHRELET,
il : VLAN ID 100 O34 100
A4 F 2w VLAN E— FBL OV —F—RKTlL, avrr47
L— a3 a<y K hostname CIEESNTZEBEL ZHRELET,

Acct-Status-Type 40 v 7o VHEZ Start(1), v 277 v MEEZ Stop(2) 2L £,

Acct-Delay-Time 41 ARV FRAERNOBETHE TICHLEL LR () 2L
E AN

Acct-Session-Id 44 7t AID ZEMLEST, (242, vr7 70 MIBELTERT
fET9)

Acct-Authentic 45 Z—FRED X HICRFES =0 % 59 RADIUS, Local DE¥H 5
MEALET,

Acct-Session-Time 46 u s A %a s 7Ty NS H5ETORR () Z2BHLET,

NAS-Port-Type 61 Virtual(5) %€ L £ 7,
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7. Web 23E

Eits Type fE E5BA

NAS-IPv6-Address 95 NAS O IPv6 7 R L A& KM L £4,

N—T Ny A4 BT =—ADIPv6 T L ARERL, L—F
Ny A BT 2—ADIPv6 7 FLAEKMNL 9, 72F, ki
PISMEIY — R EWETHA T 2—ZADIPVv6 7 KL 2 &RM L
f9, 2L, IPv6 V2 u—hL7 RLATHEETAEAIT
N—T RNy I BT 2—ADIPv6 7 KL AHREDH T ﬁﬁb
LY, FEA L EFT2—ADIPv6 Y 7 u—H LT L R &M
LET,

717 BRI S—AvtE—v
aﬁﬂlﬁ‘—@ﬁﬂlﬁﬁéﬂémwﬁi7 A /‘IZ—‘/?E/TODTF/EE%/K@. IR Li‘f
7-23 un..\n]-.EI7 )‘ v t_yﬁ/_t

IS—Awt—2 (xn)

| {——Ia—ﬁ%
IZ—AvtE—T&FX

FRAET T —ORAMBEROFKIIRLET,

R75 RBEITI—HAvtE—TLI5—HEERFIER

IS—AytE—URE I>—% IS—FEEB
=
User ID or password is wrong. 11 04 ra—FIDNEEINTOEETA
Please enter correct user ID and
password.
12 0y A4 a—FID N2 LFEBZ THET
13 RAT — RBFRE STV, 72348 E SN2 3074k
NEBXET
A
15 INAT — RN Web 785E DB IZBE STV ERFA
16 GET # Y v Fo "QUERY_STRING" 28 21 JLF A0y, &
DUNE, 256 LFEBRTWET
17 POST # Y » F® " CONTENT_LENGTH" 7% 21 £ CT&
%, F71%256 HBZ TWET
18 B 7 A a—PID IZFF Al S TWVRWICTFRIEE ST
WET
20 PRAY— RIZHFAIEN TRV ERMEES R TOET
22 H— jJ/I/uAL‘uJJ:j—AtVC p:uutfﬁ&@ﬁ%*ﬂ‘bﬁH?/l’/%
Tollg, NAT—RPR—H L TCHEFATLE
RADIUS: Authentication reject. 31 RADIUS H— BRI LS (77 v 2HEHF7-1%
JEAF YL Y) BXELELE
RADIUS: No authentication response. 32 RADIUS H— NS HIFHF A 2 ZECxEHATLE (2
XA L7, £72I1XRADIUS h— "OBREN ST
VRREETT)
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AL

I>—%

I>—RAEMR

You cannot login by this machine.

33

RADIUS T3 E STV 5 %iE% VLAN 75, Web f8GET
EFIN72 VLAN TiEdH D £H A,
F7201%, VLANA U X 72— ACRESINTHETA

34

RADIUS §8iE 5T, RS AMARNDF e A &7
f:l‘%‘* RADIUS '9“_‘/‘75 %uuu u?E“y\% (77‘12;{?547::
FFT7EAF YL UY) BEXELELE

35

[ VLAN & — KT, RASEHR SN TV A RGER R AR —
FRY 7 BT DORETT,

F7201%, A— FQREE VLAN E— FE LTRESNLTWE
A

36

[ 7E VLAN & — R TRE I N7 A— F & INET 5 VLAN
7S suspend REEIZ 22 > TWET,
F720%, VLAN A U F 72— R TRESNLTWVERA

41

Web FRGE CREAEE A DI AN D, Bipba—yconr/A
VERPR B FE LT

42

Wﬁ Web #3iE DB 2% 4172 VLAN ID 73, Web 38k
F S 7= VLAN TiEH v i“ﬁ:/u
it %, VLAN £ ¥ 7 = —RIIHESNTWVETA

44

Fl—5ik T, IEEE802.1X % L < 1% MAC FRFEIC L - TR
AEEA, FEllEar T4 S L—varavw s R
mac-address TR D MAC 7 KL A28 MAC VLAN (2%
GRIEAH DT DFBIECE EHA

45

I AR DR STV DRIERRA— 3 Y > 7 o ok
BT,

FlE, A—FREE VLAN F— FH L 3FAFIv s
VLAN £— FE LCREISNTWEE A

46

FRAERI SR — N & UUA T D VLAN 7 suspend JRFE L 72 5
TWET,
F720F, VLAN 3 A V4 72— RCEESN TV EEA

47

Web FBFED 1 7' A D e RINE Gt % 8 2 72 T2 DIZFRRE
TEFEHATLEE

76

MAC 7 KL 2% MAC 7 KL AT —7 VBT DB,
KPR EINTOWDIR— IRV 7 X7 LTWET,
F720%, R— FWEE VLAN E— R L ZF4AFI v 7
VLAN £— F& L TRESINTVEREA

77

MAC 7 KL 2% MAC 7 RL AT —7 VBT B, IN
&9 % VLAN 28 suspend IRFEIZ 72 > TV ET,
F721E, VLAN A U 7 =2 — AR EENTOERA

Sorry, you cannot login just now.
Please try again after a while.

43

Web 787k, MAC &G, $72i3X IEEE802.1X FRiED = 7' A
CUEBNIRRINERM R BA T OICRAETE E-ATLR

51

A VRO IP T FLUAES MAC 7 R L R EfRRTX
FHATLE

52

Web 'H-“_‘/\‘ﬁi Web & A uJ‘.ET“_‘;E/ &*ﬁ(%}hf% FHATLZ

53

Web FRFEOWNHET T —
(Web —H-“_‘/\f)‘, Web & uIET“_‘;E/ H 7/( V%S}Z%{E{i‘
FHATLE)

54

Webuuuﬂi@mﬁlgi7b_‘
(Web H— 323, Web #GET —F VD BISE &2 ITH1T 5
nEHATLE)
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IZ5—AvtE—TDRE I5—& IS—H4EEH
5
The system error occurred. 61 Web FZFEONE~ T —
Please contact the system (POST # Y v Ko " CONTENT_LENGTH" 2AHf$ CT& £
administrator. FATLE)
62 Web ZBiEDNFS = T —

(POST/GET T Ho72/37 A —212” & H 2L 1
HERLTHELR)
63 Web # uJJ:@WﬁKI7ﬁ

(Web — XTHiRD IP 7 L ARG TEEHATL
)

64 RADIUS # L O Accounting ~D7 7 BANRTEX FHAT
L7z ( PRERL E 72 0 i'g—)
A fatal error occurred. 65 Web ZIEO N = T —
Please inform the system administrator. ([FIHERIZ 256 th %8 2 7- RADIUS ~ORAFBRk RN £ L
72)
72 MAC VLAN [ZRBFEL 7= MAC 7 FL AZRFETE LA
TL7%
73 MAC VLAN 7 5 38REf#ERT 5 MAC 7 F L A ZHIRCT&
EFEATLE
74 MAC 7 RL 2% MAC 7 R L AT — 7 MIBET HERIC=
T EELELL
75 MAC 7 FL AT =756 MAC 7 N L2 Z2HIERT HBRIC
TIT—NEELELE
Sorry, you cannot logout just now. 81 a7y MNEREINTZWERED IP 7 KL AH MAC 7 KL
Please try again after a while. A BRI TEERHATLE
The client PC is not authenticated. 82 04SN TOVARNEERNSORr 77 7 FEERCY

IS—BETLOXUAE
e Ix~2x: ELWa2—HID &E/XRAU— R THER VA VEEEZIT- TS0,
* 3x : RADIUS O ExX RE L T Z 3,
e 4x : Web BBRED 2 7 4 T L— a3 v, BLUOWE Web #%GE DB OB ES FLE L T 7Z&0,
e 5x : &M =1~ K restart web-authentication ¢ Web 8:EZ FEHE L T 723\,
e 6x ~ Tx : i 3= K restart web-authentication ¢ Web #3FLE% FHEZE) L T 72 &0y,
e 8x: FHERTT Y MUMEELIToTIEEN,

7.1.8 Web ZEEEE AN Z HEE

Web BRECHEMRT I /A VlESR 77 U Ml L E, Web 77 UWICR AT HHEHEFEHR (LI, Web
FRRLEE & FEONET) (X, EHa U FTARBRZZ 2N TEET, TOEHa~ Y RTRELET «
L7 MUBLTIE, WRIRTEEDO T 7 A VB o726, %247 5 Web BRI & @XMz £4, £/,
WIZRT T 7 A NS gif 77 AN EDOWBRT 7 AV HRIFFCRERTE ET, 72720, BERRFTIES
T ANDY A RXF = v 7 PTFEIT, 77 ANVONRETTF =7 LEEADT, LTEMEMREZIT> T
225 HTML 7 7 A VR 7 7 A L E2BEF L T IZE0,

ANERDZENTE DEEEZRITRLET,

LA % P HE 72 1 |
o 1A
e /7 U NEE
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o U A L RRTHIE H
o 1 U A A
e BT U NETHIH
o BT v MR HE

fcﬁk W‘ﬁbtWebmm i)ﬂ:"?/]\fﬁ'”‘?f%iﬁ‘ fé}”;?bﬁ_&)&i 771‘/1/]‘@Webutuu
BIAEICR D £,
357]‘:, ri"%7'5 nquEI7 )‘/'1?_“/&317_%\%$EEEEXTFE?EJ uﬂ?ﬁ‘?\&?ﬁi?—% ‘7‘{2—:/%)]\“%’%}%_
BILBTEET.

E5I1Z, Web 77 UV DOBKICAVIZERT DT A 2 (favicon.ico) b ANEZ B LN TE X,
K77 AVOFEME, [7.4 Web RREHEER TS E ) 22 L T ZE0,

72¥5, Web SRALEIHE OBERFIRITRT L 5 RPN & 723546, B LICEEAERRINTIZT 740
FHEENERINET, T DL X, EH =2~ KN show web-authentication html-files ¢ Web 3L ] [ D
BEEREFRTDHE, BEBRLTE0DO L IICERENDZERH Y 7,

o Web SREFE EBGETIC [Ctrl] + [C] F—Z2L T, BN Z Pl SE7-84
e telnet T Y —nivu A L, Web FGEHEEBFKF I telnet 23] 5 DO FEK CHIWr S -4

AN
=]

Web FERIEE [ 00 B &k I PNl € 7235613, FFE Web SRGEHII 2 8 L T E3 vy,

7.19 fhiggElDHEF

Web Z8:E & e & D IAFEMR 2 RITR LET,
(1) IEEE802.1X & MHTFIZDINT
Web #iFi, WIRT ST IEEES02.1X L HfFETE £,

& 7-6 |EEE802.1X & D iTF

EMEIE:E_ P uuul—t-'j-j% l“ Web Eﬁg
EE VLAN FL4Fzvy LHS—
£ |~Xl VLAN £— F E—F
“— M HLNZFER YU E— K FAl—A—MIBREL | A— MEATH | R— MEACTHED
RNTLZEN
~NVFE—F Al—A—MIBREL | A— MEATH | R— MEACTHER
RNTLIZEWN
WEARBREE— N AT A— MHALTHEL A — AL CHEM
VLAN Hif7 787 UEARTRGEE— N VLAN H{738FE (# | VLAN HAZ THEfL | VLAN {7 THEfth
(#H9) HY) IZRRE ST
AR— RN THAR
VLAN H{7FERE YRR E— N VLAN HAZ THEAt Fl—A—brThFE | H—R—TEEF
(@) %2 Tﬁbx 3 Tﬁbx 4
Fl—uiAR (F—MAC 7 R L X &FFoy X) T, Web i8FEIC & 5 Eh2i2, IEEE802.1X MR — R H
ﬁ?ﬂ gIEi 721Z VLAN %ﬁﬁ?ﬂ ?IE (%%’E/‘j) nu i E‘A—Ijj L/fu- /ﬁf T, IEEE802.1X o)mu nJ‘.E"fd:%z) {E;Siﬁ é

“ Webubu uqufH( iﬁ#‘lﬁéé“iﬁ— (; )ﬁu, Dﬁ?’j]\ ﬁi?‘%ﬂ—\'é“i‘ﬁ_‘/\/)o
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Fio, WIRTREO L H I8l % OFR— MBS N7 HUB (KT HUB#1) 24 LTS T
UKD, T CIZ IEEE802.1X (R — MHAFRGE CRAGEE— F) F72i% VLAN BAEGE (7))
TRIESNTWDIRIET, 5o HUB (X Tix HUB#2) IC# 2 A H LA, VWolthA
IEEE802.1X OFRAEM R S 7puvy & Web 385E (EE VLAN £— R) or 7o VEfEEITH Z LI
TXx ¥ A, IEEES802.1X DiEf =~ I clear dotlx auth-state TRFFEZ AR L T 72 &0,

7-24 |EEE802.1X TEREISh T\ SimERD~— FFBENEZRD Web SREEFEA

Core)|  A%E

N A gk

IEEE 802. 1XD:ZAEA AR ER
Ehizlvg, WebiZEED

OJ4 VRENTRAELA
|IEEE 802. 1XT & —in =k TWebiBEE
SBEEFH A 044 LE1E
X 2

WIRTHO X 9 IZF—R— b CHFETEET,

X 7-25 IEEE802.1X (VLAN EAGI2EF (BhHY)) LDHTE
S S—

WebaZ&E & 1EEES02. 1X VLAN
E{irE5E (Bha0) S

r\ﬁl—rﬁ— k

I LR A v F |

|EEEB02. 1X WebZZ3E ARk
# ISR R

F—ik (F— MAC 7 KU AZEOWiAR) T, Web i8il (&47“\ w7 VLAN £— R) |2k %3
AERR N, TEEES802.1X VLAN HZRAAE (H189) 12 X DR8GEICHRE) LT ;ﬁé.\, IEEES802.1X DF8FAE
EMESE S C IEEES02.1X Tt E &7z VLAN (2] 0 B D, Web s8iEORRER IR S N E
T (ZoWA, =77 Y NEEIZERRSINETA),

X 4
F—#R (F— MAC 7 KL% %ﬁfofﬂ”ﬁz) T, Web #iF (LA —F— ) 2L BREAMNE,
IEEE802.1X VLAN HAZFEFE (EhAY) | FRFEICARY) L7234, IEEES02.1X DFRFERE R &
T IEEE802.1X T¥&E &7~ VLAN | LﬂJ DD, Web BEEORFERIBITMER SN ES (2D
&, v 77U MEEITRRSNLETA),
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(2) MACRBEEE DHFIZDOULNT

Web o :i, YKﬁZ%ﬁ‘%{ﬁFVC“MAC muuﬂik#\:?’—*’c%i#

K77 MACRERIIEDHE

MAC E:L\EIEO) Web Eﬂnﬁo)nunﬁ% I‘
PEEE— R
EE VLAN E— K 4+ 399 VLAN £— LAY—E—F
N
[E VLAN £ — K A— AL TSR JLE HLAL CHEAh LEE HAAL CHEh
24 F 3 v VLAN B— | SEE B THE — hEAT TSR AL HAAL CHEh

K

ﬁgﬁ%j{ (ﬁ* MAC 7 ]\ LA %ﬁo ;E) T MAC [Ty uﬂzﬁ\% Lum uiEEJZyJ L/fu?ﬁfl:l N Web umu 0j:ntl.4 uﬂEI
7_<‘:f£0iﬁ_ if:, Web uAhuJ‘.Eﬁ‘S‘E} \—HAL‘EL[EEkijf\_ i Web mL‘uJ‘_EO)pLJu 'H( i%@iikiﬁnij—
(MAC uquE@nAun 6132:7‘“‘&7&@ i‘j—)o

(3) OAN EDHEHEFIZDINT

Web #&GEIE OAN &35 C& 97238, [EE VLAN £— RBLO¥ A 7 v 7 VLAN £— RBFRGA,
WITRT RN B 7,
o AREEE OGRS R — T AX-Config-Master Z#5ft L, Web FBFLA1THOTITAREE CHEH LI-WEE

X, 2747 L— a3 a< K web-authentication web-port T OAN 723Mi 9% https "— b
(832, 9698) %?bﬁjﬁéﬂ\gﬁ&) D ET,

o FREXRTGEAR— M AX-Config-Master Z##%fi L, Web #8217 3 IIARIEE O/ Bk S - i@ %
”E'?fi?‘éfa/\, /)b\@. RT LT Z7EAY A RTOAN BMEMAT 2 IP X7 v b ZlESELHE
RUETT,

X 7-26 OAN & D it7E

OANEEXNREE OANE I3 R E
= B

AX-Config-Masterht
FRALTWA ANy rE |
BEEEL-0D —t
FOERYARLEEE -3

I

&

AX-Config-Master WebiBRIimk

(4) HETEEUHEEE
WOBERE & ITIAF TE EH A,

i mL uiE VLAN

142



7. Web 23E

o [EHE VLAN % — KD IGMP snooping

7.1.10 Web ZIEEARALDIE
(1) DHCPH—/\DIP 7 FL AR —RABERBIHREICDIT

FRREXT BRI AICFERERT IP 7 N L 2% DHCP — "2 bl T 544, DHCP #— "D IP 7 FL A Y —
AWFH & TE D2 HSHE L TS IZEL,

0%, W DHCP %— N2 L CTIE, 10 B DRETEET4, ASWEEREL, Lib, Bakt—
PEPRLONGEIITEBEICAMPEHND £T0T, LEIISCTY —ARRORELLE L TIEEN,
(2) ZANR=Z2TVYY—%ERATHLTOIE

AR= TV ) —%EATE Ry b U — 7T Web FBGEA AT B3, MR TOZ vy PR A v F &
LCOEREZRRELET, £/, A= 7Y U —HEpN T Web i8GEAfEH L7cWEEAIE, BGEEHRNE
BLAENWEI L= T U o PETTHALTIESY, #EAZROBRIIRLET,

7-27 RINZ G ) —{ERBOERE

o T NEEE
Sk Cieeee| | WebiBEEEBME S € B

~

LZR4 v F

-

Aol i R B¥

(3) MAC7 FLRZBI—-DUI/HRHBBRELDOEE

MAC 7 RV AT —TNDT— 72 H < &E LTDIRE TR M STV R0 23 < &,
FREIICe 77 LT LED O TEESLETT, 2B, WHicae 77 v hSg= 20nEalE, =
V7 4 7 L—3 3 a< K no web-authentication auto-logout ##%E L T 720,

(4) FIEEVIANYYBZRICIHRN S DBEENLT LGS
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Web JBFETHEAT LR — FERELET,

[O7 Y FIZKBERE]

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit

2. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-ifF)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
FREEAT O SR D HER STV D AR — MI VLAN ID & Web fRFEARE L E T,

3. (config)# interface gigabitethernet 0/11
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-iH)# exit
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(b) VLANA VA TJz—RIZIP7 KLRESRE

[(BREDRA 2 K]
Web BFECTHEHT 5 VLANIZIP 7 RLRAEZHELET,
[a< Y FIZ&BE%E]
1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
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(c) SBAERIPVATHIER) R FDEE

[BREDRA > K]
FOREATRIE DU AR ) S AILE DI~ DR Z 77 7T DR8RERH IPva 77 AU A M &EL £,

(a7 FIZ&BEE]
1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nach)# permit ip any host 10.0.0.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-ifH)# exit
PFEATOMEAR LS DHCP /37> M & IP 7 KL 2 10.0.0.1 (DNS #—/3) ~D7 7 & AZF A4 57
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1. (config)# web-authentication ip address 10.10.10.1
Web BFEEHOIP 7 KL X (IPv4a 7 KL X)) ZFHELET,

2. (config)# web-authentication system-auth-control
Web i EE%EEJJ Lijﬁ

(2) RADIUS FZIEAKXDEKREERTE
RADIUS AR A H T2 L CORANARRELRORIE LET
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(a) FBEER— hDERE

[BREDRA 2 K]
Web FBEETHEHT 2R — FERELET,

(a7 FIZ&kBEE]

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit

2. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-if)# exit
PREEAT D SRR SN TV DR — MM VLAN ID & Web 8iE&#%E L 7,

3. (config)# interface gigabitethernet 0/11
(config-ifF)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit
WAEICT 7B AT HF Yy NU—F D L3 AL v F &2kt 58— M ELET,

(b) VLANA VA TJx—RIZIP7 KLRESRTE
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Web #87ECHIT 2% VLANICIP 7 KL A& E L £T,

(a7 FIZ&kBEE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-ifH)# exit
Web F8GE T3 % VLANID 10 (I IP 7 RLAZFE L £7,

(c) FHAERIPVATIERR FDEKE

[BEEDRA > K]
FORERTRRE DU AR > & AILE DI~ DIBE 27 ] T DFEFERFH IPva 7 7 ¥ AU X M EREL £,

(a7 > FIZ&BEE]
1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp any any eq bootps
(config-ext-nacl)# permit ip any host 10.0.0.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
LRI DA B DHCP 737 > M & IP 7 KL% 10.0.0.1 (DNS % —%) ~DT 72 A% F [T 53
FEHIPVA 7 7 A ) A RERELET, IHIZ, ARP /Yy MEAREBEOIMNBICERS L L5 I1C
BRELET,

(d) Web n:L,\nIEG)E&E

[BREDRA > K]
WebFR3ED a7 4 S —yaravwy REREL T Web Zirx AN LET,

(37> FIZ&kBEE]
1. (config)# web-authentication ip address 10.10.10.1
Web S8REFEHDOIP 7 KL A (IPv4 7 RLR) ZRELET,

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 10.0.0.200 key "webauth"
—VFGE%E RADIUS — R TCITH 720D IP 7 KL A & RADIUS g% E L £,

3. (config)# web-authentication system-auth-control
Web i [ uJ‘-Eid_}tEh Lij—

(3) RADIUS ZEEAR +NiEk DHCP H—/\{E AR D KT
RADIUS 27 f 7 & A% N DHCP Y — %45 L CORAN AR Z K ORISR LET,
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(a) FBEER— hDEKE

[BREDRA > k]
Web SERECHEH T 2R — P2 ELET,
(a7 FIZ&BEE]
1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-ifH)# exit
FREAAT O SR D3 HE STV D AR — MI VLAN ID & Web fRFEEZRE L E T,

2. (config)# interface gigabitethernet 0/11
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit
ARICT 78 AT B Ry NT—F D L3 A v T &R T AR —bEHELET,

(b) VLANA 2 7z —RIZIP 7 RLRERTE

[BEDRA > k]
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1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-ifH)# exit
Web 8RECHHT 5 VLANID 10 I2IP 7 RV AEZFHELE T,

(c) BAERIPVATHIER) R FDEE
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FORERTRIE DI AR O ALEE DIMB~ OIS ZFF ] HF8GEH A IPva 77 £ A Y A b @& LE T,

(272 FIZKBEHRE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit ip any host 10.0.0.1
(config-ext-nacl)# exit
(config)# iInterface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-if)# exit
FRRERTOMRE D b AR E N DHCP — [t @ DHCP /X v ~ & TP 7 F X 10.0.0.1 (DNS ¥ —
N) ~DT Ve AEATARGEEMAIPvA 7 7 BA VA MERELET, 61, ARP X v hEAR
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[ FITKBEE]
1. (config)# web-authentication ip address 10.10.10.1

Web FERERHHOIP 7 RV A2 (IPv4 7 RV X)) ZRELET,

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 10.0.0.200 key "‘webauth™
2 —YFRGEE%E RADIUS ¥ — "TITH 720D IP 7 KL XL RADIUS#AHE LT,

3. (config)# web-authentication system-auth-control
Web iy HE%E@J Lij—

723 A4FIYvHVIANE—FDarvI445L—>3y

(1) O—HIILERAXDERNLTRTE

= NVRAES R AT 5RO EARN R ELZROMIIR LET, 2B, mARDIP T FL AL, 73
ANEALZEN DHCP ¥ — b0 L, FRAERIFSMS DHCP H— 068 L £ T,
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(SBETAIVLAN) (SEEZVLAN)
192.168.10.254/24 192.168.50.254/24

DHCPHr —s 8Z L2 1P ML 2AGEE

(a) FBEER— FORTE

[BEDHA > ]

Web RAECHET 52— &7 E LE T,

[A7 Y FIZKBHE]

1. (config)# interface gigabitethernet 0/4

(config-iH)#
(config-if)#
(config-iH)#
(config-iH)#
(config-iH)#

switchport mode mac-vlan
switchport mac vlan 50
switchport mac native vlan 10
web-authentication port

exit

FREAAT 9 AR D HE ATV D AR — MMZ MAC VLAN & Web fRFEARE L ET,

(config)# interface range gigabitethernet 0/9-10

(config-if-range)# switchport mode access

(config-if-range)# switchport access vlan 50

(config-if-range)# exit
RALRICT 78 AT DRy NI —7 OR— MEEELET,
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At BIE
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(b) VLANA VA7 —RIZIPF7RFLAESHRTE

[(BREDRA > K]
nquHIJ VLAN 15 & OEGES %2 VLAN IZIP 7 F LV A%E H/:E’L/ij—

(a7 FIZ&kBEE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config—if)# exit
FRRERT VLAN L 38GE% VLAN IZ&A IP 7 RLRAZBRELE T,

(c) BIEIERIPVATHIER) R LDERE

[BREDRA > k]

FRRERTRAE DI AR O ALEE DI~ OIE ZFF ] HF8GE M [Pva 7 7 £ A A b E LE T,

il

[a< > FIZ&BE%E]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-ifH)# exit
FRRERTONA D B ALEE N DHCP ¥—/3[[]1F @ DHCP /X% v k& VLAN10 D7 7 # /)L hF—F U =
A (AP 7 FL 2 192.168.10.1) ~D7T 7 ¥ A%FFAT2BAEFEMN IPva 7 78R Y A FERELE T,
SIHIT, ARP A7y P EAREEOIMNTICISR S D LHORELE T,

(d) VLANREIDOBIEZZEILLT S

[EEE(DTR/( v k]
s HEHIJ VLAN L3 uﬂz?(ﬁ VLAN R[]0 {g%gijﬁégﬁﬁ% Lij—o

||

[a7 Y FIZkBE%E]

1. (config)# ip access-list extended 110
(config-ext-nach)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nach)# exit
(config)# interface vlan 10
(config-if)# ip access-group 110 in
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(config-iF)# exit
2. (config)# ip access-list extended 150

(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps

(config-ext-nach)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps

(config-ext-nach)# permit udp host 192.168.50.100 any eq bootpc

(config-ext-nach)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255

(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-iH)# exit

FRREAT VLAN & §RGE#% VLAN M ClfE S WK 2 I EL 7,

(e) Web FRIIDERTE

[BREDRA > K]
Web iBiED a7 4 b —rara~vy RERELT Web Bika A0 LET,

[a7 Y FIZkBE%E]

1. (config)# web-authentication ip address 10.10.10.1
Web BGEEHDOIP 7 KL 2 (IPvda 7 RV R) ZFHELET,

2. (config)# web-authentication system-auth-control
Web W uﬂz%tiﬁ L/i‘g_

(2) RADIUS ZBEEAKXDEKRMLERTE

RADIUS FBRES Rz M 2B DA R EZ RO LET, 2B, WADIP T FL AT,

ANEALEZEN DHCP #— 60 L, FRAERIFSMSE DHCP — 68 AT L £ T,

S 51T, FWAEATVLAN & #8GEH% VLAN MOBEZ LT 2 7 s v 2 2 E L ET,

B
HICNAL
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X 7-33 44+ 3v% VLAN E— F® RADIUS ZBEEAKXDERIER

SHIAICT VAT ES WHRICTIEATES

WM 190
FIANRF— b oA

WA 500)
F7a) = bz

192.168.10.1 192.16%.50.1
BS320 HCPH—%
RDIUSH—4 (SHERVLANE)
192.7168.10.200 192.168.50.100
AT “:::::::::\I _________ .
P 10/1 iwe 0/2 i
AR i 1 t . i
LmﬁWﬁﬁmﬁJ 3 074 i E FORZAR= b
T T t :
WAN 10— mrdmmmmeeeme e "V 50
(STEEATVLAN) (SHEEYLAN)
192.168.70.254,/24 192.168.50.754 /24

OHCPF—sAC L2 IP7 L AE

(a) FBEER— hDERE

[BEDHRA > ]
Web BAECHM T 2K — F&RiEL £

(a7 FIZ&kBE]
1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)# exit
RREZAT O SR B SN TV H AR — I MAC VLAN & Web RBGEAHE L E T,

2. (config)# interface range gigabitethernet 0/9-10
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit
FRERRIZT VB AT DRy NU—T OFR— M ERELET,

(b) VLANA VA7 —XRIZIPF7 FLRAESHRTE

[(REDHRA > K]
FRRERT VLAN 35 X OREREH VLAN (2 IP 7 R L A& B E L7,
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[a7 Y FIZkBE%E]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-iH)# exit
FRAERT VLAN L 385E% VLAN 24 IP 7 RLAERELE T,

(c) BAERIPVATHIER) R FDERE

[%Ewﬁ4>ﬂ
AREATRRE DA O ARLEE DINEB~DBE 271 T ORAHEM IPvd 7 78R U A F2RELET,
(a7 FIZ&BETE]
1. (config)# ip access-list extended 100
(config-ext-naclh)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nach)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nacl)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-ifH)# exit
RFEAT DA B ARZERE N DHCP % — 3|1} ® DHCP /37 > h & VLAN 10 DF 74/ b7 —F U =
A (IP7 FL-Z192.168.10.1) ~D7 7 ¥ A& HFEEH IPva 7 7 82 X b ELET,
S 61T, ARP X7y M AREEOMNCEEASED L OREL LT,

(d) VLAN BID@EIEZZEIET S

[BREDRA > ~]
%ggﬁﬁﬁ VLAN & ity uJ‘.Ef"ﬁ VLAN FﬁO) 'fg %ET%)EXH/E‘% L/i‘j—o

[A< Y FIZ&KBERE]

1. (config)# ip access-list extended 110
(config-ext-nach)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-naclh)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nach)# exit
(config)# interface vlan 10
(config-if)# ip access-group 110 in
(config-if)# exit

2. (config)# ip access-list extended 150
(config-ext-nach)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
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(config-ext-nacl)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nach)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-naclh)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-ifH)# exit

FBFERT VLAN & 385 VLAN Bl CBE S22V S ICRELET,

(e) Web FREIDEHTE
[BEEDRA > H]
Webmuuﬂio):l/7/(71/‘—:/5 /:7/}‘7& Ebfwebmuuﬂi%ﬁfjj Ljﬁﬂdo
(37> FIZ&kBEE]
1. (config)# web-authentication ip address 10.10.10.1
Web RFEHEHDOIP 7 KL A (IPv4a 7 FLR) ZRELET,

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key "‘webauth®
o — L% RADIUS H— _TITH 728D IP 7 KL A L RADIUS #43%E L £ 7,

3. (config)# web-authentication system-auth-control
Web At uﬁ%téﬁ Lij—

(3) RADIUS FBEEA R +FREERTICHMER DHCP H—/ \{E AR D KT

RADIUS FBE S TRRAEATIR L OFRFEZIT, SR D IP T R LR & Z L dsME DHCP ¥ — 37> bR
T OBOMRR A RITR LET,

& 5612, FREATVLAN &G8GE%E VLAN M OmEE 28Ik d 57 4 v X 2@ LET,
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X 7-34 %4+ 3v% VLAN E— F® RADIUS 2 A+ 418 DHCP H—/\EHBED#ER

SHEIRIC Y Y CATES
Fou D=7

SRRV IEATES
FuT=2

YLAN 100 VLAN 500
F2AI T2z FTIANET oA
192.168.10.1 192.168.50.1
== =]
BS370 DHOPH—:% DHOPH— %

ROIUSS—S  rensamy ) (SEEFZVLANGR)
192.168.10.200 192 168.10.100 192.168.50.100

I
e |V 0/6 1 072 !
| I 1 | - PO
! 1 0 : 7oA —}
: — —
e B o T
YLAN 10 YLAN 50
SHETATVLAN) SUELHEVLAN)
192.168.10.254/24 192.168.50,254/24
DHOP 4 —2312 & B
IPF FLASRFE

(a) FBEER— hDERE

[BEDAAS > )
Web AL CHTT 5 K — b & iE LET,

(a7 FIZ&BEE]
1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlian 50
(config-if)# switchport mac native vlan 10
(config-if)# web-authentication port
(config-if)# exit
RREEAT D SR EEE S LTV DR — M2 MAC VLAN & Web B2 E LT,

2. (config)# interface range gigabitethernet 0/9-10
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit
AT 7 EAT o3y NU—7 OR— FEBELET,

(b) VLANA Y2 TJz—RIZIPT7 FLRZERE

[BREDRA > k]
FOREAT VLAN 36 JORGER% VLAN ICIP 7 RLAZRELE T,

7. Web

FREE
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[a7 Y FIZkBE%E]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-ifH)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-ifH)# exit
FORERT VLAN L 385E% VLAN 2K IP 7 RLAZRELE T,

(c) BAERIPVATHIER) R FDERE

[BREDRA > H]
FARERTIRIE DU D> O AIRE DA~ DIEE L FF AT LFAEHH IPva 77 B RA Y 2 bR EL £,

[a7 Y FIZkBE%RE]

1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit ip host 192.168.10.0 host 192.168.10.1
(config-ext-nach)# exit
(config)# interface gigabitethernet 0/4
(config-if)# authentication ip access-group 100
(config-if)# authentication arp-relay
(config-ifH)# exit
AFERTDYEAR D B4 DHCP Y —/31a113 @ DHCP /8% v b & VLAN 10 D7 7 4V M — b v = A
(IP 7 F L2 192.168.10.1) ~D7 7 B A ZiF [T 5 MIPva 7 7 B A Y X b EARELET, &
HiZ, ARP Ty b EAREEOINBICIEESEL L ORELET,

(d) VLAN BID@EEZZE1ET S

[BREDRA > ~]
FOREAT VLAN & 38GEH% VLAN [ O(E 2 881k 5% E2 L £,

[a< Y FIZ&BERE]

1. (config)# ip access-list extended 110
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.10.254 eq bootps
(config-ext-nach)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp host 192.168.10.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nach)# exit
(config)# interface vlan 10
(config-if)# ip access-group 110 in
(config-if)# exit

2. (config)# ip access-list extended 150
(config-ext-nacl)# permit udp host 0.0.0.0 host 192.168.50.100 eq bootps
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(config-ext-nach)# permit udp host 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit udp host 192.168.50.100 any eq bootpc
(config-ext-nacl)# permit ip 192.168.50.0 0.0.0.255 192.168.50.0 0.0.0.255
(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if)# exit

FREAT VLAN & 785E% VLAN B ClfE SR WIS ITREL £ 7,

(e) Web SREIDERTE

[BREDHRA > K]
Web uthplE@j/7/f 7 Lr—rarvavxwy ]‘ ’i’éﬁﬁbf Web munJ‘.Eé?ﬁ)‘jJ Lij‘o

[A< Y FIZ&KBERE]

1. (config)# web-authentication ip address 10.10.10.1
Web umuﬂiﬁﬁﬁ@ IP 77 }\ LA (IPV4 77 }\ I/X) 72%&7:]:: Lij—o

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key '‘webauth™
a2 —HFFE%E RADIUS — " TI7 572D IP 7 KL A & RADIUS #45%E L £ 7,

3. (config)# web-authentication system-auth-control
Web iy uﬂi%t%ﬁ Liﬁ—

724 LAS—EFE—FKODarvI7249L—>3>
(1) O—HhILEEEARDELRNLERTE

2= NVRAES RN 5 ETOEANRRELROMIRLET, 2k, WAk (PC1, PC2) OIP 7
R U203, bR CRERERT & FBAER ICFIH TV B AL b DL LET,
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164

& 7-35 RA—AHILEESEAKXDERH

BS320
BEHAILT 7 A
[ TEHH—1
HEIC7 IR
TEHH—
I! -------------- }:“ -‘\\
3%@ ‘Jr | | ng’_i_ F7 7 AR—b
1
-t | |
! ] 0/4 | :
T ¥ T

F—LAN 50
(EBEERVLAN)
192.168.50.0/24

VLAN 1) ————

(FBAERTVLAN)
192.168.10.0/24

FRAEA VLAN &38GE#% VLAN #3%EL, 77 EBEAV A ROREX LTzbH LT,
T, FE7z, FWEEH VLAN 726 13585E% VLAN (Zxf L CEEEFFFT LRV E D,

Web #H7iE g’“ﬁéé’ L%
u‘h DE?& VLAN 75) % Rty ﬂiE)EH

VLAN (2% LT Web 77 U L ORI &27F 17257 7 BAY A PERELET,

(a) FBEER— FDERE

[(BREDRA 2 K]
Web 3 W uET{%ﬁHj‘éT }\;2 Hﬂiﬂbij‘o

(372 RICKBERRE]
1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-ifH)# exit
FOREAAT D SR D Heft STV 2 78— MIFRFERT VLAN & 35E% VLAN Z 15 E

2. (config)# interface gigabitethernet 0/9
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-ifH)# exit
AR BT D — TR 5 AR — MCERGER VLAN ZH5E L £ 7,

(b) VLANA VB2 7 —RIZCIPF7 FLAEHRTE

[(REDHRA > K]
FRAERT VLAN 35 X OG8GEH% VLAN IZIP 7 R LA &R E L7,

[ Y FIZ&BEE]

1. (config)# interface vlan 10

LET,
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(config-if)# ip address 192.168.10.254 255.255.255.0
(config-iH)# exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# exit

FOREAT VLAN & G8GE% VLAN IZ& IP 7 RV AZEELET,

(c) PO ERIJRXRFDEFE

[(BREDRA > k]
A% VLAN ERE8REH VLAN ©O7 7 AV A b EFHELET,
[ FITKBEE]
1. (config)# ip access-list extended 100
(config-ext-nach)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 10
(config-if)# ip access-group 100 in
(config-if)# exit
FOREM VLAN 22 513385 #% VLAN (IC/ L CREZFFAILRVWE Y T 7RV X FERELET,

2. (config)# ip access-list extended 150
(config-ext-nacl)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http
(config-ext-nach)# permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nach)# deny ip any any
(config-ext-nacl)# exit
(config)# interface vlan 50
(config-iF)# ip access-group 150 in
(config-if)# exit
FFE#% VLAN 2> 5 13583 EH VLAN IZx L TT 78 A U R R EFELET,

(d) Web FRFEDERE

[(BREDRA > K]
Webuqu®3/7471/>*:‘/a vawy Rig ELTW@bnqu%ﬁ)‘ﬁ Lij—o

[a7 Y FIZkBE%E]

1. (config)# web-authentication vlan 50
Web RFEDFRF% VLAN 2R ET5ar 74 7/ Lb—yara<wy RCVLANID 2% EL £,

2. (config)# web-authentication system-auth-control
Web FBiEZEE L £7,
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(2) B—AHIIEFEARK+AE DHCP H—/\ERRFDER

01— B VERFE S U DHCP H— 2 L C Web 8FE 2R LB O EF %2, ROKITRLET,
7ok, WAk (PC1, PC2) @ IP 7 FL AL, AREEWNE DO DHCP — ERETHIV ¥ TH b0 E LET,

X 7-36 A—AHIJLEEEE A+ AR DHCP {3 A8 R 5

B#ICToEATELR
9 kJ=%

IPHEATES
BENIST 72X U254 T 00
VLAN 1000 FIrhrF—bhzd
FIHNIF—b92A 192. 168.50.1
192.168.10. 1 Egggg:‘gg..
BS320
________________ (BT €R
I’ iy *‘ 5 — {
WA J!- -------- [ fE" ‘(E-&;—i:j:—f:)
FHE LT |08 L
1
i AT » 1S ]
1 i u I |
VLAN 10 —“\,_:‘_‘_::::::::::::?I """""" ’_\Elfzmum‘
EEnw 192. 168.50.0/24

| LA vF

1 DHOPH =L B IPT FLAKRE

PGl PG2

FEMH VLAN & 38GE#% VLAN #3%E L, 7278 A U Xk, DHCP % — O EEIT 7241, Web FREE
DREZLET, £/, BFEM VLAN 25 1 3585E% VLAN ICK L TBIEZFFI LRV & 5, GEREH%
VLAN 7 638GEA VLAN (2% L C Web 7 7 U L DBEIETEZFATL5T7 78RV A MERELET,

(a) FBEER— hDERTE

[BREDRA > K]
Web nthuiffiﬁﬁﬁ—%)_j‘ T\fd? H/:E’L/ij—

(37> FIZ&BEE]
1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50
(config-if)# switchport mac native vlan 10
(config-ifH)# exit
PREZAT O AR DM S TV DR — MIFRRERT VLAN & 385E#% VLAN #f5E L £,

2. (config)# interface range gigabitethernet 0/9-10

(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
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(config-if-range)# exit
AR T T D — BT 24— MG VLAN 2 E L ET,

(b) VLANA 2 7z —RIZIP 7 RLRERTE

[%E@ﬁ%pﬂ

At uIEHIJ VLAN ¥ J:UELP % VLANIZIP 7 FL- & %‘f;&fﬁbiﬁ—o

[a7 Y FIZ&BEE]

1.

(config)# interface vlan 10

(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit

(config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-iH)# exit

FRAEAT VLAN L 385E% VLAN IZ45 IP 7 RLAEZRELE T,

() FUVERVRFDETE

[%E@ﬁ4>ﬂ

[av Y FIZ&BEE]

1.

(config)# ip access-list extended 100

(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255_.255 eq bootps
(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nach)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 10

(config-iF)# ip access-group 100 in

(config-if)# exit

FFEM VLAN 726 133%5iFE#% VLAN 106 L TlEAFF AT LenWE 5, 727 8A Y A RERELET,

(config)# ip access-list extended 150

(config-ext-nach)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
(config-ext-nach# permit ip 192.168.50.0 0.0.0.255 any

(config-ext-nacl)# deny ip any any

(config-ext-nacl)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-if)# exit

FRAEFE VLAN 70 61358 VLAN (23t L, Web 7 7 U b OBELG T EFTAI45L5, 77+&
AZYAMERELET,
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168

(d) DHCP H—/\DHRF

[BREDRA > ~]
ARIZIP 7 LA &R T 5790 DHCP — 2R E L ET,

(272 FIZKBEHRE]

1. (config)# service dhcp vlan 10
(config)# i1p dhcp excluded-address 192.168.10.1
(config)# ip dhcp excluded-address 192.168.10.254
(config)# ip dhcp pool POOL10
(dhcp-config)# network 192.168.10.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config)# default-router 192.168.10.1
(dhcp-config)# exit
DHCP #—/NZF8REAT VLAN OB EL LEY CRAGEREMEMN T2 IP 7 F L ZAORMG 23 7E L
T TI7ANRL—FZDIP T KL 192.168.10.1 %7 Etiﬁ“ )o

2. (config)# service dhcp vlan 50
(config)# ip dhcp excluded-address 192.168.50.1
(config)# ip dhcp excluded-address 192.168.50.254
(config)# ip dhcp pool POOL50
(dhcp-config)# network 192.168.50.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config)# default-router 192.168.50.1
(dhcp-config)# exit
DHCP #— \Z38GiE#% VLAN HoREE LET GRRES MR THEMAT S IP 7 N L 2O &%
ELET, 774 M—2DIP 7 RLA192.16850.1 % E L £T, ),

(e) Web FRREDETE
[BREDRA > +]
Web RBitDar 7 4 7V L—gra<wy RERELT Web il B LET,
[a7 Y RIZ&BH%E]
1. (config)# web-authentication vlan 50
Webuuu nun ?ﬁVLANéL_’ ﬁETZ):l/7471/>—:‘/a va< . NTVLANID %5 ﬁiﬂbiﬁ—

2. (config)# web-authentication system-auth-control
Web # Aty HE%?&@J LiT

(3) RADIUS FBEFA X+ DHCP H—/\{FE R OERK

RADIUS #2:E 5 & Wik DHCP $-— 3% L T Web RIF AL L 7B ORER 2, ROKITR L E
9, 2B, WK (PC1, PC2) ®IP 7T KL A|E, AREENE O DHCP +— \ERETEV Y THH DL L
e
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7-37 Web FREED RADIUS RIS R +HijEk DHCP E RABF D Bl

AR 72 R TEDH REIRICPICATES S

VLAN 10®
T4 rF—r2zA

VLAN 50
TN = oA

192 168.10. 1 192.168.50.1
(BS320 : BIE#ICT 7 £ R
|raDIUSH—/8 TEBH—i
192.168. 10,200 (#— 3T L—F)f
(H—n7L—FK)
: o |
A /1 : ; 0/10 0/2
" " I
DHCPH —/ \KEHE | 1 | | Lt drsezm—tr
i L 0/4 | ;
. N T —#—VLAN 50
VLA 10 g e e (BEEEH£VLAN)
(BBEERTVLAN) 192. 168.50. 0/24
192.168.10. 0/24
| L2 A v F |
- DHOPH—/SIZ £ B IPF FLRAEE

FRAEH VLAN & 585E% VLAN Z#% € L, 77'122)2 I, DHCP %—OREZIToTdb L2, Web i
REORREE LET, £, #WFEA VLAN 7225 13F8FE% VLAN IZxt L ClE 23 LenWd 5, FRGEE
VLAN 2> 5785 VLAN (23 LT Web 77 U ¥ L OB 2RI 7567 7 BAY R VERELET,

(a) FBEER— hDERE

[BREDRA > ~]
Web IJLMJJ‘.E‘({%)EHTZDT }\;’ci’ ﬁ:__‘l_/ij—
[3< Y RICKBERRE]
1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlian 50
(config-if)# switchport mac native vlan 10
(config-if)# exit
RREZAT O BRAR DR S AL TV D AR — MZFRFERT VLAN & 3%GiE#% VLAN #45E L £ 9,

2. (config)# iInterface range gigabitethernet 0/9-10
(config-if-range)# switchport mode access
(config-if-range)# switchport access vlan 50
(config-if-range)# exit
PR IS D Y — N BT DR — MZFRBAEE VLAN 2 fE L £,

169



7. Web 3B5E

(b) VLANA VA7 —RIZIPF7RFLAESHRTE

[(BREDRA > K]
nquHIJ VLAN j;DJ:U\uALJuJI:.Tﬁ VLAN (IZIP 7 RL A %3 H/:E’L/ij—

(a7 FIZ&kBEE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config—if)# exit
FRRERT VLAN L 38GE% VLAN IZ&A IP 7 RLRAZBRELE T,

() 79ERJRMDEE

[BREDRA 2 K]
FBAE#: VLAN & F8GEH VLAN O 7 78 AU A M ERELET,
[a< > FIZ&BE%E]
1. (config)# ip access-list extended 100
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nach)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255
(config-ext-nacl)# deny ip any any
(config-ext-naclh)# exit
(config)# interface vlan 10
(config-if)# ip access-group 100 in
(config-if)# exit
FOREM VLAN 22 513385 E#% VLAN (IC/ L CoREZFF Lenk 5, 778XV A MERELET,

2. (config)# ip access-list extended 150
(config-ext-nach)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq
http
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
(config-ext-nach)# permit ip 192.168.50.0 0.0.0.255 any
(config-ext-nacl)# deny ip any any
(config-ext-nach)# exit
(config)# interface vlan 50
(config-if)# ip access-group 150 in
(config-ifH)# exit
FRAER VLAN 70 O I1358FEH VLAN 123t L, Web 77 U ¥ NS OWEET FkEHFA 4555, 77+&
AV A MERELET,
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(d) DHCP H—/\DERE

[(BREDRA > ]
AR IP 7 RV RAZEAGT 572D DHCP — 2R E L £ 7,
(272 RIZKBEHRE]
1. (config)# service dhcp vlan 10
(config)# ip dhcp excluded-address 192.168.10.1
(config)# ip dhcp excluded-address 192.168.10.254
(config)# ip dhcp pool POOL10
(dhcp-config)# network 192.168.10.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config)# default-router 192.168.10.1
(dhcp-config)# exit
DHCP #— NZFRFERT VLAN HOREZ LET URBIEER T2 IP 7 RUABMAEZRE L ET,
F T4 b—FDIP T R X 192.168.10.1 5% E L £7,).

2. (config)# service dhcp vlan 50
(config)# ip dhcp excluded-address 192.168.50.1
(config)# ip dhcp excluded-address 192.168.50.254
(config)# ip dhcp pool POOL50
(dhcp-config)# network 192.168.50.0/24
(dhcp-config)# lease 0 0 1
(dhcp-config)# default-router 192.168.50.1
(dhcp-config)# exit
DHCP #— 2785k % VLAN HOREZ LET GRRES IR THEM T2 IP 7 F L 2 DR & 5%
ELET, 774NV =2 DOIP 7 KL A 192.168.50.1 ZikE L £9.).

(e) Web FRFEDERE

[BREDRA > K]
Webuqu®3/7471/>—:‘/a/:l’\7/]\%3 ELTW@bnqu%ﬁ)‘ﬁ Lij—o

[a7 Y FIZkBE%E]

1. (config)# web-authentication vlan 50

Web #EFDREF% VLAN 2% ET 53074 —Ya2a<wy RCVLANID 2% E L E7,

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key 'webauth"
o2 —HFEEE RADIUS — " TIT5 720D IP 7 KL A & RADIUS ##% 3% E L £ 7,

3. (config)# web-authentication system-auth-control
Web RBREZEE L £7,

(4) RADIUS FEEEA K + 41488 DHCP H—/N+1E 31D EREE% VLAN S B DO#E R

RADIUS F8RES R & SN DHCP $— &2 L, #EOF8E% VLAN 232 E T 5355 O Web BRERE
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172

BlaRORIR LET, 728, ik (PC1, PC2) OIP 7 KL AL, 4 DHCP 4 — N2k > THID Y
THbDELET,

X 7-38 Web $2EEM RADIUS FREEA R + 415 DHCP H—/ N+ 2525 % VLAN {3 A D& Bl

T RAENIT O ERTES T BARCTORATED
I L Awknty
L oo 1 VLANGO>
FIHI b — kA FIAN M~z
- = 192 168.10. - = 192.168. 60. 1
BS320 RADIUSH—/<  SHRRDHCPH—/<

192.168. 10. 200 192. 168. 10. 100

L
' 3
]
| 0/1 0/5 0/6 0/3
FEW | ?
: FaEAR—F
|
\
Yoo R
1 VLANGO
VLANIO VLANS0 (RREEHEVLAN) )
(RZEERTVLAN) L2AA (BERVLAN) 192. 168. 60. 254/24
192. 168. 10. 254/24 192. 168. 50. 254/24
SLEIDHCPH —/ Iz £ BIP7 KL RRE

PC1 P2

?DEIEH% VLAN EELHE?& VLAN;E_’ H/:EL/ 77"22)2 f‘@ H/:E%L’ l_/f:d‘l?)&ﬁz, Web wuu gmr‘/f’fd‘f L/i
jqo ifl, ﬁﬂmgﬁﬂﬂ VLAN 73’% Fon HIE?& VLAN )d- L/TL{E §$EJ‘ L/tfl/\J: 5 s S uﬂi?& VLAN 75)6:% uJE)EH
VLAN [ZXf LT Web 77 U L DBELTEFATLT7 7RV A MERELET,

F7z, Rtk VLAN FHZ@BELZFAI LRI ORT7T 78R A FERELET,
(a) EREER— FDERFE

[(BREDRA > k]
Web uunET'fﬁm‘aﬂéT ]\fd‘f %Li@“
[O< 2 FIZKBEEE]
1. (config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 50,60
(config-if)# switchport mac native vlan 10
(config-ifH)# exit
u»unﬁ%??ijﬂwﬁj{ﬁ)&%éh‘tb\éf“‘ N % g VLAN kuun (ﬁ VLAN %? L/i‘é—o

2. (config)# interface gigabitethernet 0/9
(config-if)# switchport mode access
(config-if)# switchport access vlan 50



(config-iF)# exit

REERL TRt T D Y — N2t T 2 AR — MZFRAE% VLAN 2 fEL £,

3. (config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 60
(config-if)# exit

PRERR IR T D — BT A A — MNIERGEE% VLAN 25 E L E7,

(b) VLANA VB2 Jx—RXIZIP7 KLAEHRTE

[(BREDRA > K]
utouEHIJ VLAN 35 X ONEGRES % VLAN (IZIP 7 R L A%&F /?E_’L/ij—‘

(a7 FIZ&kBEE]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# exit
(config)# interface vlan 50
(config-if)# ip address 192.168.50.254 255.255.255.0
(config-ifH)# exit
(config)# interface vlan 60
(config-if)# ip address 192.168.60.254 255.255.255.0
(config-if)# exit
FRREAT VLAN & 58GE% VLAN IZA IP 7 RL A ZRRE L ET,

() FUVERVRFDETE

[E’“E@?ﬁ’*{‘/ k]

(392 RICKBERFE]

1. (config)# ip access-list extended 100

(config-ext-naclh)# permit udp 0.0.0.0 0.0.0.0 host 255.255_255_255
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eq bootps

(config-ext-nacl)# permit ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255

(config-ext-nach)# deny ip any any
(config-ext-nacl)# exit

(config)# interface vlan 10
(config-iF)# ip access-group 100 in
(config-iH)# exit

RAEM VLAN 7513585 E% VLAN (06 L CBEEZFFAILARVWE S, 727 E8AV XA M ERELET,

2. (config)# ip access-list extended 150

(config-ext-nach)# permit tcp 192.168.50.0 0.0.0.255 host 192.168.10.254 eq

http

(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 255.255_255_255
(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
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(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.50.254
(config-ext-nach)# permit ip 192.168.50.0 0.0.0.255 any

(config-ext-nacl)# deny ip any any

(config-ext-naclh)# exit

(config)# interface vlan 50

(config-if)# ip access-group 150 in

(config-ifH)# exit

F87E% VLAN (VLAN ID 50) 75 3E85EH VLAN (2% L, Web 7 Z w05 O8{5 721) ik & 7 Al
L, fofEiE#% VLAN (VLANID 60) ~D@fEIFFT LNk S, 7278RA Y A FERELET,

3. (config)# ip access-list extended 160

(config-ext-nach)# permit tcp 192.168.60.0 0.0.0.255 host 192.168.10.254 eq
http

(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.254
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.60.254
(config-ext-nacl)# permit ip 192.168.60.0 0.0.0.255 any

(config-ext-nacl)# deny ip any any

(config-ext-nach)# exit

(config)# interface vlan 60

(config-if)# ip access-group 160 in

(config-if)# exit

Fl#% VLAN (VLAN ID 60) 751378 5EH VLAN (2% L, Web 77 706 Q@G 720 k& 55 AT
L, fofRiE#% VLAN (VLAN ID 50) ~O@FIFFFAIL2VE S, 7278 RA ) A haRELET,

(d) DHCP ) L—I—S YV FDBTE

[(BREDRA > k]
MRIZIP T RLAZEMATA7-20DODHCP VL —=2—V = VAR ELET,

[a7 Y FIZkBE%E]

1. (config)# interface vlan 10
(config-if)# ip address 192.168.10.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100
(config-if)# exit
FBAEAT VLAN ® DHCP YV L—=—Y = bOEEE LET,

2. (config)# interface vlan 50

(config-if)# ip address 192.168.50.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100

(config—if)# exit

#B5E% VLAN (VLANID50) » DHCP Y L —=—Y = FOREZ LET,

3. (config)# interface vlan 60

(config-if)# ip address 192.168.60.254 255.255.255.0
(config-if)# ip helper-address 192.168.10.100
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(config-iF)# exit
% VLAN (VLANID 60) ® DHCP V L—x=— = FOREEZ LET,

(e) Web SREIDEETE

[(BREDRA > K]
Web nupIE@:[/747 L—y3 /:f’?/]\id_} H/:EL/T Web uunﬁ%ﬁ%j Lij—o

[a7 Y FIZkBE%E]

1. (config)# web-authentication vlan 50
(config)# web-authentication vlan 60
Webubu uunE?&VLAN %&%?53/7471/’_“5/3 /:[?/]\TVLANID% Hﬂgbij—

2. (config)# aaa authentication web-authentication default group radius
(config)# radius-server host 192.168.10.200 key '‘webauth"
2 — L% RADIUS H— /" TITH5 720D IP 7 KL A & RADIUS #4 % E L £ 7,

3. (config)# web-authentication system-auth-control
Web FBiE&E L £ 7,

7.25 Web BEID/INS A —FHFE
Web $BAETHRRE/R /R T A — 2R EZHA L £,

(1) unu\nIEE_xE#FEﬁo)nQ;E

[BREDRA > k]
FRRETE A ORI 0 7T D Y SR R E L E T,

(392 RICKBERFE]

1. (config)# web-authentication max-timer 60
il e 77y M Z 60 2 ICRELET,

(2) BIHAL—YHDFKE (BEE VLAN E—F)

[(BREDRA > K]
Web utqu@./E VLAN £— }‘Tmuuﬂi(% %):L_'H_§i% Ebjﬁﬂd

(37> FIZ&BEE]
1. (config)# web-authentication static-vlan max-user 100
Web B uiE@./:E VLAN £ ]\TuAu uJET% %):L'—‘H-%Ié? 100 :L‘_"H- LE&E Ljﬁj*o

(3) FBEEa— -U-%lo) }THE (9 4+ 32v% VLAN E— I‘ LAL—F— I‘)

[(BREDRA > ]
Web muuﬂE@5'/fﬂ‘ /7 VLAN:E‘—}‘jEf’ il/ﬁ /‘_‘:E‘_‘}‘Tmuuﬂz—(%é:_ﬁ_ii% Ebjﬁﬂd
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(37> FIZ&BEE]
1. (config)# web-authentication max-user 5
Web 7 AoalE nquTg‘ 53““"7[_%(%_" 53-’“‘5- _E&ﬁfbiﬂ—o

(4) RADIUS H—/\DEKRTE
[(BREDRA > K]
RADIUS #FEH A THEH T 5 RADIUS — &R ELET,
(37> FIZ&BEE]
1. (config)# aaa authentication web-authentication default group radius
RADIUS ‘H-“_‘/\VC:L’_“}/LMA thEid_}TT 9 iy j \—PX}E L/jzﬁ—

GEEEIAE]
% RADIUS #—/ 30 radius-server 2~ K CHE I NGB HHER] (FEEEXIGEY A LT U
INETHIN) n+ﬁ‘ 60 *i%ﬁx_é%{j\, RADIUS Y — _"A~GHGFFER L CW AR CRGER E 725 2

BV ET, B, Web iZik Cflifl9 5 radius-server =~ NOREL, 77 A VG, o<
F7&FR, B L OIEEE802.1X ThHul L THHT 2720, INERDLIFMOREITITER L TLLES
AN

B) FhorvsTa2IDik

[BREDRA > K]
Web umuE@?ﬁ’?/T/f /7%1:‘[‘%1' Exﬁbij_o

0|

(392 RICKBERRE]
1. (config)# aaa accounting web-authentication default start-stop group radius
RADIUS ¥ — 2T B U o7 4 V THEHEITI LORELET,

(6) Web ZBEIERA IP 7 FLRADKE (EE VLAN E—F, 4+ 3y %5 VLAN E—
K)
[BEDHRA R
Web ubuigﬁﬁ@ IPT}\I/X% fELiT
[A7 Y FIZ&LBHRE]

1. (config)# web-authentication ip address 10.10.10.1
Web S8FFEEHO IP 7 KL A (10.10.10.1) Z%ELET,

[53‘:“$IE]
RIEZAT 12 hE1%, Web b —ZEE L T ZE0, BRERT O —WITHEr 74 A EBERL
g’(“jﬁo

(7) URLYUSA LY FEBEDEDRZRTE (BEE VLAN E—F, ¥4+ 394 VLAN £—
K)

[BREDRA > +]
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Web 585E0 URL U # A L7 MEREZEDICEHREL 7,

(a7 FIZ&kBE]
1. (config)# no web-authentication redirect enable
Web nLuiE@ URL )&’T) 1/7 ]\*g% ’Eﬁ%?ﬁﬂl L/ij—o

[EEHE]
BOEEAT 1AL, Web ¥ — S EHEBIL T 280, BB 02— F TR 71 HfERS L
=TT,

(8) URLUASA LY FMleEROOY A4 2470 Fa)LDERE (BEE VLAN E— K,
4+ w4 VLAN E—F)

[(REDHRA > K]
Web #87ED URL U # A L7 MERERFIC R /A 2 fES 57 m b araE LET,

(272 RIZKBERE]
1. (config)# web-authentication redirect-mode https
Web #FED URL U #A L7 MMEEET https & H U\ E 7,

[5I’$$IE]
REEIT- T2 AN, Web —_"E2FHEZ L T FEW, FiBRF O —VIIHER 7 A VEERS
gb@jﬁo

(9) syslog —/\HHHKE

[BREDKRA > K]
PRFERE R L EifEn 7 & syslog — X~H AT B L OBRELE T,

(a7 FIZ&BEE]
1. (config)# web-authentication logging enable
Web BFEOFE R L EIER 7 % syslog P —"~HITIHEHIBRELET,

(10) EMEIAMEEDRE (BE VLAN £— K)

[BREDRA > k]
AORIES A AR OENE 2 B 2 Bt SRR E 2 i B L £,

(a7 FIZ&kBETE]
1. (config)# web-authentication logout polling enable

e s A NCRELET,

2. (config)# web-authentication logout polling interval 300
EEEEH N7 b ok R 2 300 FICBE LE

3. (config)# web-authentication logout polling retry-interval 10
YRR N Y oS HRFHMREZ 10 ICRELE T,
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4. (config)# web-authentication logout polling count 5
EEEAR N v FOEHEE A 5 BICRRE L,

(11) #EmEABEEDE|EMERTE (BE VLAN E—F)
[BREDRA > +]

RIS A AR DENE % BEAH T 2 BEfe B I RE 2 I 23 E L £ 77,
[A< Y FIZ&KBERE]

1. (config)# no web-authentication logout polling enable
Bt RE 2 AN TR E L £

(12) Web Y—N\~DT7 U AKR— BB

[(BREDRA > K]
Web FBiETHEA L TWVW5D Web U — DY — b AR — bEZERELET (5741 FO http=80 &,
https=443 FLSMIEMT 25EEIHEH L ET),
F72, OAN L HFT535E1E, OAN BMEMAT LI —E AR — hES (832 £ 9698) #REL £,
Z %A, OAN BWMEHT 2 —EAR— FEBSTIEI Web i v 74 VEER X O a 77 7 MMgfE
IETEEREA

[a< > FIZ&BE%E]
1. (config)# web-authentication web-port http 8080
Web $—/30 http AR"— h & LT 80 FDIENIZ 8080 FHiXE L E 7,

2. (config)# web-authentication web-port https 8443
Web $—/ 3D https iR— k& LT 443 T DIENIT 8443 FHLHE L £,

GEEHE]
ROEEIT> 1A, Web — SEFHEBIL T 8\, AR O —FITRIE R 7 1 I
Ea

(13) FBEERLINE D URL E25E
[BEDRA Y K]

FEER BN R ISR N T 7 2215 URL #i%E L £ 1,
[avY RIZ&BH%E]

1. (config)# web-authentication jump-url "http://www.example.com/"
FRFERThT41Z http://lwww.example.com/ DA & F/Rk SHF T,

7.2.6 EREEBRSNDERTETTIE
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Web F8GE THRIER G40 &3 5 2 DRGE LI L E T,



(1) EE VLAN E— FDFREERRSR— b DERTE
[ VLAN E— KC, Bk L2V CilfE &7 i 2R — F&RkO LS ICRELET,

[BREDRA > M
RREE RN DA — Mk L TiE, BBREA— FERELEE A,

[ FIC&KBEE]

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# web-authentication port
(config-iF)# exit
(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# exit

[@E VLAN E— F T 5 VLANID 10 28 E L7z AR — b 0/4 1TFRFEARA— & LTE

72, A—bh OO IZIFFEFEL 2 W CHEEZH T2 EEZ LET,

(2) ETE VLAN E— FOFRERRVViHRDERTE
EE VLAN £ — R, FRFL2WVWTHEEZH T 2mAO MACT RLAZKRD LD

[BREDKRA > K]
ALE R T AR DO MAC 7 FL 2% MAC 7 RL AT —7 LT B ek LET,
[A7 Y FIZ&BHE]

1. (config)# vlan 10
(config-vlan)# exit
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IZRELET,

(config)# mac-address-table static 0012.e212.3456 vlan 10 interface

gigabitethernet 0/10

VLANID 10 @R — b 0/10 12, @BIAELRWTEBELZFFAT2WAD MAC T FLAEZRELET,

(3) 54+ =v% VLAN E— FOEBEERNR— FDERTE

A3y 7 VLAN E— FTC, BRELBRWCEREEZFF AT 2R — F RO L IICHRELET,

[BEDHA > 1)

RREE AN T DR — 2T 7 EAR—FE LTREL, BARER— FERELET A,

[a< Y FIZ&BEE]
1. (config)# vlan 50 mac-based

(config-vlan)# state active
(config-vlan)# exit

RELET,
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(config)# interface gigabitethernet 0/10

(config-if)# switchport mode access

(config-if)# switchport access vlan 50

(config-ifH)# exit

MAC VLAN ID 50 @7 — b 0/10 IZxt LT, #IELARWTHBELZT T oREE LET,

(4) #4529 VLAN E— FORIERIMHERDERTE

XA F v 7 VLAN E— KT, @BIELARVWTHELZTFAIT20ADO MACT RLAEZRO LI ICKE L E
j_‘o
[(BREDRA > ]

FREE BRI DR D MAC 7 KLU A%, MAC VLAN & MAC 7 RL AT —7 /WZ8E L ET,
[27 Y RIZKBERE]
1. (config)# vlan 50 mac-based

(config-vlan)# mac-address 0012.e212.3456

(config-vlan)# exit

(config)# mac-address-table static 0012.e212.3456 vlan 50 interface

gigabitethernet 0/10
MAC VLAN ID 50 @R — k 0/10 {2, RBFELRWTEEZFFAITH5AKEDO MAC T NLAERELE

jﬁo

(5) LAY—FE— FORIERNR— FDETE
LA —F— T, @BIELAVTHBELTF AT H5R— kDL I ITHRELET,
[(BREDRA > k]
BALE RN T AR — 2T VAR —FE LTERELET,
(392 RICKBERRE]
1. (config)# vlan 50 mac-based
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 50
(config-ifH)# exit
MAC VLAN ID 50 ®A— |k 0/10 (2% LT, FAELZ2WTCEEZFF I+ 2R Ex2 LET,

(6) LAY—FE—FORIEBRNIHERDEZTE
LAY —F— R, RBIELRWTEGEZHFA T8RO MACT RLAZRDO L HIZHRELET,

[BREDRA > k]
AL A BRI B8R D MAC 7 R L 2% MAC VLAN 286k L £77,

[3< 2 RICKBERFE]
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1. (config)# vlan 50 mac-based
(config-vlan)# mac-address 0012.e212.3456
(config-vlan)# exit
VLAN ID 50 ® MAC VLAN (2, #FELRWTEBEZFFT5mAKRO MAC 7 RLAZRELET,
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73 AAXL—I 3

7.3.1

7.3.2 Web

182

BRHaOYY K—

Web #GEQ#EM 2~y K B2 RORISRLET,

£79 EBEHaAVTYVF—E

av Y R4E

Bl

set web-authentication user

Web #FETHEAT 22 —HID ZBML £,

set web-authentication passwd

BhE LT a—YFDRAT— REEFELET,

set web-authentication vlan

Bk L 72—+ D VLANID &% L £,

remove web-authentication user

ek L7 —FID ZHIBR L ET,

commit web-authentication

JEj]D BTE Ltlj\?%‘rlej\?@c“Web nunEDB ﬁ@%bij—o

store web-authentication

Wi Web #83E DB DX 7 7 v 7 7 A VEER LET,

load web-authentication

NI T T 77 AN BNE Web 83 DB # 6 LE9,

show web-authentication user

M Web F87E DB O&GRNE, FloiTigm, 2%
LET,

@ O E FoR

clear web-authentication auth-state

A uE(ﬁﬁi_ﬁ—mgéT” =4 7 7 '7 ]‘ f(?jib\gij—

show web-authentication login

WAEEDT AT bu s aRRLET,

clear web-authentication login

WREEOT v ka7 VT LET,

show web-authentication statistics

Web nunim%n‘fr &%%%Lij—o

clear web-authentication statistics

watE®E 27 V7 LET,

show web-authentication logging

Web SBREQTER 7 2 RR LET,

clear web-authentication logging

Web nunimﬁﬂzm 7 %7 J 7 L/jiT

set web-authentication html-files

FBE S 7z Web iRGEEE 7 7 A VA2 B L ET,

clear web-authentication html-files Gk 7= Web BRGEHH 7 7 A V2 HIBR L £,

show web-authentication html-files Gk L7- Web BGEBH 7 7 A NVD T 7 A NVK, T 7 A NP A XL E
ﬁ H Hﬁ%ﬁd\ Li@_o

restart web-authentication Web BiE7'm 7' F AxfFHiEdh L E7,

dump protocols web-authentication

Web nunEmg /7‘7I~ %I‘W$biﬂ—o

EHOE SR LE e

show web-authentication =< KT Web iRFEDOFR EHF RN T RINET,



(1) EFE VLAN E— KT, FIEARH RADIUS ZIIDIGE

7-39 Web FRBEIDHFTEIFEHRF T (EFE VLAN E— FOD RADIUS F2EE)

# show web-authentication
Date 2007/11/14 10:52:49 UTC
web-authentication Information:

Authentic-mode : Static-VLAN
Authentic-method : RADIUS Accounting-state : disable
Max-timer : 60 Max-user : 256

VLAN Count : - Auto-logout : -
Syslog-send : enable
Alive-detection : enable

timer : 60 interval-timer : 3 count : 3

URL-redirect : enable Protocol : http
Jump-URL : http://www.example.com/
Web-1P-address : 10.10.10.1
Web-port : http : 80, 8080 https : 443, 8443
ARP-relay Port 071

Port : 0/1

VLAN 1D : 5,10,15

access-list-No: 100

Port : 0/2

VLAN 1D : 15-16

access-list-No: 100

(2) B4+ I VLAN E— KT, FEARAO—HILZEIEDSEE

X 7-40 Web ZBEDHREERRT (F4F 3 vY VLAN E— RO —AhH/LEEE)

# show web-authentication
Date 2008/04/10 10:52:49 UTC
web-authentication Information:

Authentic-mode : Dynamic-VLAN
Authentic-method : Local Accounting-state : disable
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : disable
Syslog-send : enable
URL-redirect : enable Protocol : http
Jump-URL : http://www.example.com/
Web-1P-address : 192.168.1.1
Web-port : http : 80, 8080 https : 443, 8443
ARP-relay Port : 0/1
Port : 0/10
VLAN 1D : 1000, 1500
access-list-No: 1000
Port : 0/12
VLAN 1D : 1000, 1500
access-list-No: 1000

7. Web 3

At BIE
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(3) 4+ v VLAN E— FT, FIEEAXA RADIUS FRIIDIHE

7-41 Web BIHDHRTEFHRET (547 2 v Y VLAN E— FD RADIUS F23I)

# show web-authentication
Date 2008/04/10 10:52:49 UTC
web-authentication Information:

Authentic-mode : Dynamic-VLAN
Authentic-method : RADIUS Accounting-state : enable
Max-timer : 60 Max-user : 256
VLAN Count : - Auto-logout : disable
Syslog-send : enable
URL-redirect : enable Protocol : http
Jump-URL > http://www._example.com/
Web-1P-address : 192.168.1.1
Web-port > htegp - 80, 8080 https : 443, 8443
ARP-relay Port : 0/1
Port : 0/10
VLAN ID : 1000, 1500
access-list-No: 1000
Port : 0/12
VLAN ID : 1000, 1500
access-list-No: 1000

(4) LAY—E—FTVLANAEHFRSIATWT, BEARXNO—HIILZEEADGE

X 7-42 Web BBEIDHXEFHRERT (B—HILERED)

# show web-authentication
Date 2007/11/14 10:52:49 UTC
web-authentication Information:

Authentic-mode : Legacy
Authentic-method : Local Accounting-state : disable
Max-timer : 60 Max-user : 256

VLAN Count : 16 Auto-logout : disable
Syslog-send : enable
Jump-URL : http://www._example.com/
Web-port > http : 80 https : 443

VLAN Information:
VLAN ID : 5, 10, 15, 20, 25, 30, 35, 40

1000-1007

(5) LAY—F—FTVLAN BNZEEFINTULT, FIEAXN RADIUS REEDIHE

X 7-43 Web BBEIDHEFHRFKT (RADIUS R3E)

# show web-authentication
Date 2007/11/14 10:52:49 UTC
web-authentication Information:

Authentic-mode : Legacy
Authentic-method : RADIUS Accounting-state : disable
Max-timer : 60 Max-user : 256

VLAN Count : 16 Auto-logout : disable
Syslog-send : enable
Jump-URL : http://www._example.com/
Web-port > http : 80 https : 443

VLAN Information:
VLAN ID : 5, 10, 15, 20, 25, 30, 35, 40

1000-1007

7.3.3 Web BEFDIRER T

show web-authentication statistics =~ > K C Web FEAEDIKEER L TN RADIUS & D@ ER TR S
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=7

7-44 Web DR

# show web-authentication statistics

Date 2006/08/12 11:10:49 UTC

web-authentication Information:
Authentication Request Total 100
Authentication Current Count 10
Authentication Error Total : 30

RADIUS web-authentication Information:

[RADIUS frames]

TxTotal : 10 TxAccReq : 10 TxError : 0
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxlInvalid : 0
Account web-authentication Information:
[Account frames]
TxTotal : 10 TxAccReq : 10 TxError : 0
RxTotal : 20 RxAccResp : 10 RxlInvalid : 0

7.3.4 Web FBEDFEILPRERT
show web-authentication login =~ > K C Web BREDBIEIRRENR TR SN E T,
(1) E%E VLAN E— FDIHE

7-45 Web FREIDERILKEER T (EE VLAN E—F)

# show web-authentication login
Date 2007/11/14 10:52:49 UTC
Total user counts:2

username
VLAN MAC address Port |IP address
Login time Limit time
USER00123456789

3 0012.e200.9166  0/5 192.168.0.1
2007/11/14 09:58:04 UTC 00:10:20
USERO1
4094 0012.e268.7527 0/6 192.168.1.10
2007/11/14 10:10:23 UTC 00:20:35

(2) B4+ 32949 VLAN E— FDIEE

7-46 Web BRIEIDEILIRERT (F4F 2 v ¥ VLAN E—F)

# show web-authentication login
Date 2008/04/10 10:52:49 UTC
Total user counts:2

username

VLAN MAC address Login time Limit time
USER00123456789

3 0012.e200.9166 2008/04/10 09:58:04 UTC 00:10:20
USERO1

4094 0012.e268.7527 2008/04/10 10:10:23 UTC 00:20:35
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3) LAY—E—FrDIGFE

X 7-47 Web BBEEDFEIFRERT (LAV—E—F)

# show web-authentication login
Date 2007/11/14 10:52:49 UTC
Total user counts:2

username
VLAN MAC address Login time Limit time
USER00123456789

3 0012.e200.9166 2007/11/14 09:58:04 UTC 00:10:20
USERO1

4094 0012.e268.7527 2007/11/14 10:10:23 UTC 00:20:35

7.3.5 A& Web 525 DB D1ERL

@1/Eﬁjz%{f?b\ij—o if:, Ej‘i_lj\jﬁx"Web #qE DB _?‘kﬁéﬂ“(l/\éi%ﬁ‘fg%&@{lﬁcE%fTb\ To

(1) 1—Yn&EHF

FREET R D —H Z LT set web-authentication user =~ K¢, =—H% 1D, A7 —F, VLANID %
HekLE3, ®OFITIE, USEROL ~ USER05 @ 5 —H &84k L£7,

[a~> FAA]

set web-authentication user USERO1 PAS0101 100
set web-authentication user USERO2 PAS0200 100
set web-authentication user USERO3 PAS0300 100
set web-authentication user USER04 PAS0320 100
set web-authentication user USERO5 PAS0400 100

HHHFHH

(2) A—H1EREFE L HIR
BERE L —F DO/ ZA T — R, VLANID OZFE L a2 —FOHIRIZKDFIETITVET,
(a) INAT—FKFZHE

[av Y FAA]
# set web-authentication passwd USERO1 PAS0101 PPP4321

2 —4#ID (USER01) ®/3A 7 — K% PAS0101 75 PPP4321 IZAH L E 7,

# set web-authentication passwd USERO2 PAS0200 BBB1234
2 —H#ID (USER02) /XA 7 — K% PAS0200 7>5 BBB1234 [ZA® L £9,

(b) VLANIDZEE

[a<>Y FAA]
# set web-authentication vlan BBB1234 200

—H# 1D (BBB1234) @ VLAN ID % 200 I HE L,
(c) a—HHIk

[av<> FAAN]
# remove web-authentication user PPP4321
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22— ID (PPPP4321) #HIBL %7,

(3) NE Web 25 DB ~D [ it
set web-authentication =~ > K L U8 remove web-authentication =~ > FCTEEk « ZF L= 22—

?E%W@ Web mqu DB ﬁ@%bi?‘o

[av<> FAAH]
# commit web-authentication
7.3.6 HNEWebFBIEEDB DNV I T v T

Wik Web 58REDB DNy 7 7 v TBE VN I T v T 77 A AL OETE R LET,

(1) WE WebZBEDB D/ I Ty
P Web 323E DB 725 store web-authentication =~ R CRw 77 v 77 74 )b (IROBITIL
backupfile) Z{ERL £,

[a~> FAA]

# store web-authentication backupfile
Backup web-authentication user data. Are you sure? (y/n): vy

#

(2) Wﬁ Web DlL.\l:lIE DB ODTETE
Ny 7T 77574 (ROFITIE backupfile) 7>5 load web-authentication =~ > K CTHJEK Web 787
DB ZfEpk L £ 7

[av<> FAAN]

# load web-authentication backupfile
Restore web-authentication user data. Are you sure? (y/n): vy

#

7.3.7 Web i E m D&%
Web ZREEH 7 OB EITR O FNETITVVE T,

1. & Web FBEEEE®D 7 7 1 ILENEREE (PCRE) THERLET,
2. REBAOTALUL, ALYFTALY FJIZWeb BEIEEEZRMTHT4 LY MY EERLET,

3. BRI 7A4IL%E2. THERLETA LY FUBRTIZ, 774 LEETIEIMCEETERMLES,

4. set web-authentication html-files 3<% > KT Web 2B Z & LET,
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7-48 Web FREEEE D& F

# mkdir docs -1
# set web-authentication html-files docs

Would you wish to install new html-files ? (y/n):y
executing. . .

Install complete.
#

L 7417 1~V does ZfER L, BT, BET D7 7 A VEESET,

7.3.8 &8k L 1= Web SRIE @D &Ik
set web-authentication html-files =~ > FTH$k L 7= Web §&GEH i % clear web-authentication
html-files =< FTHIERL 9,
7-49  Web FRELE D HI kR
# clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y

Clear complete.
#

7.3.9 Web R EEDEREK T
show web-authentication html-files =<2 T, %&kL7- Web iBFEH D EHR % R LET,

7-50 Web RELEI#E O EHREK T

# show web-authentication html-files
Date 2007/04/01 10:07:04 UTC

TOTAL SIZE : 60974
SIZE DATE

login.html : 2049 2007/03/30 14:05
loginOK_html : 1046 2007/03/30 14:05
loginNG.html : 985 2007/03/30 14:05
logout.html : 843 2007/03/30 14:05
logoutOK._html : 856 2007/03/30 14:05
logoutNG.html : 892 2007/03/30 14:05
webauth.msg : 104 2007/03/30 14:05
favicon.ico : 199 2007/03/30 14:05
the other files : 54000 2007/03/30 14:05
#

188



7. Web 23

7.4 Web SREEEEERLFEI=

Web FRAEM H AIUVE X BEBE T ANE AN TE DB & XIET D7 7 A VA E IR LET,

e B A VHE (77 A4 : login.html)

e BT v NEHE (77 A /L4 : logout.html)

o 1S A VAT (7 7 A V4 : loginOK.html)

07 A RIREE (7 7 A V4 loginNG.html)

a7 7y hNETHEE (774414 @ logoutOK. html)
a7 7y NREE (7 7 A V4 logoutNG.html)

% Web FBFEEE 7 7 A /WE HTML TR L TS 7230,

HTML Ei2i%, JavaScript & 5127 74 7> MaR LG CTEET 2 S8 TRETT A, H—
ATV ERATHLIREHEIMEHATEERFA, £/, perl 2 ED CGIL HIFELRNTLIES WY,

2L, us A HE, v/ 7Y MEE T, WebiBikl OA V% 7 = — AHORERBRPMETT, v/ A
VA, 277 7 MEEIZOWT, [7.41 v 24 vEE (loginhtml) ), [7.42 w277 v M
(logout.html) | ZZHL T 7ZE WY,

if:, ri“% 7-5 nunIEI7 A vt— /&17_%§5EEEHXTFL;§§J 2R Lf_nunﬂii7 A vt— /}E) %Tﬁ
2D ENTEET, BHATEL 7 7 A NAIFROERBY TT, 77 A4 NVOERIFIEICOWTIE, 17.4.3
WIE T — A v &—Y 7 74/ (webauth.msg) | &ML T 230,

e WAL= T —A v —Y (77 A /14 : webauth.msg)
IHIZ, Web 77 UFDBRUIAV IR AT H7 A A b ANEZ D ENTEET,
s Web 77 UFDEBRUICAVICRTRTHT A 2 (77 A4 : favicon.ico)

EE
ANV Z AIREREEB LU= — A v =07 7 AL, BT ISR LET 7 AV 8 —
HIETLEE N,

741 O454A 2 EmE (login.html)

Web

lU

AR 7 A T AR, 22—V ID ENAT—RKDOANET T4 T > MR LERT 5 HEEH T,
(1) BZESEH
074 EEO HTML 7 7 A VEERT DB0E, ROFBITRTERBZ LT AN T S0,

£7-10 ASA VERAICHELRRE

ERu kS 2R
<form name="Login" method="post" action="/cgi-bin/ v 7 A U EE%E Web 58RI T 5720 Ok T
Login.cgi"></form> F, ZODRIZEF LARNTL EE0,
<input type="text" name="uid" size="40" maxlength="32" 2 —WID Z$ET H7- OO T1, size &
autocomplete="OFF" /> maxlength DS OFERITIET L RN TL I,

it <form></form> ONIBIZHEE L T 7ZI V),
72, maxlength [Z#9 6 LA LOFF25%E LT <
72 &N,
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190

b

Bk

<input type="password" name="pwd" size="40"
maxlength="32" autocomplete="OFF" />

NRRAT — RERET DO DOFLRTY, size &
maxlength VSN DOFMIIAE T LTl ES 0, |k
i <form></form> ONIBIZHRE L TSV, F
72, maxlength 347 6 LA EOFFEHREL TL
TEEN,

—n

<input type="submit" value="Login" />

Web #FEIC T 7' A VR ZAT 9 T2 DIZFEIR T,
ZOFRBIFEELELRNTL &, EFE <form></
form> ONFRIZEE L TL 2SN,

=3
SE =
IS

loginhtml 7 7 A VAT, 1E0DT 7 A V& BEMT 25518, BEMT 3257 7 A4 A OB 17

(AT wvva) ZRRBLTIIZZN,
(#) <img src="fimage_file.gif" >

% 7 151

(2)

o7 A i (loginhtml) @Y —ZHZ2ROKIRLET,



®7-51 A4 E@E (login.htm) | DY —X4l

7. Web

{?7xml version="1.0" encoding="euc-jp“?>

<IDOGTYPE htm!| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm|1/DTD/xhtml1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">

<head>

{titler&nbsp:</title>

<{/head>

<body>

{l-= ===== Body ===== -->

{center>

<br />

<table width="100%">

<tr><td align="center” bgcolor="#2b1872">

<{font color="#ffffff"><b>LOGINS/b></font>

Stdo</trod/table>

<br />

Please enter your |D and password.<br />

<br />

{tablex<tr> < i% apaT )~ g = . 27k
Ctdbuser 10</td> 074 AREENebiBEEIZIE T Y S Dt

<td>

</td>
{SEroktry
{td>password</td>
<{td>
i <input type="password” name="pwd” size="40" maxlength="32" | |
L autocomplete OFF” /e !
SEd>< />
<{/table>

</form> WebFBEEIcO4 « VEREITS = DERd

<br /o<br /o<br /><br /><br /><br />
<{/center>

{l-- ===== Footer ===== -->

<hr>

</body>

<html>

(3) AT A EERRG]
v A B EOFRAE RO LET,

ul
¥
Fm
F
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X 7-52 BS54 UEEROFRRG
%’3 - Miciosoft Internat Explorer. o _g@la

¥ @) @ Lu=m sleorcrn @50 @ (-2 B -

LOGIN
Please enter your [D and password.

user [D

password

()

7.42 047 E@E (logouthtml)
Web JBiHERE TR /A L LTWA I IA T Al 7 v M&ERT A2 DOMmE TY,

(1) BZEEH
a7 7y Mmoo HTML 7 7 A VEERT 2 B81E, ROFBIRTRBEZ LT AN TS EE W,

R7-11 OJ79 FNEEICHELRE

ERRULSES U
<form name="Logout" method="post" action="/ o 77 v MMEEEAZ Web SRGEICIHRRT D720 DR TY,
cgi-bin/Logout.cgi"></form> ZORMIFTEFE L ARANTL &N,
<input type="submit" value="Logout" /> Web FBFEIC 7 77 0 MEEREAT D 720k T, 205

WIFEF L2 TL 72& 0, EiE <form></form> DWNHES
ICRREL TLIZ&W,

FE

logout.html 7 7 A L2, 1EH0D 7 7 A V% EEM T 2841, MB35 7 7 A A4 OLTEIZ” 17
(AT wva) ZHRBLTIESNY,
() <img src="/image_file.gif" >

(2) HEH

1777 MEfE (logout.html) @Y — A2 KRDOMIRLET,
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ul
&

i
5]

K 7-53 B4 7 hEE (logouthtml) @Y — X4l

{?7xml| version="1.0" encoding="euc-jp”“ 7>
<!DOCGTYPE htm!| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm!1/DTD/xhtml1-strict. dtd™>
<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">
<head>
{titler&nbsp:</title>
<{/head>
<body>
<!—— ===== Body ===== —-» 577'7 Fﬁﬁiﬂebiﬁﬂl:?ﬁﬁ?éfz&)@gﬂﬁ
<center>

<{table width="100%">

<tr><td align="center” bgcolor="#2b1872">
{font color="#ffffff"><b>LOGOUTS/b></Font>
td></trod/table>

<br />

Please push the following button.<br />

<br /o<br /o<br /><br /><br /><br />

<{/center>

{l-- ===== Footer ===== —-> WebiBREIZO Y 7™ FEBRET3 OO
<hr>

<{/body>

</html>

(3) AT 7 FEERTH
BTy EEOR R E RO LET,

7-54 A5 7y FE@EO KRR

20 90 X B @ Pux seeman @57 8 2 - -y

 ocouor

Please push the following button

Lowout
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743 FPBEIS—AvytE—T 774/ (webauth.msg)
RE= T — A vE—T 7 74/ (webauth.msg) %, Web §8iEw 74 > E 721X Web #BiEr 77 U7 Dk
B IO ST CERT DA Yy B — VR LT 7 7 A LT,
T 74NV EREDTIET T — A v —T % ANBRZ DKL, ROFITRT 97O A v E—UEMM LT3
FEET — Ay bE—U T 7 A NVEERR L T IZEW,
%712 BIAIS—AvtE—CIT 7/ ILDETORE
TES RES

oo, b L < 1% Web #BGE DB IC K 2#GE= 7 —

i

147H 07 A URE, 2—HID £33 A Y — Rigk %
Lo BRI NIT A v E—T,
[(F74N A yE—]
“User ID or password is wrong.<BR>Please enter correct user ID and password.”

217 H Radius IC L DRBFET T — Lo TG B ICHATHA vE—,
(T4 Ay E—V]
“RADIUS: Authentication reject.”

31TH a7 47 L—3 a3 vk, Radius BFEDORRTE & 72> TV 528, Radius Vr—/N & AR E & OPEGE3WEST
LTCWARWGESIZHTTT A v E—,
[(F7xnV b AyE—V]
“RADIUS: No authentication response.”

417H AIEED AL T 4 7L —2a VOBRERY, ERIIMBEREL OBEOLDICR VA TERVWGEICH
NTDHAvE—Y,
[(F7A N A yE—]
“You cannot login by this machine.”

51TH 7a g AOREORENBELIGAEICHNT A vE—,
(T4 Ay E—V]
“Sorry, you cannot login just now.<BR>Please try again after a while.”

61T H a7 AOHEOEENRELE LG EICHIT A vy =,
[F7xN b A yE—]
“The system error occurred.<br>Please contact the system administrator.”

747TH 7ar g AOBEEORENKELILGEICHNTLIA v E—,
(FT74N KA yE—V]
“A fatal error occurred.<BR>Please inform the system administrator.”

81TH v 77y MLEET CPU BAMZEILE->T, n77 v bBRRLEGAICHEITAA v E—T,
[(F74N Ay E—V]
“Sorry, you cannot logout just now.<BR>Please try again after a while.”

917H Br A LT RNE—FRae Ty b LEGEICH AT A v =,
[TV A yE—]
“The client PC is not authenticated.”
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a = Microsaft Internet Explorer
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back
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Web F8FEEH O HTML 7 7 A /WiZ Web fGEEA Z 7 2 E AT 2 & C, BRElE B2 r 7oA VR —

T—AybE—VERRTEET,

FREATREZ2 B & Web GRFEMEAR & 7 DG HOEEZRORIST L ET,
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=713 BHEI—E

AR BE@EICRR = 7 Ay 7 = G = Ay7w ay7w
TERNE [E]:1) ET:] RN EE K EE FETE R BRE
[i:1] [i:1]
<!-- Login_Time a /A W — — O - - -
--> PR
<!-- Logout_Time a7 7ok — — O — O —
> A 2
<!-- After_Vlan SHELFL — — e) _ _ _
> VLAN ID *
3
<I-- TT7—Ay — — - O — O
Error_Message ST 3
>
(L) O : EimE Eic&rd 5, — @ B B2 e D,

R =7 QN5 = A Bl 1
A2 FOREEICL > CTEWARARY 9,
v 74 RS BEhn 77 v b3 A R,
77y NSETHE : 277 v NEWERSE T LR,
WX 3 v A Itk =— V(S %179 VLAN ID,
W4 v/ ArEFn 7y MBRRBRLIESGAEO= T —2 R,

JEFNCHOWNTIE, [7.45 FOMOEEmY 7] 2ZR LT EEN,

e

745 FOMoOE®EmY Y TIL

Web iBiEE 1 (loginOK.html, logoutOK.html, loginNG.html, logoutNG.html) ®OY% > 7L/ —RX%
i_“ L/ i j—o

(1) BY 4 UpThiEmE (loginOK.html)
a7 A R O Y — Ak K OFRFE RO LET,
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ul
¥
Fm
F

R 7-57 OS54 UEEEDY—Xl (loginOK.html)

<{?xml version="1.0" encoding="euc-jp"?>

<IDOCTYPE html PUBLIC "-//W3G//DTD XHTML 1.0 Strict//EN"
“http://www. w3. org/TR/xhtm|1/DTD/xhtml1-strict. dtd”>

<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">

<head>

<{titler&nbsp:</title>

<{/head>

<body oncontextmenu=¥"return false:¥">
<!—— ===== Body ===== —-»

<center>

Login success

<br /okbr />

{Table Border="0">

{Tr>

<Td Align="left">

Login Time

</Td>

<Td Align="left">

</Td>

<Td Align="left"> . _
<b>KT= Login_Time ~=/b D71 VBRARRS T

{Td Align="1left™>
Logout Time

</Td>

{Td Align="1left™>

<Td>

<Td Align="left"> _
mXE;E@@jEEE?ET_____Dd?ﬁbﬁﬂﬁm?d
<Td>

<STre>

{/Table>
<br /o<br />

<{form>

{input type="button” value="close” onClick="window.close()” />
</form>»

<br /><br />

{/center>

<br /okbr />

{l-= ===== Footer ===== -->

<hr >

<{/body>

</html>

EE
loginOK.html 7 7 A VA2, 1E0D 7 7 A V& ST 2561%, BEMT S 257 7 4 4 OJsfic”
(A7 vva) ZRl LTSN,

() <img src="/image_file.gif" >
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7-58 A5 A URDIEEORE R

A - Microsoil Internet Explorer

0% O NRAG L kv @70 @ @& B-

Login success

Login Time ---2007/01/11 10:15:28 UTC
Logout Time -—- 2007/01/11/11:15.28 UTC

(2) B 79 rETEE (logoutOK.html)
077y NETHEmO Y — AR L OFRRFEZROKIR LET,

K759 O 7 ETEERDY—XH (logoutOK.html)

{?7xml| version="1.0" encoding="euc-jp”“ 7>

<!DOCGTYPE htm!| PUBLIG “-//W3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm!1/DTD/xhtml1-strict. dtd™>

<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">

<head>

{titler&nbsp:</title>

<{/head>

<body oncontextmenu=¥"return false:¥">
== ===== Body ===== —-3

{center>

Logout success

<br /okbr /> —
Logout Time --- <b{1== Logout_Time ——X/b> RT79 FEARRS T
<br /o<br /><br />

<{form>

<input type="button” value="close” onClick="window.close()” />

</form>

<br /><br />

<{/center>

<= Footer -

<hr>

</body>

</html>

FE
logoutOK.html 7 7 A JWIZ, 1EZDD 7 7 A V& BEEMT 235618, BEM T35 7 7 A L4 D4TH
W27 (RTvyva) BB LTLZIN,

() <img src="/image_file.gif" >
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7-60 OJ 77 bETEEORTHA

B | Microsoft Internet Explorer
r{ME BRE ETW HRCANG W-LD ALIH S

) O X @G Pur desmy @50 © -5 H -

Logout success

Logout Time —- 2007 /01/18 08.50.58 UTC

) B4 /057 FRBKEE (loginNG.html / logoutNG.html)
a4y, az 7y RO Y — AR L OERG 2 R ORIZR LET,

761 A4 /057D FRBREEDY—ZH (loginNG.html / logoutNG.html)

{?7xml version="1.0" encoding="euc-jp“?>

<IDOCTYPE htm! PUBLIC “-//%3C//DTD XHTML 1.0 Strict//EN”
“http://www. w3. org/TR/xhtm!1/DTD/xhtml1-strict. dtd™>

<html xmins="http://www. w3. org/1999/xhtml” xml:lang="ja" lang="ja">

<head>

{titler&nbsp:</title>

<{/head>

<body oncontextmenu=¥"return false:¥">

{l-- ===== Body ===== --)

<center IS—Ayt—CHRTEEY

<br>

<br /x<br /><br /><br /> T T T T T T T T T T

<{form>

<{input type="button” value="back” onClick="history.back()” />

{input type="button” value="close” onClick="window.close()” />

</form>»

<br />

<{/center>

{l-- ===== Footer ===== -->

<hr>

</body>

</html>

=
loginNG.html, logoutNG.html 7 7 A /LIZ, 1ZD 7 7 A V%A 58581%, BEEMTT57 7
ANBOFEBR” 7 (AT vyva) ZFRABLTIEI N,

() <img src="/image_file.gif" >
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8.1.1 FREI#RE
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ERHINEE
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A& MAC 525 DB @ VLAN ID %%
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HY MAC 7 KL 2 & VLANID THRA& L E MAC 7 RL AT THRE LET,
7
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(b) RADIUS SREA

RADIUS RICN uJEjiJc i MAC AT HE@XT%& 715:%)_‘1—‘_‘ ]\75 b(}lb]\ L/f_7 I/_ﬁ\mjié"fmjﬁ MAC 7 ]\ LA &
RADIUS #—3} Ly_\zf’“%éﬂ(b\é MAC 7T KL&x & %H\g\/ﬁ\ L, 215( (PR QAY W muuﬂiﬁk%t L Ci# 'fl:l §$EJ‘

TBHATT,
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8-2 [ETE VLAN E— F RADIUS REEARX DR

e : d BEOPCI T,
< MACEBEE R s b 2= — IEEE80Z. THF = (3 ieb
SHELBICMACT I L R 2R SEL TSR

728, RADIUS i Ficix, MAC 7 KL AT CHRAET 5 ks, MACT7 KL A2 & VLANID & o#H
HEDETHRET D HENRDVET, TNHOHER, av 747 1L—varav R
mac-authentication vlan-check Tl T £,

MAC 7 R 2 & VLAN ID (2 L 2 AR OREFRMHF A RORITRTLET,

% 8-2 [E%E VLAN £— F® RADIUS FBiEAX D VLAN ID B&

avIq4PL—ay E3
av Y REE

Y MAC 7 K2 & VLANID CTHR&LET,

HEL MAC 7 RL AT CTRE LET,

F72, RADIUS ~OWADLBICHNWA AU —RE, av 747 b—varavs R
mac-authentication password TRECTEE T, B, ary 747 b —rarav R
mac-authentication password 23 E I TWRWEAIE, BAEE1T) MACT RLAEZ /AT —RE L
THWET,

(c) FREEfERAR
Jﬁﬁﬁ{@mu nEﬁ%l‘? i /)/_(@ &ﬂﬁ ’Cﬁbﬂi?’

. Wﬁ?ﬁf;uﬁfﬁﬁl_ﬁ@m AEARRR
o S o 2 RIT K D RREERRR
LI uiE”ﬁ’ﬁ?E%‘flLT_ cDY T AT K D RRAEARER

@ S KB R R R R O FE R AR R
oy 7 4 7 b—3 3 a3~ K mac-authentication max-timer Ci%/E S V72 i KiEwHiREM 28 2 7215
BT, IREIEICERLREZ MR L E 7, 2 OFRICERE SN o i KBS R 2 #08 L T D 1 53 LA TR
REFRBRDMT DAVE T
2B, a7 4 L—3 g2~ K macauthentication max-timer Chg KEEFEHREM 2 8 L7120
FER U720 Lic¥id, BUIESRGEFR OMRICITEA ST, IREGEGEREDOFENANE 8D £97,
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@ LSRRI — N DY 7 B AT K DGR
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ORBFEERER L E T,

(d) BIEIAR— FDHRE
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o T EAR— |

o NI LU IR—L
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o FRAERF O 7 L— A Untagged 7 L — L DA, BFERII%, *14 7 47 VLAN IZ#EE TE £,
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72, FFEAT VLAN WTBIE L7eWihald, RBEEEH IPvd 727 8 2 Y 2 P TEBEICHER T 1 V5 FAF
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K show mac-authentication logging TH/RT& £7°,

H SN DRERERE R ZRDORITTR L E T,
®8-3 HAOSNLHEMR

xR B Z| MAC 7 KL X VLAN ID Rr— &S Ayt—o
FRRERLE AR IIIRFZ] O O O R A v —
FOREMRER FOREARERAZ] O O* ok bR A v —
FRORIE SR PR A O O* O* RIMERA v =Y
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L) O : kT2

EX A vE—VICLo TUZHASHAVEE R H Y £,

HASNARA v E—VOFEMICHONWTIE Bz~ FL 77 L2 A2 Vol.l 26. MAC ZREE] #2MLT
<TZEW,

B, MACRINHOT A ba ik, mK21004TE CTiddk & £, 2100728284, TV
JEIZEEEDHIR S, BFHOT H vy MERMBEMEHREN TV EE T,

(2) RADIUS H4—/\DT7 H v MERE~NDERER

227 4 7 b— 3 3w K aaa accounting mac-authentication ¢, RADIUS #— O 7 h v > M
REMATEET, 7H Uy MERBICITROERA TR SN ET,
o FRRETE D RRERC IR IC IR O TF A Fedk SV E T,

P — TR S =R, MAC 7 KL A, VLAN ID

M uquﬁ*@fﬁ%& lubuEﬁﬁFlﬁéHjﬂ? ﬁ(@‘%%&ﬁﬁﬂﬁéﬂi@’
_H-‘—/\ ;uﬂﬁéﬂf_ﬁﬁiﬂ, MAC 7 F I/Z, VLAN ID, o uﬂEEkIjjb)E?wu uﬂEﬁ#%iTmﬁLEj{:Fa

(3) RADIUS H—/\~DEFEEHIFHRECEZ (RADIUS H—/\DHERE

RADIUS ZE R OHA 1L, RADIUS H— 2o TV ASEEIC Lo T, FWIFNTH, FEFM ik &
nE4, 72770, #HT25 RADIUS — N2k o TR SN DERPELRDZL08H Y 30T, FHM
X RADIUS — R DFiHEEZ S L T E &,

(4) syslog H—/A~DENMED Y LR

MAC BFEO N EME R 7 % syslog — NI 1S H 5 2 T4, £72, #fEr 7N 1(1) MAC
BRI O T v va s LR-or ZRHAhENE T, 2B, IROLOBRITER R It Sh
9, EHPE syslog b—NICH A ENET, syslog b—"~DHIEXEKROKITRLET,

8-8 syslog H—/\HABK

- OJER) : AUT

- AR Tad
BEQTAvE—UhD
AUT B/H B5B§ : S5y #0F MAC Bt &LEAFRV-AE

R

LAl HERE & ERREERT WACEREE % Ayt—UFX
Y07 TYRER

F7z, a7 47 L —3 a3~ R macauthentication logging enable 3 £ U logging event-kind (Z
LT, WHoBKmEBIWMELNTEET,

8.1.3 O—AIIZEEARDERIE
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2 — I VBRE S R OFE I Y 72> T, IROEFRMLETT,
o LT 4 T L — g L DOVERL E RIE
P MAC 585F DB O1EK
. W/EEMACHLAHEDB@/\/77/7

Wﬁ MAC & [0 uJ]E DB 0)1§j'|:
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8. MAC S2:E

(1) aA>vI749L—>a DERESETE

AgEEIcn—INFFFRDar 7 7 —varavwry FERELET, 2k, RECHET LM
8.2 3/747V~V§/J%§%LT<K§VO

Fro, m— ANV REEHN T 57202iE, EHa~r REHWT, FHANZ MAC 7 R X, VLANID
72 & OIE R & PE MAC 387k DB _;‘fib“(io<zg7blébbi“‘}‘

(2) Mg MAC E2:E DB D 1ERL

JEH 2= > K set mac-authentication mac-address T MAC 7 KL 2% L O VLAN ID % HNjik MAC 83
DB 28 L FJ, EH =~ K remove mac-authentication mac-address TH&k L 7= MAC 7 KL 2D
HIfrb TEET,

Bk BEINTZNRIL, EH =2~ K commit mac-authentication 23 FE{T & 728 T, Wik MAC 3@
FEDB KM S LE T,

728, A2~ N commit mac-authentication T MAC F8:E DB ~D KM & 1T > 72356, BAERG
FOSmEITEA ST, REGERER OB E 20 £5,
¥ 72, M 2~ K show mac-authentication mac-address edit C, EHMH 2~ N commit
mac-authentication NFEITIN D E TG - BHLI-ERERLLI LN TEET,
X 8-9 WM& MAC 32:E DB M EmK

EHaT VR

set mac-authentication mac-address _,_>| MACF FLREEH |

remove mac-authentication mac-addres —|—>| MACTF F L AHIB |
AEEMACEREEDB

!
1
}
}
}
1
}
}
}
}

e e

commit mac-authentication R PIBMACEREEDE ~
i R Bg
\ .
AE
Wi MAC F83EDB %# 4 1 5 X v VLAN £— R CHEHAT 2 HE1E, BERHICROSICEET 0 E
BHYET,

e MAC 7 F L A%EEFFIC V4 VLAN ID 248 L TL 72 &\, VLAN ID "8I S TV D EE I,
%@MAC?]\VX j:mquI7 &iﬁbiﬁ_
o [MILMAC 7 FL 2 %D VLAN ID THé&k L7254, & bETO/NEW VLAN ID 78 VLAN )

DEZIHERShET,
« VLANID {2 1 ##E L2\ TL 2 &, MAC VLAN T T& 72 VLAN ID D 7= DIZFFET

F—EnFET,
(3) AE MACEREEDBD/NNY YT v S

J#H =~ K store mac-authentication T, = —Z/VFBFEHIC/ER L 7= MAC 3FEDB Oy 7 7 v
TEWRDZENTEET,
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(4) W MAC 583k DB D&t

#MH 2~ K load mac-authentication ¢, T — B FGEHICIER LIz NXw 7 T v T 7 7 A b, Wi
MAC FBAEDB OEIEATEES, 72720, HILEFEIT 2L, EANEH 2~ N set
mac-authentication mac-address TH&k « B L CWOWENBIZBEIEINT, EL3N-HNEICESHRDY

FTOT, BENPLETT,

8.1.4 RADIUS E2EFARXDERIEE
RADIUS Bt KA FEHA T 12572 - Tik, WROUEHENRMLIETT,

NN

e LT 4 L — g OEKRERTE
o RADIUS ¥ — D #fjii

(1) avI249L—>a>DERESETE

ARIEEIC RADIUS FRiF a7 4V L—yarva~wy RERELET, B, REDFEMICHONT
%, 182 avrv 4L —ayv] ZHLTLIEE N,

F7-, RADIUS it X2 HT 217~ > Tix, RADIUS #—X|c=2—HID & L TMACT RKL =z b
INAT— RORENDLETT,

(2) RADIUS H—/\D# (i

(a) 31— ID D&%

MAC 7 RLZADOMAHE LTRADIUS O —H IDICMAC 7 RLRAEZHERKLET, MAC 7 RL R
HESCFEFICAA T (T a~ /T ZHW, 12 CFTRELET,

F72, EE VLAN £— N T, RADIUS TOMRAIFIZ MAC 7 RLA721FT742< VLANID $ G L7z
H1E, WITRTHATMAC 7 R A& VLAN ID 2R3 XUFH & 220K O&k 2 —H ID & U TR
LTL7ZEN,

8-10 MAC 7 KL X +VLAN ID &8z

31— DR MAC? FLR EGYUFF VLAN 1D

1 : MACF F L  AH0012. e212. 0001,
VLAN IDA%100, EEEIYSZFFI%E SVLAN
EL-BE, 1—FIDEROKLSI1ZHVET,

0012e2120001%VLANT00
N S G

MACZ FL R VLAN ID
R Y 3TF 5

(b) /SR T— FD&F
WDOELENENRAT—RELTHRELET,

. :L~4;“‘ D | :M% Lf: MAC 7 R LA L[A—?D MAC 7 F LA
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(3) {#FY % RADIUS H—/\DEE

HiF AL LT PAP 2R E

LET, F72, MAC RAEAEN T2 RADIUS OEMEZRORIST LET,

723, RADIUS ¥ — "OFHMRRE ST HEICOWTIE, 7% RADIUS — A OHHELZR L T

AN

%84 MACRRITHEATLEMN®R (ZD 1 Access-Request)

BiE4 Type {& A

User-Name 1 MAC 7 KL &, F£720% ¥ 810 MAC 7 KL X +VLAN ID %)
THERLIEZEELE T,

User-Password 2 MACT RV A, F/midar 747 b —yara~vwy RCREESNTZ/RA
U— RERELET,

NAS-IP-Address 4 N—T R I A BT 2—ADIP T RUVARFEERFIFIN—T Xy I A4 %
T7x—ADIP T RVAZKEML, HE I TV 2idiud RADIUS $—
LBETHA L Z T 2—ADIP T FLAEKMLET,

Service-Type 6 Framed(2) T L£7,

Calling-Station-1d 31 SREEMR D MAC 7 RV &2 (U3 ASCII, “-” Xg1v) ZI8EL £,
B : 00-12-€2-01-23-45

NAS-Identifier 32 [ E VLAN &— R Tk, iR Z IR L TV VLAN ID % 35305751
THEELET,
% : VLAN ID 100 ®#4 100
HA4F Iy VLANE— KT, av74/Lb—varavy R
hostname CIFE SN EBEAZIEELET,

NAS-Port-Type 61 Virtual(5) Z5¢E L £

NAS-IPv6-Address 95 N—T Ry A FT2—ADIPv6 7 KLV AFRERIIN—T Ry 7 A~

272 —ADIPv6 7 KL AZEML, BTSN TV iiE RADIUS
P—RLBETHAN L EZT2—ZADIPV6 7 RLAZKMLET, 727701
IPv6 YV >/ r—)L7 RLATHEBETHHAE, V=T RNy s A
72— ADIPv6 7 RLAREDHEZ D ST, EEA T 2—R
DIPv6 U ua—RL7 RLRAZKMLET,

%85 MACREITHERATLEM®R (ZD 2 Access-Accept)

B2 Type & BT
Service-Type 6 Framed(2) 7MEHAEN 5 : MACRRIFTIZF = v 7 LEH A,
Reply-Message 18 CRAEA)
Tunnel-Type 64 ZAF 3 w27 VLAN £— FEHCHERA L £,
VLAN 2R3 13 ThHANET v 7 LET,
[H & VLAN € — FEHIERA L A,
Tunnel-Medium-Type 65 % AF 3 v 7 VLAN £— FERCHEA L E T,
IEEE802.1X &[4 DfH 6 ® Tunnel-Medium-Type T % 03%
Fzv I LET,
H & VLAN € — FEHIEH L A,
Tunnel-Private-Group-Id 81 XA F3I v VLAN E— FRHCER L ET,

VLAN % #3775 %£7-1% “VLANxx”

xx [Z VLANID 2% L £,

72770, BHED 1A 27T v FORNER 0x00 ~ 0x1f DAL,
Tag %K L CVWDHDT, ZOHFIE 2477 v FEPLOEN
VLAN #% L ¥, £/, LEDO 1477 v FORNED 0x20 LA
FogEIE, EEENS VLAN 2% LET,

[ VLAN & — FEHIEH L8 A,
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FRELE

% 8-6 RADIUS Accounting TEFT 2 EM A

B4 Type & E5BA

User-Name 1 MAC 7 FL R, F£721% X 810 MAC 7 KL % +VLAN ID #4E
THERLIEEZEELET,

NAS-IP-Address 4 NASDOIP 7 KL AWML ET,
N—T Ry I AV BT 2—ADIP T KLU ABRERL, V=T v 74
VETx—ADIP T RLAZMLET, 22k, ZhnBME, H—
LBETAA L H T =2—ADIP T RLRAEZKMLET,

Service-Type 6 Framed(2) #3%EL £,

Calling-Station-Id 31 WARD MAC 7 FL A (/35 ASCII, “-” KE1V) #5%ELE7.
1ﬁJ : 00-12-e2-01-23-45

NAS-Identifier 32 & VLAN €— K TlE, FEmAZINE LT\ % VLAN ID %5305
FITHRELET,
%] : VLAN ID 100 ®¥4 100
ZAFv 27 VLANE—RTi, av747b—varavr R
hostname TIEE SN HEBEL EZIRELE T,

Acct-Status-Type 40 RERLENIIC Start(1), FRFEAFFREFIC Stop(2) Z 4L £,

Acct-Delay-Time 41 AR PRERNLRETLIETICE LR (B) 2KBMHLET,

Acct-Session-Id 44 7uAID ML ET, GRIERTD), BAEARERICE L CIXE CE T
7))

Acct-Authentic 45 RE SR & 7~ RADIUS, Local ® EH L0 &ML F77,

Acct-Session-Time 46 FRAEMERR T 2 ETORE () ZHML £,

NAS-Port-Type 61 Virtual(5) Z5% & L £ 7

NAS-IPv6-Address 95 NAS ® IPv6 7 KL A Z k&I L £,

N—=T R A4 BT 2—=ADIPv6 T RLARERIL, V—T v/
AV HET2—=ADIPv6 7 KL AZKM L LT, B, Zhlsix
P—NEBETIA L F T 2—ADIPY6 7 FLAZKMLET, 7277
L, IPv6 V> 7 a—H LT RLATRIETDHEIE, VN1
272 —2ADIPv6 T KL AREDHEIZ DO, HEA %
Tx—ADIPv6 V7 a—H )T RLAZKEMNL £7,

8.1.5 {higeL DHTE
(1) IEEES02.1X & D HFIZDINT

MAC #iEE, WISRT 44T IEEES02.1X & HFETE £,
#& 8-7 |EEE802.1X D i7E
IEEE802.1X Y IJE—F MAC FBEEE— K
WIEE—F
EE VLAN E— F FA4F2vH
VLAN E— K
\— N HANLEEE UL E—R Fl—AR— MIFEELRNTLEE — N AL CHEfR
L\
< LFE— R Fl—A— MIBRELARZVWTLEE | F— MM Y-
l/\
fﬁlﬁﬁkﬁ;mgﬂi%h‘ S [ﬁjg,—ﬁ»—— ]\"Cj:l\:ﬁ = l\ﬁﬁlfﬁrﬂﬂ
VLAN HATFRFE U ARFRAEE— R VLAN HAZFEGE (FF)) ICRES A— N HALCHEML
(B19) Nz —R— b TrE

214



8. MAC S2:E

IEEE802.1X R IE—F MAC SBSLE—F
REE—FK
EE VLAN E— K BALF2vY
VLAN £— K
VLAN B 7857 ARG — $E 8 BN CHEM [f—A— h Tz
(@A)
Fl—¥RK (F— MAC 7 L A& 20 K) T, MAC ik (.ﬂi VLAN £—K) | 5 RRERR B4,
IEEE802.1X O AR —  HA7ER pﬁi 721X VLAN HAERGE (§0Y) 12 K B8RS L7454, IEEE802.1X
D uﬂz‘ldr%ﬁ‘{gflﬁ = h MAC FRFEDOFR uft«lk iﬁﬁ#ﬁ‘} IhE jﬁ
F7z, [ 4%5ET MAC BFE (¥4 F I v 7 VLAN €— R) 12X 5%GEKh#, IEEE802.1X VLAN H

{Lnun (%hé/j) 2 K D86 E‘A‘y]bf;ﬁfcl, IEEE802.1X @nunE#%ﬁ){E%éﬂ MAC 32 FORIE uuu flj(
iﬁﬂtf‘%éﬂi?‘o

WITRTHED & 91252 DR — MR SN 7= HUB (M TIX HUB#1) 2 L T STV D ERD,
+TIZ IEEE802.1X TIE SN TWAIRIET, Bl HUB (XT3 HUB#2) (T2 H LI5S,
Vo 72 A IEEES02.1X DRBFENEFR S 7p vy & MAC FBREE1T D Z L1XT& ¥ A, IEEES02.1X DiEH
2= I clear dotlx auth-state TERAFAMER L T EE W,

8-11 |EEE802.1X TRREIFSh TLBiFkDKR— FEEIRD MAC SREEER
BS320

| HUB:1 | | HUB#2 |

IEEE 802. IXMDEREEN ARRR
EhiguvE, NACEREEAYT
AFEA

|EEE 802. 1XT A — 2K TMACEZEE
BRI A

(2) Web FBEEEDHFIZDINT

MAC FEREI, WRITTRT R T Web FBREL HAFTE £ T,

=88 WebRILDHE

Web REEE— F MAC BFE— K
EE VLAN E— K H4+ 395 VLAN E—F
@& VLAN £— | [F—aR— h THAz $E B AT CHE
#AF3 v 2 VLAN £— F HE 8 BN CHEM [fl—HR— k THAF
LA —F— R HE 18 BN CHEMh S B AT CHE

Al —iAR (F— MAC?I\“I/X%E%’D%%?E) T, MAC FBREDFEICFERERS L2581, MAC RAEDTER
WBIZZOEFE LR £F (Web BREDFRFETIT T —L RV E£9),
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(3) ftutkre & DHFITONT
ROWHE L ITHFTE EH A,

» §8iE VLAN
e IGMP snooping

8.1.6 MAC FEEEfFERALDEIE

216

(1) MACEREE7 0 S LABEEL-EE

MAC @& uE7 =878 Aﬁ)ﬁt@ L/f\-—ﬁl:l , e uEE}j@j‘/\VC@nu ﬂEﬁ\ﬁ*@éﬂij‘o Z 0)%{3\7 ﬁt@ﬁ(ﬁ
E:Ewh HE%??O < < Py Uy,

(2) RADIUS H—/\DHRETHRRA FEZHEELEBEDIEEE

MAC #HiE i+ 5% RADIUS 4y— %, a7 ¢ 7/ L—3 g3~ KN mac-authentication
radius-server host F 7213 radius-server host |28 A 44 THRE L7-86, DNS — NIEHGE T 720
EOFHBIC X » TARMRIN TE VB TIE, RIORTESENRETLIZ N £,

s EHa~vy NEFEITLELS
o EATHERORRPELS R £77,
s RAENVFHTIEEY, LIESL LThbiRERINET,
o [Can't execute.] NFERINET,

e MACEREFa> 74/ L—Larvavwy REFEIT LS
-3/747V%93/@%ﬁ,itiﬂ/747VEVaV@ﬁM CHERIDR MDA ENH Y £,

FRROBR AT D72, MAC GRFETIL RADIUS #— DR EICIPv6 7 L AE /2L IPv4d 7 KL AT
RETHZLEMELET, AA M TOREPLEREGEIE, LT DNSV—\InbDIRERH D 2 &
ZER LT IZE N,

(3) RADIUS H—/N\EDBENYNI-GZGEDFTESEE

MAC FEFETH T 5 RADIUS #— N & OBENUINTSE, $hidar7 47—y aras s R
mac-authentication radius-server host & L < I% radius-server host T E S 4172 RADIUS H— "3 (F(E
L7anaa, 1RRGEY T2V OGRS E#N Y 4, BIEER 1428, a7 47 b—var
2= R radius-server timeout CHE SN F A A7 U MBI Nary 747 —varav K
radius-server retransmit TF&/E S 1L72 FFEEIES 720 ORF B2 72 T,

F72, #H%0 RADIUS — "R FESINZHEL, a7 4 7 L —3 g3 2+ K mac-authentication
radius-server host % 721 radius-server host D% ENEIZ FR:E WZHRET 7B AT B, ICEHRES I
72 RADIUS ¥ — TREER LIC L > THEEN T 72< 72%)&, nmuﬁﬂfi (IR A3 N D £ 9,

TDOXOMpEEIE, a7 4L — 3 a2+ K mac-authentication radius-server host ¥ 721%
radius-server host CTIE7 72 RADIUS — A ELEL T X0,

(4) VLAN HEELV BB L =58 DEF

J#EH =< K restart vlan C VLAN HEES AL EN L 72354, MAC SRAEILGRGE 2 bR TIC IR L £ 7,
727120, FREERZ WA, BEMZEREM D720, ﬁ‘ﬁﬁ)fnTTéiT@Fﬁﬁ, BENTERLI 2 F
T, BENET LR DBENTEDL LR 9,



8. MAC i8i

(5) setclock aAv Y F&#FERATHEDIE

PGSR 2 B ORI AW TEE L WA T, EHa~ 2 Fsetclock TARZZERE LA, R
AR D E T,

Wi“,3ﬁﬁ%®ﬁﬂ ZfE Wﬁbfﬁu,mﬁﬁﬁﬁﬁﬂ3ﬁﬁﬁ L7zRBEL 20 £4, F7z, W
2 3 AT DR LN B2 ZE L7 hald, FRRERERFHI2S 3 R IER S h £,

(6) MAC EREF{#EMM® IEEES02.1X DAV T4 0 L—a VEREIZDINT

MAC EI}EHEE@HALAQIET ]\<‘:LT /:El/f\_j— ]\ i &LT?IEEE802 1X3/7471/‘_‘?‘/El avx
REFHRE LRV TL FZEW,

7=, IEEES02.1X F— FNHMZRIED T 7 NAE— RB LM~ AFE— RE IR — MIERTELARWVWTL
7ZE0N,

¢ dot1x force-authorized-port
¢ dotlx port-control force-authorized
» dotlx port-control force-unauthorized

¢ dotlx multiple-hosts
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82 AVI4JL—3ay

821 aVvI4«449L—3y

8.2.2 [EXE VLAN £—

218

av Y

F—g

MAC®EirD a7 4V v—ygravwy R—EZROFIRLET,

%89 avIq4HL—3ravrk—

av Y R4

Bl

aaa accounting mac-authentication default start-stop
group radius

RADIUS Accounting i3 2 2 L R ELE T,

aaa authentication mac-authentication default group
radius

RADIUS 384 5 A CREAET % RELET,

authentication ip access-group

uL‘uJJZHU'U( @Jﬁ‘ﬁﬂ{z))V @/\b‘/ ]\%ZIK'H:%% éﬁ%b
TZWEAID, Bk L7V y NERE IPve 77 & A
IS I\T“?'a‘ﬁbi?’o

mac-authentication auth-interval-timer

gﬂﬁ%ﬁﬁ%ﬁ&?& (kmum FE TS ET D nJ‘.EHj?F‘i i
WRZHELET,

mac-authentication auto-logout

PRIND DT 7 ANIRVIRBEDN N TN D =
U CREGEMRR 3 2 BMEZ N L £ T,

& &R

mac-authentication dynamic-vlan max-user

#4753 v 27 VLAN E— FCTFET& 5 MAC 7 L
ARERELET,

mac-authentication logging enable

#Er 7 O syslog 4r—"~OH N EFELET,

mac-authentication max-timer PGER KR 2 ELET,
mac-authentication password RADIUS #—_~OWE ORI T 5320 —
FEfELET,

mac-authentication port

MACFBREZAT O A — b EHELE T,

mac-authentication radius-server host

MAC FZFEHMIZ RADIUS =D IP 7 L A2 8%
fBELET

mac-authentication static-vlan max-user

& VLAN £— R CFRAET& 5 MAC 7 KL A% %47
ELET,

mac-authentication system-auth-control

MAC #GET —E v #i# L £,

mac-authentication vlan-check

FFEEREIZ MAC 7 R LR i2nx, VLANID $ &35
ZEERELET,

(1) A—HNLERAXDERMLZERTE

Koarvoq449L—>ay

[ VLAN £ — F T, m—U V@il i a3 2 L TOEARNLRRELZROKIIRLET,
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8-12 [ETFE VLAN E— KO O—HILEREEAKXDEKRER

REHEIZT O ERTED

o ———— - —————

0/3

I
K| 4
|
|
|
I

VLAN 10—

| HUB |
A |EEE802. IX f I3
| i WebZ2 I T 23T
EEEEEEES
WACEBEXi%i43 PO PC2

(a) FBEER— hDERE

[BREDRA 2 K]
MAC BFETHEMRT 2R — FaRELET,

(a7 FIZ&BE]

1. (config)# interface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-ifH)# exit
FREAAT O SR HE SN TV D AR — M MAC BREZ R E L E7

(b) MAC FBEEDE&E

[BREDKRA > ]
MACRGtD a7 4 Vb —aravwy RERELTMAC Zirx AN LET,

[A< Y FIZ&KBERE]

1. (config)# mac-authentication system-auth-control
MAC FFExE# L £,

(2) RADIUS an.\nIEjJ__to)EKEIJf& HQE

[ VLAN £ — T, RADIUS BRES NAMH T 5 L TORARNLRREZROMIIRLET,
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8-13 [EFE VLAN E— F® RADIUS BRI AR DEKRERK

BRI 7 2R TED

L3R A v F
BS320

RADIUSH —+%
192, 168. 10. 200
F =T
P e -
KL | 0/1 0/5
1
]
: 0/3 0/4
waN o ——— [ -
| HUB ]
A IEEEB02. 1XZ 1= 1%
. WebERE TERAT

MACER ST *t R b 25 PC1 PC2

(a) FBEER— FDERE

[BREDRA 2 K]
MAC BIETHMT 2R — P 2R ELET,

(a7 FIZ&kBEE]

1. (config)# interface gigabitethernet 0/3
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-ifH)# exit
FRREEAT DM AR DB SN TV D AR — M MAC RAELZ R E L E 7,

(b) MAC EESIDERTE

[BREDRA > k]

MAC#HFDary 7 4 Vb —varavwy FERELTMACRIFZAZNIC LET,
[3< 2 FIZkBEE]
1. (config)# aaa authentication mac-authentication default group radius

(config)# mac-authentication radius-server host 192.168.10.200 key "macauth"
F8RE%E RADIUS H— T3 572012, IP 7 R A& RADIUS #%23%ELET,

2. (config)# mac-authentication system-auth-control
MAC REFxE# L £,
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823 AA4FIvVvHVIANE—FDarvI«HL—>3Y

(1) B—ALREARDERMGERTE
4493 v2 VLAN E— RC, RBiaFREMEMT 25 ETORANRREEZROMIIRLET,

814 HA4F+3Zv4H VLAN E— RFOO—HIILEREEAXDEKRER

BAERIZCFIOEATES

AL vF
I
B$320
SREEHVLAN
(VLAN 20)

IEEEB0Z. 1XFE1=[E
WebZR 3t Ta2EL

MACEZEE % BB 5 PC1 PC2

(a) FBEER— FOHRTE

[BREDRA > H]
MACFFECTHMT 2R — FE2RELET,

[a7 Y FIZkBE%E]

1. (config)# interface range gigabitethernet 0/3-4
(config-if-range)# switchport mode mac-vlan
(config-if-range)# switchport mac vlan 20
(config-if-range)# switchport mac native-vlan 10
(config-if-range)# mac-authentication port
(config-if-range)# exit
FRREAAT D AR SN TV DR — M MAC BEREEA R E L ET,

(b) MAC FBEEDERTE

[(BREDRA > k]
MACnoutE@:j/7/fyI/‘—‘:/El /:3"\7/]\2&,—’ ELTMACHAhEE%ﬁfﬂ Liﬁ‘o

[av Y FIZ&BEE]

8. MAC i8i
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1. (config)# mac-authentication system-auth-control
MAC #FE& 8 L £,

(2) RADIUS EBEEA X DEKRILERTE

%4 7F 3 v 27 VLAN £— FT, RADIUS SBRESREMEH T2 L TOREANRFREZROKIIRLET,

8-15 44+ 3w VLAN E— KD RADIUS SBEF A D EARIER

BI#&I-72EATES
Ty kI—2

LIAA uF

BS320 RADIUSH—1%

192 168,10, 200

H—1TL—F
Eg T ﬁg ___________________ ~ ADEEHRVLAN
.- = o (VLAN 20)

_7 ____________________ LY 1
A | 05 | Lo/t
I ! i I
; o3 o4t/
3 [
~ e _______] ___1
BAERIVLAN =
(VLAN 10)
IEEEB02. X 1-1%
WebE25E CRRiE

MACEZ IRt S i 25 PC1

(a) FEER— FDRE

[(BREDRA > k]
MAC mbgﬂf(’féj}ﬂj‘éj‘— ]\é.—) /’_:.E_’L/ijq

(a7 FIZ&BEE]

1. (config)# interface range gigabitethernet 0/3-4
(config-if-range)# switchport mode mac-vlan
(config-if-range)# switchport mac vlan 20
(config-if-range)# switchport mac native-vlan 10
(config-if-range)# mac-authentication port
(config-if-range)# exit
PRREAEAT D WA SN TV DR — M MAC FBREE R E L £,

(b) MAC EESIDERTE

[BEDOHA > H]
MAC uAhpIE@j/7/f 7 Lr—rarvavxwly ]‘ %é&ﬁgb“( MAC poutE%ﬁ)‘jJ Li‘é‘o
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(37> FIZ&BEE]
1. (config)# aaa authentication mac-authentication default group radius

(config)# mac-authentication radius-server host 192.168.10.200 key "macauth®
FRiE% RADIUS +—\TT 572DiZ, IP7 R 2 & RADIUS AR ELE T,

2. (config)# mac-authentication system-auth-control
MAC #FEzx g L ET,

8.2.4 MAC FBEFD/INT A —A3KTF

MAC FBIETRETE DRI AL OREH EEZHRA L ET,

(1) unu\nETxﬂ#Fﬁﬁo)uQE

[BEDHA > 1)
R 2+ Mo A O RRALARER T 2 W & L

(392 RICKBERFE]

1. (config)# mac-authentication max-timer 60

TR FRAEARRR 3 D REM 2 60 TR E LT,

(2) EE VLAN :E_ F@u:uuiE%l@uﬁE

[REDRA Y ]
.ﬂ:_ VLAN t— ]‘ uantET% E) MAC 7 ]‘ I/X;i% ﬁiﬂbij_

(392 RICKBERFE]

1. (config)# mac-authentication static-vlan max-user 20
MAC #FED[EE VLAN £ — R THAETE 5 MAC 7 RL A0 % 20 HICRE L E T,

(3) RADIUS H—/\DEETE

[BREDRA > +]
RADIUS FBEESF A TH M2 RADIUS Y — "2 E L7,

(a7 FIZ&kBEE]
1. (config)# aaa authentication mac-authentication default group radius
RADIUS ‘]j-'—/\—’cmuuﬂzjﬁ%) J: j LE’X}/’?‘E bi‘fo

4) FHOoT4 T DERE

[BREDRA > H]
TAHAUT A TERETHEOITRELET,

[av Y FIZ&BEE]

1. (config)# aaa accounting mac-authentication default start-stop group radius
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RADIUS H— T H0 T 4V VHEHETDHEIICHELET,

(5) syslog H—/\tH HE&7E

[BREDRA > K]
ARG R L EED ' % syslog Y — S ~H 1T 25%EE LET,

(37> FIZ&kBEE]
1. (config)# mac-authentication logging enable
MAC BFEOEIMER 7 % syslog U — NICH T TR EEZ LET,

(6) EREIREFIZCVLANID £EBET HHTE

[BREDRA 2 K]
FFEREIZ, MAC 7 RLRA721F7T7% < VLANID $ BATHHAICRELET,
(372 RICKBERRE]
1. (config)# mac-authentication vlan-check key "@@VLAN"
FORERFIC VLANID B IRA L E T,

F72, RADIUS GRiEF AT, MAC” KL 2 & VLANID &% “@@VLAN” O 3LF TR 130T
T RADIUS ~fn&htFE T,

(7) RADIUS jLZEh /R T— FDERTE

[(REDHRA > K]
RADIUS ~DM G OFMEH T 5 /82T — REZBRE L £

[a7 Y FIZkBEE]

1. (config)# mac-authentication password pakapaka
RADIUS ~OMAKFD /XA T — K& LTC” pakapaka” ##% /L £,

(8) an\urthE&Tﬁa)ﬁnrquE#FEﬁ FEﬁB E

[BREDRA > K]
%?E%E& (ﬁo){kﬁluuuEiT@ﬁuquHjﬂ?FﬁFﬁﬁl’?% Ebij—

[T7 Y FIZKBERE]

1. (config)# mac-authentication auth-interval-timer 10
REERIE, 10 FREHICHERIEZIT ) LORELET,

(9) A7V ER)RMDETE

[BREDRA > k]
FRRERTRIE DI AR D HFFED /3T v b B AL EIA~FRET D L ORELE T,

[a< Y FIZkBE%E]
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1. (config)# ip access-list extended 100
(config-ext-nach)# permit udp 0.0.0.0 0.0.0.0 host 255.255.255.255 eq bootps
(config-ext-nacl)# permit udp 0.0.0.0 0.0.0.0 host 192.168.10.100 eq bootps
(config-ext-nacl)# exit
(config)# interface gigabitethernet 0/3
(config-if)# authentication ip access-group 100
(config-if)# exit
RFEATOMEAR .S DHCP /37 » 21 192.168.10.100 ~D 7T 7 ¥ A&7 AT 5 IPvd 7 7 AU A |k
ERELET,

(10) 9 ’fﬂ' < ‘J7 VLAN &— l‘o)uu..\n ﬂio)ggi
[(BEDRA > F]

#A4FIv7 VLAN £ — FCRGETE 5 MAC 7 RL A ZRELET,
[A7 Y FIZKBHRE]

1. (config)# mac-authentication dynamic-vlan max-user 20
MAC#FED X A F X v 7 VLAN £ — FCTRIETE 5 MAC 7 FL 2DH % 20 EIZERE L E T,

[BREDRA > H]
245+ v 7 VLAN F— KT, @BiEEHR MAC 7 RLAZREOWKRN D DT 7 & AR 2R IED
T%ﬂlhﬂE%ﬁ%l‘?L/‘ﬁb\C}: ) LDXH/:ELE‘?A

(372 RICKBERRE]

1. (config)# no mac-authentication auto-logout
ZAF I v 7 VLAN E— R T, RBaEFEHMAC T R LR ZFFOURN O DT 7 & AR REED e
THRIMRSERVREE LET,

8.2.5 ,b\nrtB%WD &E AL

MAC 38k nqu)d—%ﬂ‘&'j_éﬁ_&)@ E%nﬁ%bi‘j—

(1) EE VLAN E— FDFREERRSMR— b DERTE
[ VLAN &— KC, Bk L2V CilfF &7 2R — F&RkO LS ICRELET,

[BREDRA > M

RREE RN DA — Mk L TiE, BBREA— FERELEEA,
(37> FIZ&BEE]
1. (config)# vlan 10

(config-vlan)# state active

(config-vlan)# exit

(config)# interface gigabitethernet 0/4
(config-if)# switchport mode access
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226

(config-if)# switchport access vlan 10
(config-if)# mac-authentication port
(config-ifH)# exit

(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 10
(config-ifH)# exit

[ VLAN =— R T4 9 VLANID 10 #5% & L7z — b 0/4 \TIFFREEAR— &R ELET, £77,

AN— R /10 ITIFFEREL 2V ClBE 2 3P ok Ex LE T,

(2) EFE VLAN E— FOEEIRRMNMIFRDRTE

[EE VLAN £— FC, SBRELZ2WVWCHEEZHFAT2WMAD MACT FLAZKRD L 9|

[BREDRA > +]

PGEE BT DA D MAC 7 KL A% MAC 7 RV AT —7 /W8 LET,

[a7 Y FIZkBE%E]

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit

(config)# mac-address-table static 0012.e212.3456 vlan 10 interface

gigabitethernet 0/10

VLAN ID 10 ®7AR— bk 0/10 12, FBFELARWCTHEEZFFAI TS MACT RLRAEZRELE T,

(3) #4F3v4H VLAN E— KDRIFRBSMNR— FDEE
#4531y 27 VLAN £— R T, BEELRVWTEELZHAI TR — F2RkO XD

[BREDRA > H]
RAEZ RIS D AR — Mk LT, 8RER— FERE L EEA,

[a7 Y FIZkBE%RE]

1. (config)# vlan 10
(config-vlan)# state active
(config-vlan)# exit
(config)# interface gigabitethernet 0/4
(config-if)# switchport mode mac-vlan
(config-if)# switchport mac vlan 20
(config-if)# switchport mac native-vlan 10
(config-if)# mac-authentication port
(config-ifH)# exit
(config)# interface gigabitethernet 0/10
(config-if)# switchport mode access
(config-if)# switchport access vlan 20
(config-ifH)# exit
%A F w2 VLAN &— FCTH# 9 MAC VLANID 20 % #&%E L7=AR— K 0/4

WCHELET,

WIEERGEAR— N &

% H_’l/jiﬁ—o

SOE L

ES
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j—o ifl, ﬂ‘n‘_‘ k 0/10 K—Viumu Liﬁb\f 1!:1 %tFﬂ‘j—%)?X}ﬁ::% Lij_o

(4) #4733 v9 VLAN E— FDZERSMRR DR E
¥4F 37 VLAN £— FC, i LAV CIllE £ #3540 MAC 7 LA 2RO L9 ICRIE L ¥
R
[BEDHA > +]

AR RSN BIED MAC 7 KL 2%, MAC VLAN & MAC 7 RL A7 —7 Mgk LET,
(37 FIZL BERTE]
1. (config)# vlan 20 mac-based

(config-vlan)# mac-address 0012.e212.3456

(config-vlan)# exit

(config)# mac-address-table static 0012.e212.3456 vlan 20 interface
gigabitethernet 0/10

MAC VLAN ID 20 ®AR— k 0/10 2, F8FE LRV CEEZFF Al 2RO MAC 7 KL AZ#%E L &

ﬁ—o
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8.3 AANL—I 3

8.3.1
MAC RIAEDEM =~ > R EEROBITRLET,

8.3.2 MAC

228

EfRaOvYRK—E

*8-10 EARHavTYF—

av Y R4

e

show mac-authentication login

MAC i ﬁv_. DJ:ETHL nJ‘.E(ﬁ%‘O) MAC 7 FL & %’:2@2‘ ngij—

show mac-authentication logging

MAC 3 0 thEg)EjJ{/FD 7 H?&%%E/J\ Li¢

show mac-authentication

MACRRED a7 4 Vv —va v aRRLET,

show mac-authentication statistics

MartEmeFrLET,

clear mac-authentication auth-state
mac-address

FRARIE B 20 A 2 SR BV RRREARRR L £ 77,

clear mac-authentication logging

WiEn 7 fEHE s V7 LET,

clear mac-authentication statistics

watEEmE 7 VT LET,

set mac-authentication mac-address

Wik MAC #3E DB ~MAC 7 FL A& BEk LET,

remove mac-authentication

Ak MAC #&FE DB 225 MAC 7 R LA ZHIBR L £,

commit mac-authentication

N MACFEFEDB 27 7 v v a AEVITRFELET,

show mac-authentication mac-address

PR MAC #BiE DB IZ B S e aRR LET,

store mac-authentication

Wik MACFBAEDB &3y 77 v 7 LE T,

load mac-authentication

Ny T w7774 NNENE MAC i DB 25t L £7,

restart mac-authentication

MAC#IET v 7T L Mg L E 7,

dump protocols mac-authentication

MAC 7 A DEUD& -/7 fﬁ?ﬁ%ﬂ% Li’é‘

FRRL D EX TE TR R T

show mac-authentication =~ > K¢ MAC FZiEOREBWMNFTRINET,
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(1) E%E VLAN E— FOFREFEREKT

8-16 [EE VLAN E— KM MAC REIDHEIFHRRT

# show mac-authentication
Date 2008/04/10 10:52:49 UTC
mac-authentication Information:

Authentic-method : RADIUS Accounting-state . disable
Syslog-send : enable
Authentic-mode : Static-vlan
Max-timer : 60 Max-terminal : 1024
Port Count : 2 Auto-logout : -
vlan-check : enable
Vid-key > %VLAN
Port : 0/1
VLAN 1D : 5,10,15
access-list-No : 1000
Port : 0/2
VLAN 1D : 15-16
access-list-No : 1000

(2) ¥4+ 299 VLAN E— FOEEFREKT

8-17 A4+ v%H VLAN E— KD MAC BIID B EIFRET

# show mac-authentication
Date 2008/04/10 10:52:49 UTC
mac-authentication Information:

Authentic-method : RADIUS Accounting-state : disable
Syslog-send : enable
Authentic-mode : Dynamic-vlan
Max-timer : 60 Max-terminal : 256
Port Count : 2 Auto-logout : enable
Port : 0/1
VLAN ID : 1000, 1500
access-list-No : 1000
Port : 0/2
VLAN 1D : 1005-1006
access-list-No : 1000

8.3.3 MAC REED et IFHRE T
show mac-authentication statistics =< FC MAC RIFDIREERS L ' RADIUS & O@EERIENERE
nE4,

8-18 MAC SREIDKRTE

# show mac-authentication statistics

Date 2007/12/01 11:10:49 UTC

mac-authentication Information:
Authentication Request Total 100
Authentication Currect Count 10
Authentication Error Total : 30

RADIUS mac-authentication Information:

[RADIUS frames]

TxTotal : 130 TxAccReq : 130 TxError : 0
RxTotal : 130 RxAccAccpt: 100 RxAccRejct: 30
RxAccChllg: 0 RxlInvalid : 0
Account mac-authentication Information:
[Account frames]
TxTotal : 100 TxAccReq : 100 TxError : 0
RxTotal : 100 RxAccResp : 100 RxlInvalid : 0
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8.3.4 MAC BEIDEREFIREER T

show mac-authentication login =~ > FC MAC i8iEOFIERENF RSN E T,

X 8-19 MAC DRI ERT

# show mac-authentication login
Date 2007/12/01 10:52:49 UTC
Total client counts:2

MAC address port VLAN Login time Limit time
0012.e200.0001 0/1 3 2007/12/01 09:58:04 UTC 00:10:20
0012.e200.0002 0/10 4094 2007/12/01 10:10:23 UTC 00:20:35

8.3.5 A& MAC 25 DB M1ERK

MAC uquE/XT.L\O)f/‘ﬂ '_‘/E_’j'oJ:U\:l/7/]'7 Lr—3 /@ H/E’ZP)ET l/f’g?)& L-, W}&MAC uquEDB
EAERRLET, £, T TIZHE MAC FBRE DB ICBFK STV AONEEEIELET,

(1) MAC7 FLRDZE R

set mac-authentication mac-adress =~ FC, FiEXHRO MAC 7 RLAZEIZMAC 7 LA,
VLANID Z#%¢ L F4, MACT RL AZTLOBREGET AH 2RISR LET,

[av> FAA]

set mac-authentication mac-address 0012.e200.1234 100
set mac-authentication mac-address 0012.e200.5678 100
set mac-authentication mac-address 0012.e200.9abc 100
set mac-authentication mac-address 0012.e200.def0 100
set mac-authentication mac-address 0012.e200.0001 100

HHHFHH

(2) MAC 7 F L RIEREIRR
BERES MAC 7 FLAZBIR L E5,

[a<> FAAN]
# remove mac-authentication mac-address 0012.e200.1234

MAC 7 K1 A (0012.e200.1234) ZHIBR L £,

(3) A& MAC 323E DB ~D Bt

commit mac-authentication =~ > RC, set mac-authentication mac-address =~ > NI X O\ remove
mac-authentication mac-address =~ > K CH&k - HIFR L72F# %, P MAC GE DB IS L £,

[av> FAH]
# commit mac-authentication

8.3.6 WEMACEEEIDBD/N\Yv O Tv T
Wi MAC 8SEDB DN 7 7 v 7 HE, BEONRY I T v 77 7 A DL OE T HIEEZRIRLET,
(1) ANEMACEREEDBD/N\Y I Ty S

P MAC #2:E DB 72 5 store mac-authentication 2~ KT 7T v 77 7 A (IROFIT
backupfile) Z{Epk L £,
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[a<> FAAN]

# store mac-authentication backupfile
Backup mac-authentication MAC address data. Are you sure? (y/n): vy

#

(2) M MAC 525 DB DR T
Ny 7T w777 A QROFITIL backupfile) 7>5 load mac-authentication =~ K CHj&E MAC #&
FE DB Z1ERC L £ 7

[av>Y FAA]

# load mac-authentication backupfile
Restore mac-authentication MAC address data. Are you sure? (y/n): vy
#
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Fa4twm TMRIEBEICKSEEHEILHEE

GSRP ) fi# 5

GSRP %, LAV 2BLOL AV 3 TEEDILEEZITOMIETT, ZDE
Tl%, GSRP OBE I H>W T L £,

9.1 GSRP D=

9.2 GSRP MEKFIE

9.3 GSRP O#EHE

9.4 LAV 3RRYIBHAEE

95 GSRPD#v hT—45%Et

9.6 GSRP {FRARKFDFEEIE
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9. GSRP DOfiRsk

9.1 GSRP OHZE

9.1.1 #M=E

234

GSRP (Gigabit Switch Redundancy Protocol) 1%, AA v FICEENEALZBHETH, F—x%v
U—27 EORIAA v FafRH L THRERBEHETIZ L E2ANE LI EBEO TR EEI T HHETT,

LAY 2TIERy NV DILEALEIT ) ANR= 7Y ) —, LAY 3 TRT 74NV =T =A DI
FAb#475 VRRP Z LR UREE L TR TE £, GSRP &5 &, LA ¥ 2L LAV 3DNEE
—OOKRE TRIFFICEBE TE 7,

s LAY 2
2EBEDAAL v FRITHIET 272, AX=07Y Y —k ) LEBMOUY B2 NEHE T, £/2, Fv
NI =2 DaT AL v FELBIIT 5 LD e KRB HE L TWET,

s LA¥3
2BEDAA v FTR—DIPT7 FLAEMACT RLRAEZEFESZ L TTF 74V M — Mo =A ZNEL
9, PCHRECHTEHT 74N~ T =2AIZGSRP 23252 & T, PCENb EROFR Y
N —7 ~OBEREZTELTEET, T74V M= U = A OIEBICEENRE LGS THHE
—OIPT RLA, MACT RLAZBIEMHNTUVEZXDLZ LT, PCRENPLDT 74V NF— L
U A ZfRH L lE Ak T X 9,

LAY 2BEUVA Y 3 ZRIBHCITRALT 2D 2 ROKITRLET,
ROl LAV2EIULA V3 ERKICTRIET DHEED LR

TR RE
GSRP

g&l

B

LAY 2L AT 3DILEE —DOBEETER L TWAHD, BHNKEZHICRD,
ALEEA G AR ORERED 720, M3 E & OFEGEHIT TE AR,
AR= I Y —+ LAY 2BIVVA Y 3 OEGCRIFHZTLELZME LIZWGEIE, A= 7Y

VRRP Y —, VRRP QWi OBRENNLEICE S,
o BT O RO, v AFRUS L BFRy T BRS TR B,

GSRP 2L D4 ¥ 2 DUEALOBMEZROKIRLET,



9. GSRP OfiEsir

9-1 GSRP OHE

—_—— e — — — —

LAN
AA YT
I

BS320 ,_| —
T = | - "':
i - P ;
i GSRP TR A RE Ny D7y TIREE :
VIN=T | Ry Ty T —T R4 ik !
; REE~ER E—— ~EB !
] AN A i

i ;

- T H—s
Tl A TL—F

EE

SR J | BE R

DIB{ERIE LAN DEERE
AL 9F

VLAN
Fi—7

GSRP Me 2 BIE S & 2458 2 B2 XTI LT/ A —F 2R L, @EEA I ME~ 2 2 REE, 9
—HENy 7Ty TIREE L TBEBSEET, ~AXREBOEBAIZITI L2527+ T—T 7L,
Ny 7Ty TREOEEBIZT v yX 7 LET, Uo7 ORESCEERE R EBRBE LTSS, KEE
A, BEITYRZREENY 7T o RO BRI ZITWVET, ZHIZE-T, BEZMKETEET,

9.1.2 HE
(1) R R4S HKEEDE R

GSRP TIIAMREM 2 E#EERT 5 U v 7 ETIREHBH OHIE 7 L — A DOEZE 2TV, MAEEE R
AR LET, W7 L —LOEZEREFICTETCWDOMICY 7 ORER LR LZEEE, B
BIICE D R 2ATVWET, TOB, AEEDL, MROARRENHEIC NNy 7T v 7IREE LTHRE T T
b5 LR LI LT ALRE~TVEDY £, ZHIZL -T2 AOARIEENFRIC~ 2 ZREEIC
RHZ L aREELET,
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T, BEEERSICLST, fH#l7 L —20OEZENEFRICTERL 2D, SHOREBORENHR
TERVRIEEL o AUV B ZIIFECTITH Z L2 AL LET, ZTOHMAIL, HHOAEEN~
ALRAEE LCREE LFT CODREEERH Y, BEINIC AXIRE~ER L LI2L > T, FlFv A
2B L 725 Z L HEMET 572D TT, EABEPREDORIS/S EEITWVHEICY A ZRE~TIVEZTH
HETHDL LWL LT, FEITYRAZRE~VEZ 22 2BELTWET, ok, FENCLLY]
DX EITANC, REBRZEEER T2 70Xy 2Rt LEESAT, MmEBEEEE 278 L TH
FHIZEI D B2 DHRE L AR — R L TWET,

(2) #lE 7 L—LOEEHFEDRE

GSRP T, #l#l7 L —2DOREHEALZREL, REREFT~EFEINDI I EE2BIET 5720, HlE~7
L — A D%EZIEFFEE Lz VLAN 72 TIrnWE 1,

9.1.3 HR— FLHE

236

GSRP THR— M 5HA LARZRORITRLET,

%+ 9-2 GSRP THHR—+3BER - 15

1EH ZES

WHLA Y LAY 2 O
LA£¥3 O (IPv4, IPv6)

{872 ) O GSRP 2 L — 7 i K3 1
GSRP /' V—7 il 5 ASE [ DR K I 2
GSRP 7 L—7¥7- ) ® VLAN 2 L — 7l k¥ 64
VLAN 7 v—7"% 7= ) @ VLAN k3K 1024
GSRP Advertise 7 L — A %15 0.5 ~ 60 PO HPHT 0.5 FHHAL
GSRP Advertise 7 L — A {47 ] 1~ 120 BO#iMH T 1 FPEAL
0— kT AR O
Ry 7T T ERRE O
H— b Uty MhE O
U v REFERF O]V B 2B 1B RE O
GSRP filliHixt Ro R — b @)

(L) O HAR—Fk



9. GSRP OfiEsir

9.2 GSRP MOEKRIH

921 Ry cJ7—UK

GSRP Z i1 256 ORI R v b U — 7 2 ROBITR L ET,

X 9-2 GSRP DAy FT—H 1R

—_———————————

~
GSRPEEEVLAN \\

BS320 /
1
.......................... o - pooe
GSRP ] 1
-7 AEEA ag"f/‘i‘j‘f AEEB 1
1
GSRPZ A v F <4+ GSRPZ A w7 I
T ARIKE TTLo T N7y TIE X |
1
......................................................................................................................................... I
1
]
1
1
.......... l
1
|
1
1
1
/
/
1
1
1
i
1
(LT !
Q: ZxT—Fq ¥ \
x . JOowxg SoooJAaNe L

GSRP OMREEZENMESE D AA v F % GSRP A4 v F LN T, GSRP AA v FiE 2 HDOLXT7 T GSRP
IN—T %KL, WFER TR~ AZRE, 9 B8Ny 77 v 7IREE LTHRE L E1,
GSRP CTiZZd 2H®D GSRP A A v F LEAHD AL v F & TEZABOHEREMRITZ LA HARL LET,
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GSRP A A v FETOMIISHTEEER T AIHERHY £9, ZOGSRP A1 v FHOY 752417
FU T EENET,

XA VL2 MY 7 ETIE GSRP Advertise 7 L— A & BESUREEFEERFH DOHIH 7 L — A2 EZE LE T,
T4 FORETIZZEDIENDT —Z 7 L—AiFd7 vy X7 LET, GSRP HIfd R4 R— FkE a‘é
ET =27 —LbEZEFELET, LAY 3URUEHRELEMAT 254, GSRP X1 v FHOEH T —
HZHOT=DICTA VI NI I 2 ERTHERHY, ZOBRIZHA VI N 7 % GSRP x84k R —
MIBRELET, #6/MI% 194 LAY 3 URUERERE] BLW 1953 LA ¥ 3ILRUIEHKETD R
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REICEENFELEHEAIZL 9 0 GSRP A4 v F &% H L Clfg 2kt T& 5 L 512 GSRP =

A v FHEOBEREE bR L E T,

Rty FU—7 OEFEICHHE LCREOME L, FEROBEREOFZ, ROBKIIRLET,
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BS320
M RO [EERERD
ISR WIS

IP7 E
30.0.0.1

b AEEA

IP7FLA
20.0.0.1

IP7 FL A
20.0.0.2

FEEB

VLAN 10

P MACT KL A :

IP7 FLLZ :10.0.0.1

! @)

VLAN 10
IPZFLA :10.0.0.1
MACTZ FL R : a

X

LANZ A v F

[0282)
Q:24T—FT1%
X JAvyFLy

(1) EFRAxy b=V fDKR— FDHRTE
LRy R =7 lOR— ML GSRP iS4 R— (a7 4 L—varavwy Rgsrp
exceptionport) & LTCRELT, vAX /Ny T v 7 ELLORETHLEBEMRARFR— N LET, &
ZIWIWIP 7 FLABIOIP V=T 4 VT ERETHI L TRy NT—7 LHR L ET,

LANZ

IPLv—7 470 2BDGSRP AL v T RELLE Efiiry NU—7 LBETCEALHIICHELET,
Tz, EfiiRry NI MITOREERETEDL LI, XA T IvIN—TFT 4 TERITIAZT 4 v7

J—F ¢ v 7 OB B BE

WL, LRy hU—27 L O#EESK GSRP A1 v FNEHE

RELET,

S =

17989

WLEd, bifiry hU—2ZMIT

FEENRAE LG AEIL, BiEO GSRP A4 v T2 HALTCERA Y hU—7 LOWBEPKGETEH LI
LET, TOEDHIZ, LRy hU—7 ~ORENRHRET D GSRP A4 v F &M T 2856 0O BMELE
MMES RDEIICIP V=T 4 THBRELET, £72, AET A v I N—T 4 T OBRITEELZ R

T 5 T2 DI BRI RE

BOE LT, BIEMGS A EIRICAT O KOS LET,
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(2) GSRP XA v FHBINDETE

Exry b —27 L132H0 GSRP A A v F Wi & @E e/ RRE L T 5728, v 7 7 v 7l GSRP
AL FIZERHF Yy "= 0027y BELSIGERHV T, TOX 7y N2 2o
GSRP A A v FIZTfkT 57291, GSRP AA v FMICL A ¥ 3 TOWERKERELET,

GSRP AA v FMFH A V2 b U 7 %85 L, GSRP 4 H VLAN T GSRP Advertise 7 L — A DX
BoaLET, 20X L2 FY s B2 GSRP %8 VLAN L4 VLAN & [P L—F ¢ > 7 &2 ET
572 LT, GSRP A4 vy FROFMNRTE LT, 2L, THIPODO NI 7 4 v 7 B EE TRy hU—
J\ZHRET 272912, GSRP A A v F A HikT 5B BEIIELRE DMK L 2D K5I IPVv—TF 1
TEBELTLESND,
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0.6 GSRP {FABDIEEIE

(1) #RERETO FILEDREERMAIZDONT
WIRT 71 b 2r SRR T & A,

o« ANV T Y —
* Ring Protocol
* VRRP

(2) R—trUty FEEEFERT HEICDNT

A—bUty MEREEZHRE LR — N EFEDORAL v F &L ORIEEERE R EEFRE LA, XfHo R
A YFTELLR—=— DY I Z 70 2RETERVWBERARH D £1,

RN— k U'E‘Y F%ﬁ%%1ﬁ)ﬂj—é%/ﬁ\‘i, ;("J‘I_I'J—J@X/( /?"er‘\o»—- ORIV 7‘7‘/75“5?%*%53‘1%5; 5 -
Ky NI =7 OBRFRETFo T EEW,

(3) R—KkYty rgeZO— KNS URAERTERT BEHIZDOLT

F—DR— F %KD VLAN L —7THE L, 2OFOPER— Mt LTR— Y vy MEREEZRE
L7y, &5 VLAN 7 )b—7 TR ZREN LNy 7 T » IREEICEI ) B o 2B, Blld VLAN 7
N—T T AZRRELE LTEH L T AICEb LT R— DU 7 240 SELH70mEN &7
DET, ZOXTNIK D RERIBERTZ B0 L2 0WiE1E, B3 VLAN 7 v— 7 ClEl—O¥BR —
FaBLRNWES IRy NU—Z OFFE LT IEEN,

AR—=FVty MERBICL o T—HHICF T S TWDHER— NI, 2%, X T v 7OFRTIET 7
TATHR—=FELTHVET, v AXRELE LTEBE LTS VLAN V=T D~ AKX, Ny I T v 7D
WPUTIT B L ER A,

(4) GSRP {#FHEFD VLAN #RIZDUNT

GSRP £ flf1E, 4T?D VLAN 2 GSRP (2 X~ THlEnFE 4, D=8, VLAN ZL—7IZBL T
W722WVLAN OFR— X, 78 vX 2 7RIEICAR0 5,

(5) FALY LY VY BEERBHBEEIZDONT

ALY NY vy TAREEE OMICEEEE R S 2RE LB CREEEEORENRE LSS, v A&
ZRECHEMHTOREEIIEFICEHEL TV DICHE00b LT, Ny 77 v DIRETEM T ORI OARLEE
IIRT M OARIEE CRENRAE L LF8L, HEITYAXRE~EVBEDLDFEEERH D 7, ZO/RKE,
2 BOAREECTRIRFICw ALRIEL 20 £F, £72, £AL7 MY 7 ORRENBEENRELILGET
bERROBARDBET DRBZNNHY T, £DH, ar T4/ b—varavy R
no-neighbor-to-master C direct-down 5§ E T 25A1X, ¥4 L7 MU 7 2NEMRIC L, BERK T
GSRP advertise 7 L —ADEZENTELL IRy MU= DG 2 LTS ES W, ok, ALV 7 b
Vo7 BEBRICT 27012, Voo 7 70—y a v eMld 205, @FOKR— @886 H+
DHERERDHY FTH, ELLLMBILFELTT,

Ny 77y REE (BEERE) 220~ R 2REBICER T HE1EE — N4 direct-down 23 E L7256, ¥
AV MY U VIHRE LT R TOR— bRREEREBIC /LD &, vAX L LTIMEEBIALET, 72720,
WIRT®ER, #4127 FY U ZICHE LA — T GSRP Advertise 7 L' — A% —EH%ZF LTV
WSS, Ny 27y RE (AR OFEMELEITE T, vRAFZ L LTEESEEWEEIT~ RS
E¥a~r N ERHa~2 Fset gsrp master) Z AL TL7ZE,
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o FEE EHE

o JE 2~ K restart vlan OEE

o JEH 2~ K restart gsrp OHEE

e 27 4/ L—y a2~ K noneighborto-master T direct-down % 5§

e AV T 4 b—varawy Rgsrpdirect-link (L DX A L7 hY T R— FORE
e -~ Reopy il LD T =7 arr 47— ar~OB

(6) GSRP {EFARREDORY FT—0 DEEIZDINT

GSRP #HAT 23 v b U= 13RIV —TR L 72D £, 7L —ADNN—T %I T 57290,
GSRP i 45 % v b U—27 OBERITIE, RITRT & 97256 E LT EEN,

e GSRP D2 > 7 4 JL—a VERETDHEE, FANIAREEOKR— % shutdown ICRETHREX T
UIREBIZLTLZE W, a7 4 7 b—a VRER, GSRP OREEBNLE Lzd LT, MmHALZH
LT TEEN,

* GSRP / NV—T" %M T 25 2 BOREEDH L 1 BLETEEHNIET, ar74 71— a VERE
L, No 7 v REICEID Bbot2Z L 2R LEZHET, 9 —FD GSRP A1 v F % L C=
V74— arERELTLEIN,

(7) GSRP {#RAF® VLAN #RHODZEREIZDUN\T

GSRP Tl, v~ AXREE N 7T v PIREOBIRFEIEL LCT 77 4 THR— " EHFENEST, 777 4
7R — FE VLAN 20— FIZFT@ LT A VLAN OFR— FETh v, VLANIZAR— F&Emd 5 & x
XXy NI HREEETDLLEEE, TIT 4 7R NEROEBAENET, 2ok RhEE, WEIT
Y ALIRBER LUy 7 Ty AREEOM  OIEICFE CAEN KBS E T, (EEF, Ry 7
Ty TIREOEBEDT VT 4 TR — MR AZREOEEL B 5 &, ~AXREBL Ay 7T v 7 RE
DU B2 AELET,

D& EZ 2BiIET % 729121%, VLAN Ol a2 2 H 9 5 BIZIIRITRT L 0 sz LT 72
éb\o

o WAL, Ny T v T OBIREWEDEILNE (27 4 VL —3 3 2~ K selection-pattern) %, &
REEREELEE T EOICHREL, BEEORECY AL ZEEICLIZRETa Y 74 L— 3
VEBRELTIEE N,

o =T NVEROEESLEEOHREIZED L) R RERBREENMNBERGAR ST, Ny Ty
[ ERERE & > TR 7D GSRP A A v F&HEHIIC Ny 7 T v 7IRREICL, b9 D GSRP A1 v
F &3 _RTDVLAN L —T D~ A K & LIRBEE TR AT 217> T2 & W,

(8) GSRP unaware T® GSRP D%l 7 L—LDHHEIZDUNT

GSRP A A v FDJEAHD A A v F ) GSRP unaware TH 554, GSRP OfHl 7 L—2IT7 T vF 1 v~
TENFET, TOMRE, FReY—Fk RERLZIAETHE T L—2anfi ST BEARD Y F
T, HEH T L — A DORERF kAL IET B 729, GSRP unaware T GSRP P VLAN # 1 E L < iRE L
TLEE W,

(9) GSRP Flush request 7 L—L®DHHIZDINT

GSRP aware IZ GSRP Flush request 7L —A2% 77 v5 47 LE¥$, GSRP aware T GSRP Flush
request 7 L — A& FHEIE DL Xy FU—Z#EETIE, GSRPaware DY 7 b =T /N—V g V&
Ver.10.4 LIFRIZT DM ENH Y £9, GSRP AA v F1E GSRP Flush request 7L —AL% 77 v T 4 7
L72WD T, GSRP 7' /v—7 D% B £ T GSRP A1 ~F T GSRP Flush request 7 L — A % ik
SHBHERITTEERA,
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(10) GSRP EFRBDAEEN ') E— FEEIZDWT
GSRP T 254, HEEO Y £— MEPIZIX GSRP il EAR—F (a7 47— arawy
K gsrp exception-port CTHEE L7zAR—F) ZHFEHLTIEEW,

(11) BEEHR

GSRP i3, ARIEEM A MAALOMEEE T, Extreme Networks £ LAN 21 v FIZ##i ST\ 5 ESRP
(Extreme Standby Router Protocol) 5 & Of Foundry Networks f: LAN A A v FIZH#EH SN T\ D
VSRP (Virtual Switch Redundant Protocol) & IIFAAEH CT& FHA,

(12) CPU @&k

CPU DA MIRKE & 7p o 7o dGh, AIEE N 25T 5 GSRP advertise 7 L — LD FEZEF 72 (TR IE
FAEL, A LT U RDORA =V HIR, REBEBBENRETIBZENLAHY £, BAMIREIERET
5361%, GSRP advertise 7 L — A D REFREE L OMRE M2 KEVEIZHRTE L TEHAL T ZEN,
(13) VLAN JIL—THELDEE

SHAEEE R L OVGSRP aware Y 7 b = 78— 3 U8 Ver.10.1 LLRTOHRE, 9 L4 EdD VLAN 7L —
T IDIIFEHTEERA, £, LAV 3NEIRBHEREEHIFIZ 9 LL ED VLAN 7 v—7 1D 2% ET 5
L, GSRP OLEAEK 7 X TGSRP /' NV —7NELAEETEH, MEUMACT RLARERESINET,
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GSRP MERE & EFF

ZDOETIE, GSRP OB EFNZOWTHHA L £77,

101 avo2«49L—v3>

102 ARL—2av
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101 aYv7«49L—23ay

10.1.1 avI7«449L—L3ravy

F—g

GSRPO=av 7 4 L—varvavy R—EEROFKITRLET,

#£10-1 avI749L—Yaravrk—

av Y R%&

e

advertise-holdtime

GSRP Advertise 7 L — LA DO{RFFIEM 2R E L £,

advertise-interval

GSRP Advertise 7 L'— A DOXERRERE L £,

backup-lock

Ny 7Ty THEEMEEZRELET,

flush-request-count

GSRP Flush request 7 L — A DE[FEIEZHE L ET,

gsTp

GSRP i EL £,

gsrp direct-link

AVI M) BBRELET,

gsrp exception-port

GSRP Hill#HR B4R — a2 ELET,

gsrp no-flush-port

GSRP Flush request 7 L — A ZEFE LRWVWAR— &R ELET,

gsrp reset-flush-port

—hrVEy MEBZMHEMTIR—-bE2RELET,

gsrp-vlan

GSRP & # VLAN Z3%E L £7°,

layer3-redundancy

LAY 3ILRIIEHRE R E LE T,

no-neighbor-to-master

Ny 777 (BEAH) REBLRoToL DUV RATEERELE
3o

port-up-delay

U REEROEGEY) Y & AR IR RER R E LT,

reset-flush-time

— MUty MERBEAROY 7 2T URFRARELET,

selection-pattern

RAL, Ny Ty T OBPILEOBEIRZRE L £,

vlan-group disable

VLAN 7 V=7 %M LET, ATE LT\ 2 VLAN (0@ EMF IR L
Ed

vlan-group priority

VLAN Z & DEEEEZREL £,

vlan-group vlan

VLAN 7 /L —7IZHT&d % VLAN 2% E L 7,

10.1.2 GSRP OEKRMLETE

(1) GSRP ' IL—TMEE

260

[BREDRA > k]

GSRP #4572

2, AEEEO GSRP 7 v—71ID 2 ELET, GSRP 7/ v—7 1D 2RET

% & AN T GSRP OFMELBE L E S, HHIIHET 5 GSRP A1 v F L EbETHRELET,
LAY 3IEUIREAHE T 25AIE, 1 ~40hbBRLTHELET, Z2DI1FND GSRP 7/ L—
7°ID“C“iI//|"V3IL:§@V§1%%Hb IFHTEEEA,

GSRP X ET 572

[a7 Y FIZkBE%E]

ik, FRNCANR= TV Y —FEIET A 0ERDH Y F97,

1. (config)# spanning-tree disable
ANRZ T Y — 52 LET,



10. GSRP Mi%E &EM

2. (config)# gsrp 1
GSRP 7/ V—7ID % 1LIZHELE T, Ra~v NZE-T, AEEIX GSRP OBMELBIEL 7,

GEEFEIAE]
GSRP 7/ /v —71ID #3%iE+T 5 L, +-3T?D VLAN % GSRP Tl L £4, VLAN /L —F %% E
LTWWRWVIRI T, 7_TO VLAN OR— "7 m v %o 2RISR Y 9,

(2) GSRP &I VLAN DEEFE

[BREDRA > +]
GSRP & VLAN & L T3 % VLAN Z#5E L 9., RELRWEE, GSRPE#H VLAN (31 &

A=
GSRP % # VLAN |Z GSRP Ol 7 L — L &LV Y 57~ VLAN T9, Z® VLAN {2/,

GSRP AA v FMDHx A VL7 FU 7 L, GSRP aware AT 258X E DAL v F & OBEFiR—
FERELTLEEW, £72, GSRP aware (ZH GSRP A4 v F L L TW\WA AR — FTRHLU
VLAN Z%E L TL 72 &0,

[37 Y FIZKBERE]

1. (config)# gsrp 1
GSRP =7 4 7L —v g »E— FIZBITLET,

2. (config-gsrp)# gsrp-vlan 5
GSRP H# VLAN & L CVLAN 5 #fEH L £,

(3) FALY YU DERE

[REDRA > k]
GSRP DX A VI MU U IWMEHTHR—FERELET, XAV 2Z NI 27iE, A—HxRy b1V
AT 2= AFEFRIER— b F ¥ RN v H T 2= ATERELET,
AL M) oy EERBEREAFEHT 256, dmEEOEEREEDSN T ALY N o EEE
D AREME R DR D10, XAV N U ETNEBRICT D 2B LET, XA LT b
Vo0 BREBRIZT 720120, Voo T7 70— a v Z2ERT2HEEEEOY 7 2 EHEE
AT HERDY, EH5LRIZFE LT,

[a< Y FIZKBHEEE]

1. (config)# interface range gigabitethernet 0/1-2
R—F01, 02D —HY Xy "M ETx—AAL T4 b—3 g E—RIBITLES, ¥1L72
Y7 B NEALT 2120 OFR— b2 ELET,

2. (config-if-range)# gsrp 1 direct-link

GSRP 7 V—7ID1 DX A L7 Y7 L LTAR—FO/1, 02%FELET,
(4) VLAN J)L—TDH%E
[BREDRA > ~]

GSRP Ci#EH 75 VLAN 7 /v —7 & VLAN 7/ —7IZATE T 5 VLAN 2% E LT, v XX IREED
VLAN 27 V—IZF7 % L7- VLAN TEEFRE L 72 W £ 3, VLAN 7 L — 7 I3EEGERETE, VLAN

261



10. GSRP MXE LEA

TN—TFZLIZv AL, N7 v 7&2HELET, VLAN 7 v—7LFr/Ed 2 VLAN I, BT
%5 GSRP A v F LRUEREEZ LT EEWN,

VLAN 7' /v—7~® VLAN OB/ & OHIERIE, vlan-group vlan add =2~ > K3 L U vlan-group
vlan remove =< R TITVWET, vlan-group vlan 2~ REFREFHLDIRETE 5 —
vlan-group vlan =~ R4 31735 &, $5E L7 VLANID U X MI@EZ#DY £,

VLAN 7 )L— 7 Di#(E 45 1k L 7= Wi4, vlan-group disable ==~ KT VLAN 7' /L — 7 % #4h|2 T

TET
[37 Y FIZKBERE]

1. (config)# gsrp 1
GSRP =27 4 7L — g rE— RIIBITLET,

2. (config-gsrp)# vlan-group 1 vlan 10,20
VLAN 7 v—71 %3%&E L, VLAN 10, 20 % VLAN 7 L —7 1 IZFTES®E T,

3. (config-gsrp)# vlan-group 1 vlan add 30
VLAN 7 v—7 1 IZf7/E3 % VLAN {2 VLAN 30 #B8M L £,

4. (config-gsrp)# vlan-group 1 vlan remove 20
VLAN 7' v—7 1 1ZH1/& 3 % VLAN »>5 VLAN 20 ZHIBr L £ 7,

5. (config-gsrp)# vlan-group 1 vlan 100,200
VLAN 7' v—7" 1 IZFT® 3 % VLAN % VLAN 100, 200 23 EL £, URIOFREILT I T LEESX S
#1C, VLAN 100, 200 2F7/&7 % VLAN &72 0 £,

CEEHHE]
GSRP TiE9_T?D VLAN 7 GSRP i L » CTHilfl S E T, £D7w, VLAN ZA—FIZEL T

7AW VLAN OR— MM, 71y X ZREEIZR Y £,

10.1.3 RR%E, Ny o7y TO:ERICEHAT HHTE

262

(1) RREZ, NI T7 v TORRFEDHRE

[BREDRA > K]
GSRP O~ A%, Ny 7T v IREEYIVEZD &0, BIREHE (777 4 7R — Mg, BLE,
$EE MAC 7 RLR) OELIREZZRE L LT, BEIEE, 7277 0 7R — M@ E—-%E MAC
T RLVADNEF EBLE-T 77 4 7R — ME—HEEMAC 7 FLADIEFED EL AR L ET,
BE, 77T 47K EERERETHIZLEZBEIOLET, Xy NU—JHBREEET HERIC
VLAN O — MOV v 7 F 0 vl ERESEELIT O 5E, BEELREBILETHIREIC
LoTwR%, Rl 7 v TOREZEE LLEEFEXELITAET,

[a< 2 FIZkBE&E]

1. (config)# gsrp 1
GSRP =7 4 L—y g F— RITBITLET,

2. (config-gsrp)# selection-pattern priority-ports-mac
BRPSLHEDMICNENL 2, BHE—-T 77 4 7R — "NE—HEE MAC 7 FLADJEICERELET,
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(2) VLAN S IL—TDBEEDETE

[(BREDRA > K]
VLAN /' V—7Z 81, BEEEZRELET, BFEPREWVIZEEBEENEG D 3, BRELR
ETDHZEIWLEST, 777 47— FEBRFRURE T AZIC LI WEEEZRELET,
#5 D VLAN 7 V—7 %4k L, VLAN JV—7Z LB EEE 252 T, VLAN 7 v—7Z
LDu— RNRT AR E LD ENTEET,

[37 Y FIZKBERE]

1. (config)# gsrp 1
GSRP =7 4 7L —v g »rE— RIZBITLET,

2. (config-gsrp)# vlan-group 1 priority 80
VLAN 7 /v—7" 1 OB % 80 ICRRE L £,

(3) Nwo 7y TEIEHEEDRTE

[BREDRA > +]
Ny 7T FEEMEX, A0 GSRP A4 v F O£ VLAN 7 )L—FZ#Hic Ny 7 7 v 7 IREE
WLET, F—7NVEROEFESLEEBOFREZMHD L 5 R RERMBRET LTV WIS LI,
AREBEIZ L > THITAD GSRP A4 v F %54 _XTD VLAN /L —7 D~ AX & LIZIRETHERE T %
1T2FE9,

[A7 Y FIZKBHRE]

1. (config)# gsrp 1
GSRP a7 47 L—v g »rE— RIIBITLET,

2. (config-gsrp)# backup-lock
Ry Ty FIHEERELERELET, T3COVLAN ZV—7 RNy 77 v A2, %o GSRP
AA v FNe AZITIRY £9,

10.1.4 LAYV 3IREUIEBBEDETE

[REDRA > K]

AIEED GSRP TLA ¥ 3ILEURHBEELZ R E L3, L1 ¥ 3 UEYIEMAEIX, GSRP /v—7
IDN1~4DLELEFHEHTEET,

LA ¥ 3TRYIBEMREA M5 L&, VLAN O IP 7 FL 2 35dmd GSRP 24 v F &R UL IP 7
FLRAZRELET, IPT RLADREFIEIIOWTL, ~==a7r lavg o7 v—ar AR
Vol.1 16.9VLAN A4 v &Z 7 x—R ] ML TS, £, LA ¥ 3UEYEMELERT 2
Biuzix, Efiry NU—7 o0 EZICETORENLE T, T 19.5.3 LA Y 3TUEUIEE
BETOERA Y hU—JREICLZUIVEZ] 22RB LTSN,

[37 Y FIZKBERE]

1. (config)# gsrp 1
GSRP 22> 7 4 /' L—v 2 v E— RICBITLET,
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2. (config-gsrp)# layer3-redundancy
LAY 3R EREERELET,

10.1.5 GSRP #lfElxt R4 R— ~ DERE

[(BREDRA > F]
R—FERIFTV 7T 7V F— 3 2% LT GSRP il R4 R— b 2R ELE T, A —F %y b
AR T2 —AFEITIR— P F ¥ RN A B T 2—AZF LTHREL, RET D E GSRP OfREEIZES
7 WL T T—F 4 U 7IRREIZ720 7,
GSRP Z I AIEE D Y E— MEBETOIZWIEER, LA T 3 ILEDEHED Lty hT—
7 ~OHGEAR— ML, GSRP Hilfixt g R — F &R L T2,

[av Y FIZ&BEE]

1. (config)# interface gigabitethernet 0/1
R—=h01 DA —HFy b HTx—RAar T 4T b—arE— NIBITLET,

2. (config-if)# gsrp exception-port
AN— I 0/1 % GSRP It AR —F & LTRELET,

10.1.6 GSRP M/\5 A —AR DEFE

264

(1) U FRRERDERYY B ZHILEEEDERTE
GSRP T~ A%, No 7 v 7 OBRERNE LT, 7774 7Hh—  EaEFERHLEST, 20D, F—
DT v, FOUBEERT D7 EDOR— NP RLEERIRE L -T2 GANT 7T 4 7R — RO
23 L, ZOFRE, ~AFREENY 7T v FIREOY) Y B2 N L TRETIBENNH Y £5,
R— FNRLERIREOR, Ko< FTEERMARET 52 LT, RERGVEZZMIETEET,
[REDRA > M)
BB T v P LTEBEBICT VT 4 TR—= MO I 7 bR RIS 5 E TORERMEZRELE
ﬁ—o
INT A—H\Z infinity #15E€ L7256, BEFMEZEREE L, BEBITIET 774 7 R— NI D
FLEBAL, BELZWES, R—IRT v 7 TDET 7T 47 R— MDA b xbSeiZ B ik
(0F) LET,

[a7 Y FIZkBEE]
1. (config)# gsrp 1
GSRP =7 4 7L —varE— RIIBITLET,

2. (config-gsrp)# port-up-delay 10
TIT 4 THR— NEA~DH T NIRRT B RIERER] A2 10 ISR E L 7,

3. (config-gsrp)# port-up-delay infinity
TIT 4T R= b EA~DA T SRR D RIERFF 2 ERICAE L ET, ZOREDHS, F—
DT v TR T v FRBITKMT 5 72 D121 clear gsrp port-up-delay 2~ R&EEH L T2



10. GSRP Mi%E &EM

(2) GSRP Advertise 7 L— L DX ERIR, REFRBORE

[(BEDRA > F]
GSRP Advertise 7 L — A DOX[E kRIS L OMRKIRFH 2 5¢E L £ 7, advertise-holdtime /3
advertise-interval & V) KZX 2z E LT 72 &V, advertise-interval UL T OEZ 3% E L7=54,
GSRP Advertise 7 L' — LMD EX A LT U MR LET,

[37 Y FIZKBERE]

1. (config)# gsrp 1
GSRP =7 4 7L —v g »E— RIZBITLET,

2. (config-gsrp)# advertise-interval 5
GSRP Advertise 7 L' — 2D EEMRE 5 ICRELET,

3. (config-gsrp)# advertise-holdtime 20
GSRP Advertise 7 L — LA DRFFRFH] 2 20 ICHREL £, ZDHE, GSRP Advertise 7 L — A DA
FiEx 3EIETHAL LT,

EEFEIAE]
CPU N AMIRRE L e o 75 A, AREEN (57 5 GSRP advertise 7 L — A DBEIE F 72 (FALEE
ﬁﬁ@%ﬁ LT, 4707 DA vyE—VHARRC, REEBENBETIBZNNH D £3, WARIRK
BT T 284 1E, GSRP advertise 7 L — A DEEMNE, {RERMZ REVMEICHRE L CTHEHA L
'C< a0,

(3) GSRP Flush request 7 L—LZEE LAWK — FDRE

[(BREDRA > K]

A= ERIZV 777V 5= 3 2% LT GSRP Flush request 7 L' — A Z%E L7gWVWKR— &
RELET, A—FRy b U F 72— AFRIEIR— I F v XA F 72— A LTRELET,
GSRP Flush request i3 GSRP EH VLAN © 9 B4 A4 L7 N v 7B LA — MUty MEREZFRE
LTWAHAR— MRS ORR— MIERF LET, A1 GSRP unaware & OEfi TR — MUk b

BREA A L2 RWGAICRE L E T, 2720, ZOXIRBRTIE~YAY, Ny 77 v 70y

B AT GSRPunaware@MACTI\I/XT TNANRT—T 7\ iof?}?éi’béi’f BiE 2NE
HLZRWZ EIZERE LT EEV, lEiE, GSRP unaware & OEHGICIIAR— Ut v MEREE £
THZELaBEHOLET,

[a7 Y FIZkBE%E]

1. (config)# interface gigabitethernet 0/1
R—=F01DA—Y XYy " BT z—RaL T4 7 L—3 g F— RIIBITLET,

2. (config-if)# gsrp 1 no-flush-port
A— bk 0/1 2> GSRP Flush request 7 L — A ZEELAWVWE I ICHRELET,
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10. GSRP MXE LEA

(4) GSRP Flush request 7 L—L®DEEEKDRTE

[(BREDRA > K]
DAL »FIZH L TMAC T RLVAT—7 0027 V7 %175 GSRP Flush request 7 L — A D%
FRE¥%EREELET,
7 7 # /v ;% 3 [B] GSRP Flush request #3%E L£4, EHAE#ECT L, 7L —2o0 0 2 2% LT
WEEmHDLZENTEET,

(37> FIZ&BE]
1. (config)# gsrp 1
GSRP a7 4 7 L—LarE— NIIBITLET,

2. (config-gsrp)# flush-request-count 5
GSRP Flush request 7 L — A DXEEE A 5 [FICRE L £7,

10.1.7 R—r Yty FEBEDERTE
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AREAEIX GSRP unaware & OHEFRIZHEA LET, v~ A%, NI 7 v T OEVEZ TNy 7T v RHE
IR T3 E IR — Ry MERER R E LA — 2 —Bicy) o7 X o LET,

(1) #EAT HKR— FDORE

[REDRA > R
A= Uty MERBERELET, A —V Xy MM H 72— AFEIR—FF v XA H T =2—
AR L CERELET,

[av Y FIZ&BEE]

1. (config)# interface gigabitethernet 0/1
R=h01DA =D Xy bV FTz—RaAr T 4 L— g rE—NIBITLET,

2. (config-if)# gsrp 1 reset-flush-port
A—hM0LIZAR—- )Ty MEREZRELET,

(2) R—FE ™ UBEROEE

[(FREDRA > F]
A—hrUty MERFERKROR— MU URRERELET, 774V MI3BTT, K- kEy
MMSREZ T2 EAIS, MEEOY 7 T U BREBENEWE ZICRELET, KEEOY
TET A A ~HRE (a7 41— 3> a3~ Rlink debounce) DX HIZY L7 X TR
HIFR 2R ECTE2EELHER L TV A5E, TORMEIVECREL TSN,

(a7 FIZ&BEE]
1. (config)# gsrp 1
GSRP 22> 7 4 /' L—v 3 v E— RIZBITLE T,

2. (config-gsrp)# reset-flush-time 5
W= b H T 5 RICRE L E T,



10. GSRP Mi%E &EM

10.1.8 #A LY YO EERHOERTE

[BREDRA > K]
ZAVLI M) I DEEIZL TNy 7T 7 (BEAH) RENL~ R ZREBIZEIV B X 5 & X,
Filh) (wREEBa< FAN) TUOWEZS», B (XA L2 8 o7 EERBERE) TUI0 &
2D ERINLET,
A V7 N Uy EERHISEER M L BB CEI 0 B 2 53548, stmdEEoiEmELSNCA A LY
MYV BEELHBRHTHAREMEEZ DR T B0, XA L7 M) U7 BIEMERICT A Z 2 BE0D
LET, A4V 27 M) U7 BNEHRICT272010%, Voo T7 70— a 2T 5 kL@
WU BEEEHT A FERHY, EHLLPBRIEFLTT,

[A7 Y RIZKBHE]

1. (config)# gsrp 1
GSRP 2o 74 7L —vaE— NIBITLET,

2. (config-gsrp)# no-neighbor-to-master direct-down
ALY M) UV EERBEELZREL, XA L7 M) U7 ORERICEEI T XA ZRBIZER L E
ﬁ—o
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10. GSRP MXE LEA

10.2 AAXNL—I 3>

10.2.1 ERav>F—E

GSRP miEH o~ F—EE2KROEFITRLET,

% 10-2 ERAavTYF—

av v RE EL]
show gsrp GSRP [z £ R LET,
show gsrp aware GSRP @ aware {F#fiaFK R~ LET,
clear gsrp GSRP OftaHEwREZ 7 V7 LET,
set gsrp master Ny 27 w7 (BEAW) RigE~ 22 REICEBIEET,
clear gsrp port-up-delay VLAN L —IZEZ SN TS VLAN IZE L TWAHR— R TT v IREE L 72 o

J-R—bh%&, av 747 b— 3 a< R port-up-delay CTHE S A 7- AR
ERF2720T, BIREY 77 4 7R — R~ KL E 7,

restart gsrp GSRP 717/ J A& LET,
dump protocols gsrp GSRP 7'1 ' A CERELL TV 2FEMA N b b L— A IS L O T — 7 G
WE7 7 AN~ LET,

10.2.2 GSRP MIKEEDFER

268

ALETE T GSRP DHERE A L7256 OHERANBITITIRD DA H Y £7,

(1) aAvI749L—>aVETEROMER

show gsrp =~ N T GSRP OFREDKELZMHR TEET, a7 47 b— 3 U TRIE L2 GSRP Ok
ERBENEL KENTWDENE I DEMRB LTS EIN, £, AR¥EE L[E— GSRP 7/ — 7 4§k
THHFPEE L OB TYRAY, Ny J 7T v 7 @R 51E (Selection Pattern), LA ¥ 3 JLEUIBHAE DK
&, VLAN 7 v —7"ID (VLAN Group ID), B XU VLAN 7 /v —7IZf1)&3 5 VLAN 2 [d—ThH b Z &
EHRLTLIIES N, LAV 3 UEROBHEZZE L TV AL, VLAN 24— 1201 E 7 % VLAN
TIP7 RLAOBEENHTERE L KL TWD I EE2MERLTLLZIN, IP T KL RIZBT AR
~=aT ) [ar7 47 b—va A FVoll 16.11.2 VLAN ORIEOHEZ ), BLO F:v/747
L—y a4 RVol3 2221Pv4 A 4 7 = —AD upldown i) F/2ik lav 47 v—va
4 FVol.3 16.2.21IPv6 A % 7 =—A®D up/down fER] 2SR LTI, 22, Ny 77 v REE
® VLAN 7 V—1ZFTE 35 VLAN (34 V2 7 = — ZARENR XD L IRIEETH D Z L ICHEBE LT EEN,

show gsrp detail =< > K, show gsrp vlan-group =~ KOEREIZKIZT L ET,



X 10-1 show gsrp detail A< >

> show gsrp detail
Date 2005/11/07 22:24:36

GSRP ID: 1

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts
GSRP VLAN 1D

Direct Port

GSRP Exception Port

No Neighbor To Master
Backup Lock

Port Up Delay

Last Flush Receive Time
Layer 3 Redundancy

Advertise Hold Time
Advertise Hold Timer
Advertise Interval
Selection Pattern

VLAN Group 1D Local
1 Backu
8 Maste
>

10-2 show gsrp vlan-group 3

> show gsrp 1 vlan-group
Date 2005/11/07 22:25:13

GSRP ID: 1
Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts
Layer 3 Redundancy

VLAN Group ID - 1
VLAN 1D
Member Port
Last Transition
Transition by reason
Master to Backup Counts
Backup to Master Counts
Virtual MAC Address

State
Acknowledged State
Advertise Hold Timer
Priority
Active Ports
Up Ports

>

(2) ERThDHERE

10.

FOETHER

uTC

0012.e205.0000
0012.e205.0011
2

105

0/10-11

0/1-5

manual

disable

0

Oon

Local Neighbor
5 5

4 -

1 1

State Neighbor State
p Master
r Backup

TV FOERTHER

1
uTcC

: 0012.e205.0000
- 0012.e205.0011
i

- On

110,200-210

0/6-8

Priority was lower than neighbor®s
4

4
0000.8758.1307

Local Neighbor
- Backup Master
= Backup -
: 3 -
: 100 101
: 3 3
: 3 -

ports-priority-mac ports-priority-mac

GSRP D&E LEMA

2005/11/07 22:20:11 (Master to Backup)

ALEE B L OAREEE & [F— GSRP 7V — 7 2T 2 HFHE T, VLAN 7 L—7 OREN oo iEE
T Master (72> TWAZ &, BIWE— VLAN L —7THEDO AZNIFELRN 2R L TL
723, AREEE TO VLAN 70— 7 OIREEFEZRIZIL show gsrp =~ > REMH L T 72 &0,
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10. GSRP MXE LEA

10-3 show gsrp A< ¥ KOETH

> show gsrp
Date 2005/11/07 22:28:38 UTC

GSRP ID: 10
Local MAC Address : 0012.e205.0000
Neighbor MAC Address : 0012.e205.0011
Total VLAN Group Counts : 2
Layer 3 Redundancy : On
VLAN Group ID Local State Neighbor State
1 Backup Master
8 Master Backup
>

10.2.3 a7 FIZ&L HHKEER
set gsrp master I~ N T, No 77 v7 (B#EEARY) REL A ZREICEBRIEL LN TEET,
Toa~vry R, Ny 27y (BERP) REOL EETAED R~ FTE, MEEOZYT5
VLAN V= RRER Ny I T o Sl o TN D Z L AR LId LIZFATL TLIES W,
10-4 setgsrp master A< > FOETHER
> set gsrp master 1 vlan-group 1

Transit to Master. Are you sure? (y/n):y
>

10.2.4 EBEREDOR—EDT7 Y T4 TR— FENE R

clear gsrp port-up-delay =~ > KT, U7 REEROEGY Y FEZHIEERE (2747 L—2 g 0a
~ ¥ K port-up-delay) ZfEH L CTWHHAIZ, FA— N7 v THROBIERH Z R e WCTIET 7T 47
R— F~KBETEET,

10-5 clear gsrp port-up-delay 3 < >~ FDETHER

> clear gsrp port-up-delay port 0/1
>
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VRRP

VRRP (Virtual Router Redundancy Protocol) 3/ —Z IZFEENAE LTS
BTYH, FAl—A—%xy b EORIN—% Z8H L Chi KO85 R 2 fEfr 3
HTEEAME LRy BAZ U ARAKRETY, ZOFETIE VRRP ISV T
AL £,

11.1 fEsR

1.2 avr72«49L—3>

113 AXL—>3y
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11. VRRP

11.1 fRsH

VRRP (Virtual Router Redundancy Protocol) (3/L—Z IZREENEAELLAETYH, Fl—A—% x> FE
DORIN— 2 Zf%H L ORROBERIE A MR TSI L2 ANE LTcARy MAZ A HERETT,

VRRP 245 &, F—A =%y b EOBEOL—Z ORI DENV—F 2 ETEET, i
KRBT THN = L LTZORBLV—ZZREL T ZEICE-T, V—ZITHEENFEEL
e EDRN—L~DYIVEZ 2 BT 22 L, BEZ#RTE X7,

RN —Z 13 1 205 255 L TORMENAL—X ID 28H, [F—A —¥ x> b LOFR—OREAL—Z ID % §F
O —ZE LR, Ry NOV—FT 4 VT EITI 1 BEOTAIOFBA—F L, RXry vOL—F ¢
VT EATOIROVR Y NAZ UL THD 1 BU LDy 7T T ORAEN—F R L ET,

11.1.1 REIL—F3DODMACT7 FLREIPT7RFLR

272

AL — 2 1T HE O MAC 7 R LR &R, RAEL—4Z o MAC 7 LA & L TR MAC
7 R 2AZFELET, R MAC 7 FL A1E, 0000.500.01{ /L —% ID} IZiRD BN TEY, AEL—
2 ID 26 HBMICARINE T, v AZXOEBL—ZIIEEB MAC 7 KL A5 TOA —H Ry b7 L—
LEZFEL Ty N T+ V=T A VT DRENERLETR, Ny 7 v T OREA— 2 TS
MAC 7 RLASETCHO T L— b %%E LERHA, VRRP IFAL— & OIREIZIEG U TR MAC 7 K LA
GECA =Y Ry b7 L —LEZETILEIDEHBILET, v A X OEEL—Z 13 MAC 56 C 7
L—L&ZE3TDE, VT 4 T T =TS TIP Ny bDOT7 5 U —F 4 T EITWET,
FDD, WRIIAEMAC 7 RL AZ2455%8 L LT T L—LbDEHEITIZET, ~RXERIT v
PEID Fbo-# bzl cEEd, (REMACT RLRSETT L—LADZEEZ RO LET,

11-1 {REMACRETIL—LDZIE

BS320 |
H—s1
JL—F
FEEEHO KEEM
YAR#E Ny I797 | | EEIL—&
IL—21D:7

O%{ET 2 XZELLEL

585 0000.5e00.0107M 7 L—L

IR — 2 TN —Z D IP 7 RV ATHLRMIP T LA 2FbEE T, vAZORIELV—#1F, K
TIP 7 KLU AIZxT D ARP R X7 v & 721X NDP ER N r » N E2Z(ET 5 E, WIZHHAE MAC 7 R
LA L TARP JLEEZIEINDPISE L ET, B MAC Y FLRIZ X% ARP G $ LUV NDP i

EHEROKIIRLET,



11. VRRP

11-2 R MAC 7 FLRIZEL B ARP IEEH KU NDP %

@ARPIG &
FEEA FEEB
TR%E Ny9Fy7T | RRE)L—4 192.168.20. 1
JL—421D:7
A A .
vl J.| 1.ARPER 1092. 168. 20. 1TOMACT K L R [£? |
! T
I____} :
[ 2 ARPIG 0000.5¢00.0107 (%) T, |
PC
ONDPIGE
FIEEA FIEEB
<AA Ny TFw7 | (RREIL—4 fes0::7
JL—421D:7
LA 4 — -
H [ 1-NOPER  feB0::TOMACT K LAY |
! A
I 1

- | 2.NDPI&&  0000. 5e00. 0107 ({&#8) ©9. |

ABN—F T 73V h—F L LTS PCAREDKRA ME, HARP Fv v T —7 L NITRE
IP7 RLASETCHOT L—AIFEEMAC 7 RLASE TIZEHT L 0ICFEE LET, 2oL H2%E8Eh
AR A MEIFICEEL—F ~T L — L% EET D & X IE MAC 7 RL A Z5EICIRET DL 912D

72, VRRP D~ 2% /Ny 77 v 7OYVEZBEELIZGETYH, BEZkRTE £7,

11.1.2 VRRP [ZHEITHEEREDOTHEA

~ AL OFEN— ZILEMN B (T 7 40 b 18) TADVERTISEMENT /37 v b &3 2 B8
REEMRADO AT v e, (REBV—FEFHELTZIPA VX 7 2—AnLEH LET, Xy 7T v 7O
HL—Z 13~ 2 Z DAL —Z 3% 95 ADVERTISEMENT /847 v h&ZETHZLICE-T, =2
Z O — X ZFEEN RN L 2R LE T, ADVERTISEMENT /%47 v ks OEHEROKIR L E

j‘o
11-3 ADVERTISEMENT /37 v b D3kt
FEEA FE&ED
YR4 99797 AL —4
L1

ADVERT | SEMENT /84w b

273



11. VRRP

< AR DFEN— Z I EENFEE L84S, ADVERTISEMENT % v & %(H T ¥ A, #21T, &
BEENRZ T LT LESTEES, L —ZRRESNTNWAEIP A LV E T 2—ANG 3 v Mk
HTE72< 722 &) RREENRAE LSS, r—7VOHRT 2 EOLETT,

N 7T FORENAL—Z 1 Z—EDR ADVERTISEMENT /4 v R &< A X DREL—& N H2E L

Mol EIT, ~AZOIEN—Z IZEEPRAE LI EHBIL, Ny 7T v T nbvAZ~ERELEk
SEET,

11.1.3 TREADEHAZE

274

(1) BEE

BEOBRAEN—Z OHP DL~ A2 ORI —Z 28RN T 572912, VRRP TIHEREZFALET, 20
BRI —Z ICRETEET, RETXHHEIL 12D 255 FTOHIET, 77 4/4 b 100 TY,
COBMERREVNEEBEETELS RV ET, /¥ T72—RMEENRTVWEHIP T KL A LRAEL—
ZOIPT RLUARELW (IPT RLADFTEE) HE, HRHELENREV 255 IZHBIRICHRE SN E

o YAZOEBEN—F OBRHE RO R LET,

11-4 TRAMEH

55320
REEH FEEH
(BAEI— 5 A ({RARI— 4 B)
TAAL NG TyT
B 255 B 200 ||&EL—%

1
LT

TOEDEE, BRENELEVMIIBL—Z A N R Z TR0 £, EBL—Z ABF YL LA,
WIEBREOEGVMIAENL—X B AZ LB LET, KLV —F A L —% BOWERF 7
LSBT 8L —% C R~ A Z IR £,

VAR DMEEEPREICT 5720, FUA— %y N EOR UREL—Z ID O — 2121, B2
HEEELZHRE L TLIEE W, BEEOR UL —2 DNFIET HHEEIE, EHLONTAXITRDEDARE
D=, BERHIESBICR W EBZENRH Y £17,

(2) BBUYRLEIUVBEBYIYRLOHILLE

VRRP TlE, EREDE WY I T v TORAENL—H 0, BA—Z LD HEREDOK N~ 2 X DAL —
ZEBHET 5L, BEIFICY A Z ~NRIEEZZBLSE 4, WIS, R ZOREL—Z, BL—F L0 §E
TEDOBEVMEEL— X DIFEEZRIE Lz L SIZHBIC NNy 7 7 v I~ IREEEZ B b &8 F 1,

M 11-4 ~RAZ O] OREFIZLTHD E, FIELV—% A L{RELV—% BRZ ¥ UREL—F
CHRVYAX s TWBIREEND, (KL —F BAEIRT S L, HEL—% C L0 HELEOE VA
N—E B ZAZIBLL, FIEBL—F CINTAENE NNy I T v I ~REEEZBE®LZ LIk F
7,

COABYIYRLEMIET 2RENTEET, UVRERLIAIEIZE, RO2LBYDOHERDHY 7,

@ PREEMPT £— KIZ &k %1k
HEIWID R L S 2WEEIKE, a7 427 b—3 a3~ K novrrp preempt T PREEMPT
F— K% OFF IZ%E L CL 7Z& Vv, PREEMPT ®— F% OFF IZRETIUE, Ny 7 7T v 7 OEAE
N—HEBAN—Z L0 B EEEDRMREL—Z R~ ZAF IR >TND I EERIELTYH, RiEE~ A
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ZAESEDZEETHY EEA,
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11. VRRP

@ iME2 A <IZ &k BHMIE
HEI Y R L OB A2 EE O REBIE S WAL, a7 47 b—Yara<y Fyrrp
preempt delay THIIEZ A v ZREL TSV, KZ A ~fElX, BBV ELERZHBEHL THHH
Y)Y R LB OB ZE D2 b0 TH Y, RENZELIZEY Y B S ETITE, FE LR
T AKOREHEELE T,

PREEMPT £— FERELTLEbIMIES A v ERELEZLE S, HRERDLEEL—ZNIP T FLX
DETAHE (B 255) OBEAIE, U1V R LOIILIZANILY EHA,

~ AL OARAEN—Z PSR Sl Lo TEHATIRRBIC R > 2 EZMME L, Dok KL —2 D
THNL—ZOERERRbEWI &2 LZEAIE, Y RLIEFTHoThb~AXICEBLET,
® FHIZKZTUYERL
HEEI D B LIIEHREETYH, @M 2~ K swap vrrp 12 K » TR —2 bl ) R UL %2 il ¢ &
9,
HEW DR LIIEIC Lo TRy 27 v PREBICE E > TV AEBICK L TRa~ > FEIEETLHE, o
<~V REITRHIV A X O —F L0 a~ o RERE LNy 77 v T ORI —Z OB ERE N
BOE, a~r FEEE LB — 2 3~ 2 ZRIBICER L E T,

11.1.4 ADVERTISEMENT /X4 b MDFREE

ADVERTISEMENT /*/7 > NIV v/ a—hrAa—7o<wFFx AT LA (IPv4 Tld
224.0.0.18, IPv6 T ff02:12) AL F9, 7=, EL—F T IP ~> & ® TTL %7213 HopLimit
M 255 LS DNy M EZE LW, — 2B B BRI ORBEHSZENTEET, &b
(2, AREETIET R FAAT— Fi2L 5 VRRP @ ADVERTISEMENT /% v F OFBGEZ Y R— F LE
o 8 LFLINDNRAYT — RERIN—FIRET H L, RAT— KRR B ADVERTISEMENT /377 >
FEBREELET, ATV —RFOR—HEROKIRLET,

X 11-5 /SRAT— KOF—

BS320
FEER FEEN FiEX
YR3 1S9 F 9T T24
Password:ABGDEFG | | Password:ABCDEFG Password:AAA L—%
1 x
LJ
X

ZOREDOFITIHAE L —F B D/RAT — RHPMAEL—F ABXOMEEL—X C LR ip->TWATd, I
N —4 B bk &7z ADVERTISEMENT /X7 v k& {RAE/L—5 A LCAEL—5 CBZ T Th
BEELET, ZoHA, EL—% CIXEL—42 A5 ADVERTISEMENT /347 v 21 255 L
TRHELET, ZD7=®, ADVERTISEMENT /X7 v NEGEIZRINT 2 & 978, RIEICRRE S LKA
N—Z OEEEIETE ET,

1115 797 +E—F

IP 7 RV AFEE CTRWVMEBL—Z1E, v AZTHo THIRARIP 7 L A5 TO/ Ny MIxt L TURE
LE®A, L2L, pinglZdhV xy N — 7R OREZHERT 2 2 L IT—BmiiThbhvE 7,

ALEEIT, TS PE—REYR—-FLET, 77 ESFE—RE, vRZOEEL—ZBMEAIP T
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RLUASETONT Y M LTSETED L OITTHHRETY, (AL —F OREBEIENOERT 572
Wiz, a7 47 b—varavy Rvrrpaccept T 77 ME—REHRETHIET, vAXORIE
= INT KL AFAHE T2 TH, ICMP echo request /37 v %3515 L, ICMP echo reply /37 > k
R TEET,

11.1.6 BEEEHRASA 2T —REVRRPR—1) Y

AR T, (T — & OESEE TINS5 ORRE L LT, WEEHA( L 4 7 =—2 & VRRP
RV 2 7Y A= N LTVET,

AN —F ZRE LT VB 7 = —REENRAE LB, ~ 220U B2 ™M ThbiEd, Lal,
Ty N—FT 4 THDIPA 27 2 — AR, HBL—ZREESITWHRWVIEDPDA o F T = —
ACHEENREE LIZGEE, BENSRARRKETCH THLvAX DU BEXMThoNERA, REET
VM E OFIEERE L LT, REBNDIZNIDA LB T 2—AEER LT, FOAL X Tz—ANT T L
TG E, B — 2 DR A NP CGERT AR CEET, Z0A v ¥ 7 = — A WEEHEA
UH T 2 — A EFONET,

BEEERA L H T 2— AT, AV HT2—ADX T TRINTE D L-ULOREE LPERTE RN,
V=B EFEFEVEROBRELRETE A, AR TIIMAOMNIERE LT, ¥5E L5~ ping T
BRARER 2TV, BRI WAL — & OB E L T GERT 282 EH & £3, 2 OMhE
% VRRP R—Y 7 LIEFONE T,

BEEAA 7 T 2 — A IARMEE L BT DHESRR OEEEIC, VRRP A=V w73 —2 2 £l e
eIl b DR L ORI OEFEERICHATE £,

£, FELV—ZOBEEEZRETLIINT2 LBV HY £,

=Dk, WEERA VX 72— ARF Y LI IRV OBEEE a7 4 b —varavy
R vrrp track priority T 575 L% E L CRW UL EEIC A U CEM T 28BN TT,
By =D, BEEHRA Y T2 ART T L XL, avy T 47— a3 a~ R vrrp track
decrement T®H 50 UOREEMA ¥ 7 = — AT E LT B SEEERE M 2 (AR L — 2 OB EN S50
TIEMAT HELERAE R TT,

BEREUBEFROGE, MEERA V4 72 —AFE VRRP K=V L 7D EL LnE — DR RIETE
F9, EREHETROES, BEEEHA L 27 x2—2 L VRRP R—V V72 EHERETEET,

x11-1 BEEREAXEERAEEAEDOE

BEEREAR A VBTT—REYVER VRRP R—1 v ¥
(T REelE =k —OTETREN —OIZTRRE A
AR T 5 BERE IR E T

(1) BEFEERA V27 —X

RAEN—F DFEEERA VF T 2 — A2 ROKNRLUET,

277



11. VRRP

278

K 11-6 EFEEHRSI2T7—X

EBREY— i IE, FEREL T
LHEASwFIZHLT, A
CEgaEsEaLES.
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ZOWHRELESEE, A ¥ 7x2—ATbDF T VRICITAEBIR~ 2 X BAREE A ORI —Z ) HARE
BB OREL—Z~EI0 b £7,

(2) VRRP R—1 >4
VRRP R—V 7 %&E LTS RELTWRWEEDOHE 2RO R LET,

X 11-7 VRRP /R— U5 ZRELI-IBEEREL T WNGEDLE
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VRRP " —V 7 DO CRENEE LY, Ry N —7 ETHEENEA L USENRRS R 7
Dl RIBN—F DB EREEEHA X 72— A CH LN UDBE L TBW OB EICET L E
j—o

WERY, —EORITHR TR =Y 7 &k L TV ET, BERIOSENRSRWEEF A LTV M
DL, BERREEZITVET,

FEEMRGE T, BERIEOLOORITHR TR =) U 72T\ ET, BERIEHIC, EFECHET L0
DRMEZE L FEDDEEOIGENIK S TI WA, BEEREHELET, BERLEIES —F7 2 XA &R
DOHITRLET,

11-8 EERHEEL—7 2R

BEEGEHRSA V2 T71—A BEA B2 T7T—A
poll _
_ reply o
EEBRTHME %%}——PBE%%E
poll
L >
EEERTHE
poll 1EEB
) S
Iy 5| EEFRERIIEE.
RERIEAGED | | b0 ome B LA E RIS F T 275 < f o7
- . BATEYBEOBEEZHONLHBELT
) ) : BUL-B%ERE (critical-priority) IZEBELT
EAXCHRITE#SHITT S poll nEB BET A,
——————————————

EEd G —FORITHE TR =Y v 7 &2k L T ET, EERSENE-> TL 5 L EERIFAITVE
7

FIERFETIE, FERIEOZDOFITHRTR—Y 7 &2ITWET, BERIETIC, EEEHET LD
DOHEL EE DD EEOINENIE - TEGAIE, BENEE LUERRFEHELET, BEREEE—
U AERDOKNIRLET,
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BRCTRIBHSRITT 5 :
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AEBT2—ANE T LIzA, VRRP R—V U IEER LWL, A ¥ 7 2—ANT v FT5%
THELET, AV X T =2—ART v T LInE &, BER—V V7 %MD, BIBRIEC L > TIEFR L H
ELSAE, U0 RLETWVET,

VRRP R—VU > T OS5EHEIP 7 RLVAR, —XEE-WEEORxy N —7 EIZHDHLE1E, FL—F
DNV—T 4 T T—TMURTE L ET, 27w, TK11-10 BEZEA v F 7 2 —ABR—H LR WGE)
DEHITVRRP R—V v IV DOIGELZETHA v H 72— AN VRRP R— 1 VB EE LT A %
Tx—RE—BLBWEERHYET, ZOBRE, ZREA VI T—AF v (2T 4L —vay
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Frov I TEET, BEA YT 2—ALZEA L H T 2 —ARA—HOBERIE ST D3 v b &R
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X 11-11 BHEEBBTTEEWVWRY FT—9 LD V8 T —AF—H

IL—AE |

Echo Request

N | s L — 5 A

11.1.7 IPv6 VRRP K35 7 kxtlt

AdEE L, IPv6 VRRP FZ 7 b spec-01 & spec-07 Z AR — L TWAHEDT, BIFEVAT AERAENT
WD HEA~BOE CRIRICEATEET,

T 7 4V FTld spec-01 TEMEL E 7, spec-07 IZRET DHEIL, 2747 b —Tara~vy Nvrrp
ietf-ipv6-spec-07-mode THE L TL 723,

spec-01 & spec-07 TiX ADVERTISEMENT X5 > D7 +—~ v MBRRR D720, IV —F 2T
HEHNVOEETR >R E % T 5 & ADVERTISEMENT /37 v R & RIE/ 7w b &I L CREEE L
TLEWBAWVWRYALRRBIZRY £F, 20k, AV —F ZRET HHEERM T
ADVERTISEMENT X7 > O 74—~ FR—HKTHLHlcar7 47 1L—va /78 HELTLLIES
W,

spec-01 THEIWE L TW o RAE/L— & % spec-07 TEMESH 2121%, MASTER {fl%i&E & BACKUP ffil0 %
BEOWFIZar 7 4 7 L—3 g a< K vrrp ietf-ipv6-spec-07-mode Z 7% E L TL 72 &\,

11.1.8 VRRP {#FHBENDTESEIE
(1) VRRP & GSRP EDREFIAIZDONNT
[F—3EEN T VRRP & GSRP IXFIRFICEA T 8 A,

(2) CPU @&

CPU MBAMIRKE & 7e o 72356, AEENEZET 5 VRRP ADVERTISEMENT /7 v F ORFZEEE 721X
ALPREIEASSEAE L, IREEEBNRAET IENADH Y £, BAFRIEIC L 2 REEB D HERE T 2 B4
VRRP ADVERTISEMENT /3% » b @R Z K EWEICEHE L GEH LT 7E S0,

(3) VRRP iR— 1) U H 2L BTILFNRABBOEERIZDOILNT
VRRP N — VY o FHEEEIZ~ L F R AR T DN TE £8 A,

(4) track A< Y FOAAIZDONT

ZobllEd track A~ REEGAN LTy 74 7L —2a b OEFREITO &, Nu 7T v TIREDR
TN—Z BN T T o TN~ AZ~GOERDLIGENH Y £T, track 2~ REEFEATTT58HE81T
vy ROINEERF > THhHROa~y REANLTLEIN,
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RNy I T v Thnb~wAZ Y FEDLLHZROBEITTRLET,

X 11-12 track A< > KAARRICHY B B4
BEE PEiE?
TA4 FEIL—4 1 Nyg 79T
% REIL—%5 2 g 7wT
NG FyT Ri#EIL—4% 3 TARE
YR3 EEIL—4 n A re

EFEX D VRRP IUEAVRE R A A TWAME 1 T, track 2~ RZEBERANL (a7 47 Lb—va v
OEFEEITHEL, HWE1ELEBILONY 7T v TOEEL—EZN SNy 7T v T vRAEZ~G ) B 5
LAENHY 9,
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1.2 avIq49L—3>

VRRP ORE%1T9 VLANIZIX, IP 7 RLANEESIN TWAIXLENHY £9, VLANIZIP 7 KL A&
MBEIN T 2WES, VRRPOaYy 74—V aravwy REANLTHEEL—ZTE{EL 8
/‘/o

AR — & 2 ERITEN T 2568120, FROBAEL— 2 ORGE 2 ARLEEIT TR, RV —Z 21
TOIFNOLEBICBTILERH Y EF, £z, RBL—ZOREDIINIIN—T 4 7 DOREHMLET
j‘o

VRRP a7 47 L—varavy R—EE2ROFBITRLET,

£11-2 VRRPEREAaY I« L—>3vavr F—E

av v R4 Bk

vrTp accept TIRT N NE—RERELET,

vrrp authentication ADVERTISEMENT /X7 v NBFED/NSA T — R&ERELET,

vrrp ietf-ipv6-spec-07-mode IPv6 O AR/ — # ~ draft-ietf-vrrp-ipv6-spec-07.txt I[ZHEHL L 7= BfE L 72 5 &
IRELET,

vrrp ip N —2 ~IP 7 RLAZRELET,

vrrp ipv6e

vrrp timers non-preempt-swap BEIGIY K LIE IO 0 K LA 21T 5 BA 000 B UIIERR 2% E L E
T

vrrp preempt HEMWIWRLEZFZRELE T,

vrrp preempt delay BE Y = UM Z3E L £,

vrrp priority AN — 2 DBFRELERELET,

vrrp timers advertise i L— % > ADVERTISEMENT /7 v Mt EREL E7,

113 BEESRSA VI —ABREAITULE—&

av U R4 Bk

track check-reply-interface VRRP R—V VP TCEZEA L Z T 2 — AD—BEMERT HIHRE L
£7

track check-status-interval VRRP &A—V » JRZRE L £,
track check-trial-times VRRP R—V » ZOHERE A HFE L E T,
track failure-detection-interval [ A MEETR O VRRP AR—V v JRbE 28R E L £,
track failure-detection-times [EER AL O VRRP R—V » 7H| R &2 HFTE L £,
track interface EEEAREITI A V¥ 7 = — A EREBRRTEEZRE LT,
track ip route track CVRRP A—V > 7 #7556 EHELET,
track recovery-detection-interval fEEEERHREFIET O VRRP A—V V F R ZRE L E T,
track recovery-detection-times [EERERAET O VRRP R—V > 7 ER &% E L £ T,
vrrp track decrement track & RAR/L— & ~MESE R TR THID Y TET,
vrrp track priority track Z AR — X ~MEHEEYIE A TR ¥ TET,
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11.2.2 VRRPDaOV 7445 L—23rhiih

IPv4/IPv6 JEET— N CEIES E 284 1%, FFRIIZ swrt_table_resource 13switch-2 =~ K&ZFEITL T
a7 b—varERGFELEDE, BEEAFHEHLTY Y —RESEEFTILERHD £,

(1) HoMLE, PLAURT—REHRELET,

VLAN (S LC, (B — S ICREL £ 9 & LTVWDIP T KLALR—7 FLA7 7 LY OIP T KL A
BELET,

VLAN IZF]®D T IPv6 7 KL AR ET 5861, HilJ CTipvé enable 2~ RZEITLTCIPv6 7 FL &
EHNCT DHERH Y T,

(2) REIL—EANIPT7KRLREHRELET,

IPALEZT=—RZRELZIP T RLALR—DIP 7 FLAZRIENL—F ~RET S &, AEL—F T
T RUVAFTEER LY, BEEN2B5EEE D T,

RAENL—H2 ~TPv6 7 RLRAERETDHHA, Hk LX) v 7uo—Dbra=%xy 2 7 KL ARETIRET
XFETN, REBETIIZa—VT LR (A br—hLT7 RLALED) LIEETEET,

3) REIL—2DELEZHZELET,
IP 7 RLAFTEE THRWE—FEL—2Z ID DALV —% DELELY, TNENRLHEICHRELET,
(4) ADVERTISEMENT /N4 v FixHEERERELET .

F v MU= OERNEL, Ny 7T v T O — 4 73 ADVERTISEMENT /<4 | % B HR Y =
[E9 85413, ADVERTISEMENT /8% » b O%HlRZ ~ 24 L3y 7 7 v T ORI — 2 \TRE L E
j‘o

(5) EEEMRA VEIT—RAEVRRPR—1) UG EHBELET,

VTR U C, (AL — 2 R ESNTNDA ¥ 7 = — AL OREE TR — % 08 2 2 Tbh
DX, I — S ~EEEHA 4 7 2 — AR VRRP K=V V7R E L LT,

11.2.3 REIL—ZADIPv4 7 KLRERE
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[(BREDRA > ]
AN —Z ~MEARIPvA 7 RV AZRELE T, AL —X ~MEEIP T RUVAEFRETHZ LT, K
L —H i@ﬁ%%#uiﬁ TR —Z ~RETEHIP T FLRIF—2721F T,
AN —ZICRRET D IP T R LA LN —F 2% ET 5 VLAN O IP 7 RV ARE—DOHE, K
@w—ﬁjﬂPTFVX%ﬁ%&&D,@%E#2%(IE)&@Di?o
FRARIP 7 RV AZRET DL —Z IDIX, F—IP¥ 73y NU—INTa2=—7 L5 L 51T
BELTLEE N,

[av Y FIZ&BEE]

1. (config)#interface vlan 10
(config-if)#ip address 192.168.10.10 255.255.255.0
Bz, VLAN 10 [ZREV—F 2R ET %A, £7 vlan 10 ® VLAN 27 4 77— RIZAD £
T, VLAN ~IP 7 RLRAZHEL TWRWEAIE, ZZTIPT RLAZHRELET,
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2. (config-if)#vrrp 1 ip 192.168.10.1
A —% ID1 OAAENL—Z ~AETP 7 KL A & LT 192.168.10.1 Zf%E L £,

CEE=EIE]

o AN —HIZIP 7 RUAZRER, #EAHMAIZ” The VRRP virtual MAC address entry can't be
registered at hardware tables.” &\ 9 v 7 NFRINZGE, RAELV—XIZIEFICEEL T A,
— RN OREEHIRLEZD &, (KAEL—4% 1D 2ERT 50, ERIIMELV—F ZRET
% VLAN ® VLAN ID 228 L Th b, FEREL—Z~IP 7 FLAZRELEL T ZIW,

o RIEN—H~IPT RLRAZRET D &, AN —ZITEMEEZ D E T, 1ZORIEL—F OBk
ERTEICL>TE, AE—F R~ X L TEBMENDELELHY T,

o BB — X & 64 (HLL ERRET DAL, 8 11-4  ADVERTISEMENT /8% k% H iR
DX EBZME] 25 L CADVERTISEMENT /~/7 v FOiEHEEZFREL T Z &0,

i

11.2.4 REIL—ZADIPV6 7 FLRAETFE

[REDRA > K]
AN —Z ~MEARIPV6 7 RV AZRE L E T, WAL —F ~MEEIPv6 7 RV AZRET L2 LT
AR — 2 IXEMEZ B L E T, AL — X ~FRETEX 5 IPv6 7 R L R X —2721FC7,
AN —ZICRET D IP T R AR LN — X &% ET 5 VLAN O IP 7 KU ARE—O5E, K
FN—2IXIP T RUVAFTEE &2, EREN 255 (HE) L0 ET,
ABIP 7 RLAZFRET HEMEN—F IDIE, RI—IPH 77Xy NTV—FINTa="s D LT
RELTIESW,

[O7 Y RIZKBEHRE]

1. (config)#interface vlan 50
(config-iF)#ipv6 enable
(config-ifF)#ipv6 address 2001:100::1/64
B2 1¥, VLAN 50 [CfAL— 2 2R ET 556, £3 vlan50 D VLAN =27 4 7 E— RIZAD &
9, VLAN ~IPv6 7 KL 2AZFHEL TWRWEAIE, ZZ2TIPv6 7 RLAZRELET,

2. (config-if)#vrrp 3 ipv6 fe80::10
A — % ID3 OARAEL—FZ ~MEAR IPv6 7 R L £e80::10 3% E L £7

EEEIE]
e 111.2.3 {RAEL—Z~DIPv4 7 KL ARE] OEEFHELIFL TT,

11.25 EBEEDHRTE

RN —Z OBIEE 10D 254 ORI THRELET, BEEDOT 7 4V MHEX, IP 7 KL AFFEHE TRV
% 100 T, RAENL—F N IP 7 R URAFIEE OLEITEBREN 255 (EE) Lo TERTEEYE
/Vo

ABN—Z AT DEEED S L TR OBBREORE WVEBER A ZIZRY 3, £z, v 2 X DR
=B NE T LIS, Nl Ty TORIENL—F D) b TR OBELEOE MR —Z N~ A Z TR
DEJ,

[BREDRA > k]
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AL DIEBEARAMEICT D701, W UL — & ID OREN— 2 ITIT R DB REZRE L
TLIEENY,

[37 2 FIZKBERE]

1. (config-if)#vrrp 1 priority 150
A — %2 ID1 ORI — F OESeEE A 150 ITRE L £,

11.2.6 ADVERTISEMENT /34w FEHRIRDEETE

X v bU—7 OARNE <L, ADVERTISEMENT /{7 v s DIBLNL W=D, REL—F D<A X L

Ry 7T v FRERECE 0 b 5841, ADVERTISEMENT 4 v FOXHEREEZEL T5 2 & T,
HEEEPTEHENHYET, EEL, N7 v 7OEBL—ZiE, ADVERTISEMENT /<4 »
Z3MGIT TRETERNWE XTI AFIIED D2, ADVERTISEMENT /%7 v s 0% R AR <
DL, AL OEN—L TEENEELILGAIL, Nv I T v 7OREN—F B RAZIIEDDLETD
bR Y £,

Flo, BEICEZL OBV —F ERELIZGE, LEARICY AL LNy 7T v IR ED D 2 L
B ET, TOEEE, ROFREFEIZ ADVERTISEMENT X7 v MR ZFHRE L T 7ZE0,

% 11-4 ADVERTISEMENT /34 v MEHEROE T HLIE

EEL-YDORBL—2H ADVERTISEMENT /84 k3% RSk
1~ 64 1Rk
65 ~ 128 2Lk
129 ~ 192 3L
193 ~ 255 4L

[(BREDRA > K]
ADVERTISEMENT /~/7 v MEHREIRRIL, v AZBLONy 77 v T ORAEN—F ~[Fl—DfE %% E
LTLIEEN,
[a7 Y FIZkBEE]
1. (config-if)#vrrp 1 timers advertise 3
fFABL— % ID1 OffE/L— % @ ADVERTISEMENT /37 v FtHIEREA 3 () ICRELET,

11.2.7 BEYUIYRLINLEDERTE

HEWIW R LIZT 74V FTEMEL, ~AX ORI —ZIZEERKEL TNy 7 T v I8 FboT-
b, MEPEIRT L L, IXLDIITRAZ ThoTBREDE WY 7T v 7O — 2 BN BB
ARG BV £, BEUIYVRLAMIET S L, BEEDOEHW Y 7T v T ONFENL—Z B BEIIC
T ARAZEDBDL LR R0 ET,

[BREDKRA > ]
HEGID R LIMIEOREEZITOESIE, IPT FLAFFTAZE TRV A X DREAL—ZIZxt L TiT> T
<TZEV,

[37 2 FIZKBERE]
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1. (config-if)#no vrrp 1 preempt
AEL— % ID1 O — 2 O HEE Y B L&k L £,

11.2.8 BEYIY R LINERBEORE

VAL DR —ZIZBEENEEL TNy I T v IO Bbolzb &, BENEIR LGS, BLED
By 7Ty OB —Z N HEIRNC~ A X I R A BAT S £ CORMAERELE T, H
Y)Y R LIERROT 7 40 MEIZ 0 () <, HEUY BELZMIE LA,

[REDRA > R
HEW 0 R LINIERRRIOREEZIT OB, IP 7 FLAFIEE TRV 2 Z OB —ZIZ5 LT
ToTLTEEWY,

[a< Y FIZ&E % E]

1. (config-if)#vrrp 1 preempt delay 60
AV — 2 ID1 O L— 2 O BEE) ) B LINIERF# 2 60 FICRRE L £

11.29 [EEEHA A2 T71—REVRRPR—U UH5DETE

AIEE T, FEEERA VY 7 2—2E VRRP R—V V7 OREL, FHHEAIT LT track THEELE T,
track OFXEIE, 274 L— g a~y Ktrack CTtrack 5% E L £, track Z KL —Z |
Y HTDZ LT, RENL—FITHEINT track FF O track I[ITRFINTEEEHRA ¥ 7 2—2D
RIEIHE, BEEERA 2 72— 2 Z2FH LET, FHEL—ZIT track 2FI1V HTHITIE, 2747
L — 3> a<y K vrrp track ZFH L £,

— OO —Z I, BREDE T RO track & ELERE T XD track O EH 50— FET 2RET

TET,
— OO —Z1Tx LT track 2 85EIY Y TH5EEE, EEREI L U COBEERG G720
ETEET,

BREGRT DG E, FEERERBEL —F OBLELEE LR EEICAT LT, OB EE
FEDRE 2B E T —Z OEEE LY REVEZEE LIZEAIE, 7740 MED 0 MRS
EY, EAEEDBTAZEE LZEAE, —oOML—Z I track 22T HIV Y TLH I LA TEE
B

BT T 11-13 EeEUELR o X 51, L —% OEEEL 100, BEEZHEA X
T2 —AOYREHEL LTI0 Z2BE LHGA, BMEEHRA L ¥ 72— ATEENRET DI L, 8
Jo—H OBFEEITOIRRERE D 10 IR EINET,

X 11-13 BEETEARK

=3 ] EEEHSA VBT —AT
A4 —R | DERERE 10 EERE
FEEIL—% EEE 100 REIL—% BEE
100 — 10

R ERE T OSE, FEERAERIRE N — 7 OB 2 HRE U 7B R R 72 O A L 7o o B

287



11. VRRP

288

LEd, BEEOREEZEAN LI-HGEE, 7740 MED 255 MEHA S E T, decrement Z457E L7235
AL, ORI —Z (TR 16 D track ZED Y THZ LN TEET,

EREERA TR T (K 11-14 ERERE SR O L oI, RAELV—F OERE S 100, FEEEHRA ¥
Tz — ADEEREME S LT 60 T Linhe, BMEEHEA VX 72— ATHRENRET L L, W
Jo—H DS IT T 2 OESEE 100 7> HESEEREM 60 251\ 72 40 I8 E SR E T,

X 11-14 EBEEREARK

EEER EEERS 2 TI—RAT
A8 Tx—2 | BRERKIE 60 BEEEE
RiEIL—~ EEE 100 REIL—4 BxE
100-60 — 40

(1) 41871 —ADBEEEERT S track DHRTE

[(BREDRA > K]
a7 4 7 Lb—3i g 3= K track interface T line-protocol Z48E 45 &, #EE L7= VLAN A >
BT —AOREEZERLET,
track (ZEST D VLAN A U X 7 = — A EFHELET,
AN —H a7 4 L— g a~y Kvrrp track TREREHREZIT O track ZRELE T,
BEEEAZIT ) VLAN A v 2 7 = — A, IP T RLARRESN TWDLRLERSH D 7,

[av Y FIZ&BEE]

1. (config)#track 20 interface vlan 30 line-protocol
(config)#track 30 interface vlan 31 line-protocol
(config)#track 40 interface vlan 32 line-protocol
o track &= 20 O track (2, FEEBEHEA L FX 72— L L Tvlan 30 DREZERT L LD, RELE

7

o track &7 30 O track |2, [BEEEH A X7 2 —2 & L Cvlan 31 DREEEHT S LH, FELE
j‘o

e track 5 40 @ track |2, EEEGH A 72— AL LTvlan 32 OREFZEHT AL H, HELE
7

2. (config-if)#vrrp 1 track 20 decrement 60

(config-if)#vrrp 1 track 30 decrement 10

(config-if)#vrrp 1 track 40 decrement 40

HOENCORAENL—FNRELTHS VLAN D VLAN 27 4 75— RIZLTRBEET, ZOHE,

A8 —% ID1 OB — 1T, track &5 20, 30, 40 O track &0 4 TET,

o track %5 20 O track IZFRE SN TZRELRA ¥ 7 = — A TEENKEAE LGS, [KEL—# 1
DOEEIEEEN 60 TR £97,

e track &5 30 O track (IR E SN EEHA ¥ 7 = — A TRENBAE LZGE, [KELV—4 1
DESFEEN 10 TR0 £7,

o track %5 40 O track |ZFRE SN TZRELRA > ¥ 7 = — A TEENEA LSS, [KELV—# 1
DOEIEN 40 TR0 £97,
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(2) VRRP R—1 > %475 track DE&E
[BREDRA 2 K]
a7 47 L— 3 a~vy K track interface T ip routing #$5E 325 &, f8E L7 VLAN b6 =
v 747 Lb—3 a3~ K track ip route THEE L7255~ ping ([Z L2 BEZEH L ET,
VRRP R—VU 7L LCHIHT 5 VLAN o % 7 = — R % track IZRE L E T,
BN —H\Zar 7 4 71— 3 a~<y Kvrrp track ©VRRP iR— VU 7 %479 track 2R E L E
D
VRRP R —V > JIC LD EEEAEEZIT %A, VRRPAR—U 27 %479 VLAN A > % 7 = — AT
IP7 FLRAZFKEL, track ip route =< FTHE L7250 L~ ORI BN E STV D LEN
HYET,
(272 RIZKBEHRRE]
1. (config)#track 50 interface vlan 34 ip routing
(config)#track 51 interface vlan 35 ip routing
(config)#track 52 interface vlan 36 ip routing
e track %75 50 @ track |2, VRRP R —V V7 OFEFA 4 7 =2 —A L LT vland4 ORIELZEH TS
X9, WELET,
e track &5 51 @ track 12, VRRP R —VU > 7 OE[EA ¥ 7 =—A L LT vlan3s DIRELZER T 5
EOITRELET,
e track %75 52 @ track |2, VRRP R —V V7 OHEFA 4 72— A L LT vland6 OIRIELZ BT 2
EOITRELET,

2. (config)#track 50 ip route 192.168.20.1 reachability
(config)#track 51 ip route 192.168.21.1 reachability
(config)#track 52 ip route 192.168.22.1 reachability
o track %% 50 @ track 12, VRRP K—VU > 7 dsiftE LT 192.168.20.1 Z5% & L £,
 track 5 51 @ track |2, VRRP FA— VU > 7 ®%a%t & LT 192.168.21.1 X E L £,
+ track &5 52 @ track I, VRRP K—VU > 7 0%t & LT 192.168.22.1 % EL %7,

3. (config-if)#vrrp 3 track 50 priority 10

(config-if)#vrrp 4 track 51 decrement 20

(config-iF)#vrrp 4 track 52 decrement 50

e HOEM UL —FDBHELTHSD VLAN D VLAN =27 4 7 E— RiIZLTBEET,

o AENL—H ID3 ORAENL—Z 2, track F+ 50 O track ZE| VD 4T, EIEEIES UTE S E LR
T, UPRMESEEEIC 10 ZHEE LT, track &5 50 O track [ZiE S 4172 VRRP R —V o /TR
ERFRA LGS, [V —F 3 OBEEE 10180 X E9,

o RAEL— & ID4 OARABL—Z1Z, track &5 51 & 52 @ track #HI0 Y CTEF, BIREERIESXIE
FRERG SN ARBE LE T, track 5 51 OESEERGEIC 20 ZFE L £7, track &5 52 DOE
JeEEWRAEIZ 50 #3% € L7, track %5 51 ® track IZERE & N7- VRRP R— U > 7 CREENH
A LT2G, BV —4 4 OB 20 T30 £7, track 5 52 O track |25 E 172 VRRP
RV v I TREENEAE LZHE, (WEL—F 4 OEIER 50 THAY £3, track F5 51 & 52 D
i) DEEERA 5 7 = — A TRESBAE LGS — 2 4 OBIEEN 70 THY 7,
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11. VRRP

11.3 ANL—I 3>

11.3.1 ERavTYFK—E
VRRP OiEfH o~ F—EE2ROFIRLET,

* 115 ERaOvTURF—%E

aITUR% Bd%
show vrrpstatus AR — 2 OBWEREZ KR L E T,
show vrrpstatus statistics RABN— X OFERHERAE TR L £,
clear vrrpstatus A — & OFEHER 2L L E T,
swap vrrp HEIY R LAHIESNTND & EICUI0D R LA A EE L E7,
show track track ICIRFF SN TV D BEFER TIEORELR T LET,

11.3.2 REIL—F DHRTEHER

AR — B OFREMETRIL, B 2~ > F show vrrpstatus TITWEJ, detail X7 A —X ZIRET D L,
AR — & OFREDFHAME R A TG TEET,

[ 11-15 show vrrpstatus 3 < > FOEITHE

> show vrrpstatus detail interface vlan 10 vrid 1
Date 2005/10/15 12:00:00 UTC
VLANOO10: VRID 1
Virtual Router IP Address : 192.168.10.1
Virtual MAC Address : 0000.5e00.0101
Current State : MASTER
Admin State : enable
Priority : 100/100
IP Address Count : 1
Master Router®s IP Address : 192.168.10.10
Primary IP Address : 192.168.10.10
Authentication Type : SIMPLE TEXT PASSWORD
Authentication Key : ABCDEFG
Advertisement Interval : 1
Preempt Mode : ON
Preempt Delay : 60(Now Waiting, 30sec. left)
Non Preempt swap timer : O
Accept Mode : OFF
Virtual Router Up Time : Tue Dec 20 13:05:53 2005
track 20 VLANOO30 Status : (IF_UP) Down Priority : 60
Target Address : 192.168.20.1 Vrrp Polling Status : (reachable)
track 30 VLANOO31 Status : (IF_UP) Down Priority : 10
track 40 VLANOO32 Status : (IF_UP) Down Priority : 40
Target Address : 192.168.40.1 Vrrp Polling Status : (reachable)

11.3.3 track MR EFER

track DX CTHeRIL, HH =2~ F show track TITW\WE 9,
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11. VRRP

X 11-16 showtrack I3 v > FOETHE

> show track detail
Date 2005/10/15 12:00:00 UTC
track : 20 interface : VLANOO30 Mode : (polling)
Target Address : 192.168.20.1
Assigned to :
VLANOO10: VRID 1
track : 30 interface : VLANOO31 Mode : (interface)
Assigned to :
VLANOO10: VRID 1
track : 40 interface : VLANOO32 Mode : (polling)
Target Address : 192.168.40.1
Assigned to :
VLANOO10: VRID 1
track : 50 interface : VLANOO34 Mode : (polling)
Target Address : 192.168.20.1
>

11.3.4 YIYRLAWLEDET

HEWID RLAMIESNTND, ~AZ X DELEEREWVICLPDL TNy 7T v 7ICEE > THOBHIR
B —XF ~swapvrrp 2~ FE2FETT5H L, UIVRLUAEHAEE TEE T, 727201, swap virp 2~
REFEITLTYH, BEEDRNMUAIN—2 &2~ AXIZTH LT TEEREA,
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DRT 4 THEREE AT D 2 & T, AREE LB SN D Es DO REES,
ORI E DD — T VW72 E, AREEOINBEEEGHAR— R >
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12. 7yT)o9 7ML F—N—
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Bz CEEEMEE L E T,
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Xy MU= B 5 A TIOURM e B TE T,

(2) BRI L—LDOZEZEERKR— FHFE

AEEREXT R OINBIEEYEHRHAR — N CTY 7 ¥ U U E %, RS — B A— 2T 52 &
&Y, =T L —RDF—I VTEERLHR T 4 THRETH— T L — R0 NIC & £R:0 bR
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ZELTEEEHEZ L COVERADT, BT L — 22 EZEHAOYHEAR — NBAARETT,

(3) BEITY—/\fEhiR— ~DEAERR
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X7 L— RO NIC &R0 b 1RICH) 0 B2 TllfE 2k L £
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VO ET L LA R R — N OBTERMS L T D L LR 220 E 3, ELR 2 FRIES T )

VIOT V= arDE—FR (RAZT 4 v 7 FILILACP) ko TEARY 4, EMIITREBRL
TLIEEW,

£12-1 YO TFITIVEF— a3 DEEREE DA EDE

Yoo7H)E—2arvnYR—+ YLaRAsBE Y—N\EHRAR— FEFAET 524
T
ALT 4D L F ¥ XNV T N—T DR — N TY I H o 58ER
WY — AR — F E P L E T,

AP RN Y F ¥ KNI N—T DR — N TY 7 F o 3R
WY — R — N E AL £,

LACP L F ¥ XN T N—=T DR — N TY I X0 3R
WY — AR — F R LE T,
BEM A — N il R B 2 PR D IR — M ZE 0 ICRRE L1254

EERLICL>T1IR—PFTHEENT D L, Frx
T N—TEROE LR LT, =R —
FERZELET,

B2 PR T D IRKR— MR TICRE LI5S
F ¥ FNVITN—T DR — NTY I 05 AER
WY — R — F E P L E T,

Vo7 7Y A —a VBRI OWTCE, ~=aT7 A [av 47 v—varvH A RVoll 18. Vo7
TUVF—vav] #BRLTIEIN,
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12. 7T Tz INF—N—

122 7y FI)o0 x4 IA—N—FRBOIEEIE

(1) ZoFTIVoDTANF—N—HEEHERT 2EOER

ApgRe T 51213, BS320 ICAZE 4 2 5L T, ¥— "7 L — RO NICIZF— I v 7D
SFTE— R TEHLTITA4 <~V OREDL LI, Linux DR T ¢ > 7 HEHE T Masater/Slave D% E 73 M3
LR ET,

(2) FuT)oO DA INA—N—EeEFNT AEECDINT

AFERED B LT AT v DU — VBB OEE L, MEE T v 7 A e bEETT, REEOH)
PRIEEERA R — N T U7 AU R TERWVEENRE LIZGAE, — A — N 2AELE
A,

(3) UVOTITITF—a UBEEE DBFRARIZDINT

s VI T TV =y a ry OINBEBEYEHRHR — N EAEROMRIZ LG AE, TR —TICR
THETOR—IRV I X T LROVRY, — iR — M ZAELEEA,

{B.L, LACP TOBEMAR— MHIREERER M L CRE 2 TR T 2R — MR 0 IR E LT BA 1T
WTIDDOR—= IRV I F Y52 8T, Fr RN N—TREROEE LB LT, h—
A—MEHELET,

o ERMOFERICBERERRZMRLIZE, Ty XL N—TIZRTIHNTINOR— R I T v
THZET, =B — NOPAEAMER LET, 2L, BERLAR — N HIBRERE 2 L A
KT DR F— M EE O ICREL TWDEAIL, Ty R VI N—TICRTHER— BV T7 v 7L
g, Y—ogEgE AR — M OPAEMBRII SN E R A,

(4) link debounce DEXEEICBEHL TOEEEIE

AHERE & R LTSN B AR — Mt LT, U7 X0 i # A ~ (link debounce) DR EM %
BHLLEICL T ZE W, VoI XU A A ~OREMEDN b RS LIE, 7740 (aws R
HMERED Y > 7 Z0 AR A A <13 28) 056, BEBEOLKREBIERAILEIC LD LRHY E40
TIEEENET,

(B) TuFTUDY Tz ANA—N—EEEEHRET IEDITEEIE

o AREREAZRE LT LAN A4 v FEV 2 — kL, AX=227Y U—_ GSRP £721% VRRP ##%ET
HZ IR ER A,

o AHEREZ IR ET DA — ME, SMREESEGEA— N T, b— A — MIAEREELRE L2 )T
EIV, =R — MIABRROREEZITY, T—EiA— B3 v 7 20 v Lichs, 29—
ANEGER— A LET, ORGSR — MORE LT AR ZAIR LZRWVRY, Y—N
Bt — b OFZEMBRIL L £ A,

e VT TV = a YOREEIT 2 TV DINBEE AN — MIAKREEZRET D581%, F8-—h
WCRETLZ LI TEERHA, YA —IBETIEIF ¥y XA T N—TIZ L TREEZITToTLIEIN,

e 10GbpsLAN A A v FEL 2 —/LOR— K03 & 04 IIEHT L ENTEEFADOT, Ty TV
T2 ANF=R=DOKRIZLIRNTLIEE N,

6) Ty FTUoY Tz ANA—N—EERTDIEEIA

o AEEREZERE LIAMIEEER A — N, Voo T7 70 A= aroF ¥ 2 AT —FIx LT
shutdown 22~ FOEAT B &, fEEL L L TH— A — F &A% L EJ, shutdown 2~
RZFREER L7V R Y Y — B AR — N ORI SN T A, T, FROAREEB LY, EROK
HEBEZ R E L 7SN E B AR — b LB L QU D48 v b U — 7 HER O EIR OFF Wi h% o
ETY oy Lichad, h— AR — F AL ET,
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* restart vlan, erase configuration, copy 2~ RCT =T ar 747 b — 3 ~0Oa b —|If7T
DIRNTLTES Y, FTAMREARE LTI EESER A — N EL, Vo770 5—varnFy
FNTN—=TBRY 7 ZrdoL5har 74 71— a v OETFATORNTIZEN,

DX REMEET DAL, —HAMNBEERRIR — N b — T VB E, P — AR — N A3PAZE
L7CREECa 7 4 7 b— a VOERZITY, BEIMBIEESE RN — Moy —7 v aeffAL Tl Zs
W,

o ABEREA RIBUT LI AMBEEE AR — MIXT LT, A b —2OREEZRH LB, HRR— 1%
inactive IREBIZFH A h—Lb a3y hr— VOREEITo 725G, BERPICA M—LBFAETH EH—N
Bt — MIPHZEL £,



12. 7T Tz INF—N—

123 aAYvI749L—23y

1231 avI7449L—Y3>avxr F—g
ToTV I T AN —N_"—DarT7 40 —yagravy R—EE2ROFXIZRLET,

£12-2 avIq49L—Yaravrk—

avy R EREA

uplink-failover IS E A — ML TCT v SV 7 T2 A VA — N — %%
ELET,

1232 7y TY)oO T4 ILA—IN—DHTE

[(BREDRA > F]
VU VBERMGE (T vV 7 7oA )VF—"—Ox5) & DB SR — MMoxt L TR E
LET, ikﬂ%%)y&?iUﬁ~Vay®%%%L%ﬁmf~humﬁﬁéﬁAm Fx 2N
N—TICRELET, AEIEEZRE LIAEBEICK L, GSRP £721% VRRP 2% ET 5 2 L idHikE
Fh, EEAR= Y Y=L RBICEET DS Z X TEETADT, FHCARA= 7Y ) —%iE
LT H50ERZHD F9,
T TV DT A NF—N=RBOR— MIX LT, Vo7 XU A ~% 5000 XV RIZEE
ELET,

(272 RIZKBHE]
SR EEGAR— FOR— 02 %27 v 7V 7 T2 A NF—N—DRG LT HHELTIRLE
To BN ARZ L IV Y =% L ThD, R—F0R2EZH LT vV I T2 N —N—%
HMBICTDRERITVET, FT v 7V I 7oA VA — =R E LIER—F 021 LT, VU
Yo BT A A~ % 5000 X URICEE L E T,

1. (config)# spanning-tree disable
AR V)= BEIELET, R LAR= 7Y ) —RERICEIRREETHNIE, AR EITARET
‘é—o

2. (config)# interface gigabitethernet 0/2
R—=h02DA—VFy hAf v HFTz—RAAL T 4 T —Ta = RNIBITLET,

3. (config-if)# uplink-failover

R=F02%T v 7V T2 ANF—=_—DFRITHELET,

mm

4. (config-if)# link debounce time 5000
(config-ifH)# exit
R—=R02DV 7 FT A Z A <% 5000 X URIZHRELET,

[~y Nk E (Vo7 70— aroftf)]
AEEESERAAR— NOKR— 108, 0MERAZT 4y 7 V7T 7V F—vavkl, 2OFyx)L
T N—T TAREZ BET DB/ EOBIZUTIORLE T, BUNCA = 7Y ) =2 IELTHD
R—10/3, 0M4NBTDHF ¥ INITN—FICHLTCET v TV I T oA VA ——EHRITT DR
EERTWET, T TV I T2 A NF—N—% MG e LT ¥ XTI N—TIZx LT, Voo &
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TR Z A =% 5000 T U RITREL T,

1. (config)# spanning-tree disable
ANR= TV ) =52 LET, R LA 7Y U —=REHEIRRETHIUE, REREIFARET
jﬁo

2. (config)# interface range gigabitethernet 0/3-4
R—=h03, 04D =Y Fy hAVHTz—RAaL T 47 b—arE—RIBITLET,

3. (config-if-range)# channel-group 10 mode on
R—=h0/3, 0MEBALT 4 v I F—ROF ¥ F/NIN—F 10 128 L £,

4. (config-if-range)# link debounce time 5000
(config-if-range)# exit
FXFNTN—=T10 DY 7 X0 2 A <% 5000 X U RVICBE L £ T,

5. (config)# interface port-channel 10
FXFINTN—=T 10 DA —H Ky A v E T z—Rar 7 47 L—arF— NIBTLET,

6. (config-if)# uplink-failover

(config-if)# exit
FXRNVIN—=T10%T v TV I 72 A NA—=R—DORRITRELET,
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(B) ZFvFVoI T ANF—N—HREEDTYEZIZDONT

R— N HEALHIEREEE S A RN 2 RAED & | EHEER /) AR — b ALK ERSRE S A 2 2R BEICEE T 5 2 L 1ET
TFEVFA, TOLIREFLETHEAIL. — [ no uplink-failover port-control Z 247 L T2 5

Zyu

uplink-failover partial-mode % &% & L T 72 &\,

FTo, HA— NENLHIEBEE S B IOREE N D, R — N EALHESREE DS B R EBICE R T 58545,
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[(BREDRA > ]
SRR IEE B AR — N &2 o V BEEORRSRICRE LET, E&5IT, R — N EAHIEEREC
Lo TH— Bzl — R ORPEH S (06 ~ 0/14) 3 2 W %555 (015 ~ 0/24) O L5 5 & PA%ET
DHRELET,

(a7 FIZ&BETE]
SRR AN — b 012 2V 7 EEOERMRICRET 20 EZ U FIORLET, IHIT, AT
I — b 072 OFEERHIE A — N HEAZHIERRE 2 L, P — \BafiR— b o4y (0/5 ~ 0/
14) #PAZETH R ORELET,
EPANR=Z TV —2AFIE L TG, SMRERESG AN — ~ 0/2 2V > 7 [RE OB RITHRE L
£F, WITE AN — D EALHIEERE 2 B E L £,

1. (config)# spanning-tree disable
ANR=Z IV ) =52 LET, R LAR= 7Y U —RRBRIEIRRETHIIL, REEIFRET
D

2. (config)# interface gigabitethernet 0/2
R=h02DA =Y Fy hA v HFTz2—RAaL T 4 b= 3 rT—RIBITLET,

3. (config-if)# uplink-failover uplink-failover-group 1
(config-ifH)# exit
=102 %) VEECERMBICRELET, o, ARITIIRNEEZT v SV 7 T2 VA —
N=TN—T VICRET D T & TH— A — b Oy (06 ~ 0/14) ZPAZET 5 L )R ELE
7

4. (config) # uplink-failover partial-mode
oy AR — D ELHIES R 2R E L £ T,

(AR RIZLBEE (VO TTIT—2a v EDHA)]
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SHPIEERERIHAR— N 013, 04 ZAZT 4 w7 V2T 7V —varvdl, EOFXxRALITN—T
AR A DT 556 OB LI TITR LE T,
Fho. ABITITESH— b EAHERAEZ R L. F ¥ 3L 2 — 7 OREERIC Y — B R — b o
=5y (0715 ~ 0/24) AET DL ORTE L ET,
FT. AN TV —EEIE LT D, A— L0/, 0M4BETLF ¥ XN ITN—T%Y 7 REER
DEBSIGITERE LE T, WIS A — NEAHIEREZ R E L E7,

1. (config)# spanning-tree disable
AN 7Y ) =B LET, R LAY ) =R EIRRETHIIE, AEREIFARET
D

2. (config)# interface range gigabitethernet 0/3-4
RK—F0/18, 04DA—HFy hA L EZTx—RaAL T 4 b — g E— RIIBITLET,

3. (config-if-range)# channel-group 10 mode on
(config-if-range)# exit
R—=h08, 0M4EBAZT 4 v 7E—ROF ¥ RN TN—T 10 IZ8ELET,

4. (config)# interface port-channel 10
F ¥ RZNITN—TF 10 DA =Py hA Vv E Tz =R T 4 T L—a E— RIIBITLET,

5. (config-if)# uplink-failover uplink-failover-group 2
(config-if)# exit
FXRNVTN—T10 %V v 7 EEOERMGICHE L ET,
Flo, KEITIEIHRET v TV I T2 ANFT—N—=T V=T 2IIKETH T & TH— R — hD
5y (0/15 ~ 0/24) ZPAZET D L HOREL TV ET,

6. (config)# uplink-failover partial-mode
oy N— b ALK AR E L £ 7,

12.6.3 7R— MBI HITEBEREDERE

[BREDRA > H]
SR EEE AR — F &Y IV REEORERIBICRE LET, &6, FA— MR L - T
P B A —FD, EFOR— M EAEIELNRELET,

[a< Y FICKBEERE]
SRR AR— 012 2V vV BEOHEL G RICRET D61 %2 L FICR LET, RN A =
T —FAEIE L TG, SNTEEEG AR — ~ 02 % VU 7 EOBEFMGICHRE L E T, KIC
YP—NEHER— R 0585 T v T Vv 72 A NA— = L DHAEMNRIT HREELITOET, &
BT — b BLHI R AR E L E T

1. (config)# spanning-tree disable
AN 7V ) =5 B LET, R LAY ) —RRIEIRRETHIIE, RREIFRET
R

2. (config)# interface gigabitethernet 0/2
R—=Hr02DA =YXy b ETz—RAL T4 7L —aE—RIBITLET,
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TyTYVoD T A IVA—IN—

3. (config-if)# uplink-failover uplink-failover-group 1
(config-ifH)# exit
=102 % ) VEECERMBICRELET, o, AOITIIREEZT v SV 7 T oA VA —
NN =T VICEET DL T, F—F02 %YV VI BREMIT v 7V 7 T oA VA== —
LB T oV — R AR — F A PAZEL £ T,

4. (config)# interface range gigabitethernet 0/5-8
R—R0B8DA—HF Ry "MV BT x—RAAL T 4 VL — g F— RIIBITLET,

5. (config-if-range)# uplink-failover-group 1
(config-ifH)# exit
R—=10B8%T v TV T2 ANF—N=T V=T 1TIZRELET,

6. (config)# uplink-failover port-control
W— b HNHI R AR E L E T,

(AU RIZKBERE (VO TTIF—23 0 E0HA)]
SR EREG AR — R 08, 04 2 AET 4 v 7 VI T TV F—varvel, £OF ¥ FALIT—7F
LAMERE A DEIT DG DB I TIORLET, AN AN 7Y Y —&E 1 LT D, R— K0/
3, VA BRI DT ¥ RNTN—T% ) 7 FEEOEIHRICREL T, RITH— A —k 0/
587 vV LI T2 A NA ==L DY I HENGICT DREEITVET, KEICHR— M
AL ERE 2 R E L £ 7,

1. (config)# spanning-tree disable
AR TN —FAZIE LET, T LAY U =03 BRI EIRIRREE TH L, RREFAET
T

2. (config)# interface range gigabitethernet 0/3-4
=108, 04 DA —HFy "V ZTx2—AAL T4 T L— g F— FIIBITLET,

3. (config-if-range)# channel-group 10 mode on
(config-if-range)# exit
R—=h0/3, 0M4%EBALZT 4 v 7= FOF ¥ 3N N—7F 10 IT&ELET,

4. (config)# interface port-channel 10
FXXNTN—=F 10 DA —H Ry "V BT z2—Rar T 4V L—aF— RIIBITLET,

5. (config-if)# uplink-failover uplink-failover-group 2
(config-ifH)# exit
Fx RNV ITN—T710 & ) v 7 BEOEHRMRITHRELET,
Flo, REITEMBET v TV I T2 A NF—N—T V=T 2ZRETHZ LT, FrRxNIN—"7
10DV IBEERICT v 7Y vy 7oA N — =T =T 21 & T DY — kiR — RS L &
7

6. (config)# interface range gigabitethernet 0/5-8
F—R058DA—HF Ry "y FTx—RARar 7 47— 3% — RIIBITLET,
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7. (config-if-range)# uplink-failover-group 1
(config-if)# exit
R—=P0B8%T v TV I TN —N—=T =T LITERELET,

8. (config)# uplink-failover port-control
N— N HLHIESRE AR E L E T
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127 ANL—I 3>

12.7.1 ERav>F—E
TV T2 AN —=R_"—DEHa~ L F—EE2ROFIRLET,

%£12-5 EBHavVF—E

avv Rk Bzl

show uplink-failover TSN T2 A NF—N—DEEREEEZFE T LET,

1272 7T )oH Tz IA—IN\—DIREEDFEER

TV T 2 A NG —N—DEHEIRREE show uplink-failover =~ R THRLET,
Uplink-failover Status T7 v 7'V 7 7 = A LA — 3—DOEEIRRE, Uplink Status THZR DI IR E 1
BEHAR— hoF v XL 7 —7 OREER L 1Y, SERDES Status TV — /il — hOREZ TG Tx %
j_‘o

12-5 show uplink-failover 3 < > FOER{THRE

@7 yTTY T ANF—N—REH
> show uplink-failover
Date 2007/02/22 22:34:06 UTC
Uplink-failover Status:On
Uplink Status
Port 0/2 :disable
ChGr 10 :up
SERDES Status:inactive
>

@7 yTY YT ANA—N—RKER
> show uplink-failover
Date 2007/02/22 22:34:06 UTC
Uplink-failover Status:Off
>

@ 57 AR — b BLALHEIEE e R E R
>show uplink-failover
Date 2007/10/29 11:33:51 UTC
Uplink-failover Status:On
Uplink Status
Port 0/2 :active up uplink-failover-group 1
ChGr 10 :up uplink-failover-group 2
SERDES Status:partial-mode
uplink-failover-group 1
interface Port 0/5 : active up

interface Port 0/14 : active up
uplink-failover-group 2

interface Port 0/15 : active up
interface Port 0/16 : active up

interface Port 0/24 : active up
>

@ R — | B HIEEERE R E
> show uplink-failover
Date 2007/10/29 11:33:51 UTC

Uplink-failover Status:On
Uplink Status
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Port 0/2 :active up
ChGr 10 :up

uplink-failover-group 1
uplink-failover-group 2

SERDES Status:port-control

uplink-failover-group
interface Port 0/5 :

interface Port 0/14 :
uplink-failover-group
interface Port 0/15 :
interface Port 0/16 :

interface Port 0/24 :
>

1
active

active
2

active
active

active

up
up

up
up

up

12.

TV T A T —N—

309



12. 7yT)o9 7ML F—N—

310



E58 v hbI—UDEFHRHICLDIESEHELHKEE

Ab—LarbrAO—IL

Ab—=barybua—3d 7T T 4 THRT L— Lk Bz il R 5 H
BETY, ZOETIX, A h—2Az br— VO L BIEFIEIZ OV TR
L/ij—o

13.1 fi#s

132 avI7449L—v3y
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13. R bk—LarbBE—)L

13.1 f#S

A\Y4

1311 R b—La2 FO—)LDOEE

LAY 2Ry FT—2TlE, Xy RT—ZRICAV—TBHEETDHE, 7r—RFXx AR T L—ARENRA
A > FETERRICFHFENAT, Ry U= B LU SR IC R RAM AT S 2 LT F
T, TOLIRBRIIT e —FXFYx A FRA =L LMETN, LAV 2Ry NU—7 TILRIT RTINS
RWEETY, v AT X A N7 L—AREHIRICHFENS AL TFF Y A A=A, Z=F v A 7
U— AR EHIRICFff SN D 2 =F v A MR M—ALFHIETH2HERH Y £77,

Fy = BLUOBSG SN~ DEBELMZ 512012, AL vFTTITvT A TRBET L —0h
WEDBEZFIRT AEEREN A h—A 2y hr—/L T,

AEEETE, A=V Ry MU FT7=2—RATEIZ, BEE LTI TZETLIRRKT L— 2% ET
X, TOMEBZ-7 L —2EREELET, BEORTE, 78 —FFX¥ A 7L—L4, vLFF¥ R b
Tl—Ah, 2=FX AT L—AD 3FEEDO T L— LA THENCEELET,

EIHIE, ZELEZ7L—2EPBEEZB 2756, TOFR— b EMHAELEZY, 7794 X—F T v T7n
TAyE—TEHIITEET,

A2 h—Abarie—LOEHa~vYy REb THA,

13.1.2 Rb—Lay bO—)LERBOIEEIE

312

(1) 2=F v X T L—LDHFKL

AEETIE, 2=F ¥ A A M—20KHE, 7L —LADREETHE 7L —LARRRVET, =%y R
FA F—20BHIE, ZETEHITXITOZ=F Y A M7 L—LDOHTITWET, 7L —2DFEIEL, MAC
7 RUVAT—TNWZFHE MAC 7 RUARBEEIN TNV RWEDIZ 7 T v T o v 7 &b =% v A 7
L= ARG T,

(2) R b—LOHRE EEEDRE

AEERET, 1BRICZE LTIV =28, av 747 b — g U TRESNT-BMEZEBL-L X, &
P2 RBAELZEHELET, AM—20RBELEHE, 1 EICZE L7 L— 2D BT Ok
BES 30 e =& &iT, A b—aNEE L= EHELET,

A M= BFEAERHIHR— FEAETIHEE, TOR—FTCET7L—22ZE L RDED, A—LD

EELRETERLI 2D ET, A N—LFERIR— FORAELRTE LILHEIE, Xy MY — 7 BEREE
7R EDOAILE LITHIOFETA b—o0B3EE L7 Z L 2R LTI EEN,



13. Rb—LavbA—)L

13.2 aAYvI749L—L3y

A h—bzarhro—LOary74lb—raravy R—E2ROFITRLET,

£13-1 avI749L—Yaravrk—

av U R4 £5BA
storm-control A bh—barviue—LOBEERELET, £, A F—2ZRHELEGAOEEEZRETCEET,

13.22 R b—La bFO—ILDETFE

@ JO—FXxv X 7 L—LOIMF
Ta— K%y A MR M=LEPIETHEDINEL, A =P Ry MU FT2—ATEZETHTa— FEy
ART7 LU —LEEBEE L TRELET, 7B~F%¥XF7V~AVM ARP /7 v R CiEfEIC
WERT L — LB B ENDLIOT, BEICITEEERA T 7L —2HEZE L TRRObLLEERELE
7T

@ JIILFF¥R LT L—LOIH
VNLF XX A RNRA N —LEHIETHEZOCE, 41—y MUV F T 2—ATRETEHALTI X AL
TL—2EEREE L THRELET, wATFHFXY A RTL—LAIZE, IPVASLVTFHFY X Iy b,
IPv6 vV FF ¥ X hXF > b, OSPF N7y N EORIH T > Mo PBEICHLER 7 L—AbEE
N30T, BEIZEEFERT2 7L —2%2E5EB L CRROLIEERELET,

@ 1-—FvRLRF—LOHIH
=% Y A RNRAM=L2EBIETHOITE, /=Ry MM F 72— ATZETLHZ=F Y A 7
U— 2 BEABEE LCRELET, MEIITEFHERTL 7 L —2HE BB L CRBOH DMEEHREL
S
7B, REETHE, 2=y A N7 L—20RMHICE, ZETIHIEI=F YA M7 L—2HEHHLE
TH, PHEETICRERET LT L — AM,MACTFVXT—fw_m%MAC7FVZWWﬁéﬂTw
RNWEDIZT I T 4o T ENb2 =% A N7 L— AR RHETT, IR b—ARHEOBIEIC

R— N OREEZBRET 2551, BHEATL7 L —LTA =2 ERERNES, BEOREIC
BHaRBOHHMEE LTSN,

@ X b— LIRHEOEME
AR—LERHLIEZEEOREBOBELRELE T, F— hOHE, 7714 X—k 7 v TOEE,
0/ Ay—YOHNE, R— L ICHAGDE TRIRTEET,

o R— FDPAZE
A M—LERHLIEEE, ZOFR— M% inactive IRKEEIZLET, A M—2PEELEZHE, HOZED
A— F % active IKEEIZET7ITIE, activate 2~ REFHLE T,

o ITAN—K Ty T DEEF
ARN—LERBLIZEEBLOR M—2DREARELIZEE, T4 X—F Ty T 2EELTHE
MLET,

s BV RAyE—UDHA
APN—LERHLIEEEBIVCR M—LDRELZRILIZEE, B Ay E—U2 N L THEELE
I, 7272L, R— bOHEREDO A v — I TH I LET,

[BREDRA > +]

BRECEAA X T 2—AFA =V Fy bV H T =2 —ATT,
ARN—ANRRELTLE, F—FEHELET,
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[37 Y RIZKBERE]

1. (config)# interface gigabitethernet 0/10

(config-if)# storm-control broadcast level pps 50
Tr— ¥y 2 b7 L—AOREEE 50 ICHRELET,

. (config-if)# storm-control mutlicast level pps 500

v ILFFy 2T L —LOBfE%E 500 IZRELET,

. (config-if)# storm-control unicast level pps 1000

2=F % A M7 L—AOMEE 1000 IZRELET,

. (config-if)# storm-control action inactivate

A h—AEBBH LT & X2, A— % inactive REEIC L E T,



IEEE802.3ah/UDLD

IEEES802.3ah/UDLD #fEix, K limVU v 7 EEAHBHE L, ZIUIftE) 1xy
KT — 7 EEDIAEZ TN HIET HHERE T,

ZOFE T, IEEE802.3ah/UDLD H§RE DR & BEHFIEIC O W TR L £
‘éﬁo

14.1 f#sH

142 avI749L—v3y

143 #AXRL—L 3>
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14.

IEEE802.3ah/UDLD

14.1 fEER

14.1.1 #B=E

UDLD (Uni-Directional Link Detection) & 1%, F 5V v 7 fEL B+ 28ETT,

RAEMY 7 BENRET DL, —HFOEETITERBIITEDINZENTET, b9 —FHOEETIIZE
IETXANEENTEXARVIREEICZRY, 7 ae NI L THEEVERKEL, Ry NV —7 FTCXESFER
BEENREALET, L<ALNTHAHIE LT, ARV TV Y —TCOL—F5AERL, UL I T 7Y F—
T aryTO7 Lb—MRRNFETONET, INbOEFX, R o7 EEZRE LICERICHEET S
A— K% inactivate T5 Z LIZ L > TRARIZHS Z ENTEET,

IEEE802.3ah (Ethernet in the First Mile) T slow 7' 2 k 2/LO—# & L THE ST Sz OAM
(Operations, Administration, and Maintenance) 7' & ~=/L (LLF, IEEE802.3ah/OAM & 7=°9) Tl
WIA Y 7 IRBEOEREZIT S 1291, §lfH 7 L — 2% AW CTERF ISR AR & BEEE O OAM RER
WMORHEITV, HPEBELOT7 L—LAOBENEEZHER T2 FRADNBRONTNET, AEETIT
IEEE802.3ah/OAM H&RE A IV TR 51 U o ZIRBEDBEHR 21TV, ZORERN L e WIEEIC A MY v
7 hEEEZ M9 5 520C UDLD #$EA EH L T\ E9,

F 7z, IEEE802.3ah/OAM 7' k =/L"ClX, Active E— K& Passive E— ROBEERH Y, Active E— N
M BHIE 7 L— A DEENBMG S, Passive E— FAITIE, H#7 L —22ZET5ETHE 7 L—
LORBFIEIATVEE A, ALZEE CTIT T HARFORE T IEEE802.3ah/OAM BEREA AN 2> TWT, &
A— R Passive € — R CHEI{EL £7°,

Ethernet 7 — 7 WV CERi SN FOEEMOFR— MZar 7 4 7 L—3 a2~ K efmoam active
udld ZRET 22 & T, MY 7 BEORBEEZITVWET, ELAFMY v/ REEEZRESED
7Z0l2iE, b o~ O¥EEMO R — kT IEEE802.3ah/OAM HERENN AN T 2 453 Y £, efmoam
activeudld =< RERE LA — MTRAMY 7 BEEZHRE LSS, %% T 58— % inactivate
T5 2 L THAEERMOR—FTH Y 7 0 it & h, 8k Sl 07 OEE T% 4 A — b T
HEEIELET,

14.1.2 HiHR— MMt

316

IEEES02.3ah/UDLD ##E T, DO FIIRT B Y IEEES02.3ah/OAM HéfE %A ¥ — b L CTWET,

% 14-1 |1EEE802.3ah/UDLD TH##HR— k9 % IEEE802.3ah OAMPDU

2% B HR—k
Information FAFLERIC OAM RIEE H A XET 5. O
Event Notification A FHEE|Z Link Event 0% & 2655 5, X
Variable Request FTFHEE I MIB 2843k 4 5, X
Variable Response gk &tz MIB %% %53 5, X
Loopback Control T2 1E D Loopback IRHE A HfH7 5, X
Organization Specific HEREYLAE X

(L) O : R—F X RFR—F



14. |EEE802.3ah/UDLD

14.1.3 |EEES802.3ah/UDLD NI EE1E

(1) 1EEE802.3ah/UDLD e % %7€ L I &/ (Z IEEES02.3ah/OAM #EE & HK— k
LEWEEFERLI-ES

— M7 A A T Tlix, IEEE802.3ah/OAM HEEECHEH T Al 7 L — A3k L =T A, ZO7®,

EECHROZENTET, a7 47— 3 a< 2 K efmoam active udld R EL7-AR— N TH S

my v r7EEEZHBRHLTLENET, IEEES02.3ah/UDLD #iEDEHIZ T FH A,

(2) IEEE802.3ah/UDLD ¥REZH/RTE L-EBRBICA T4 7aAUN—3 B EQOTHEE
EHRELEES

KDY v 2 RENTIB S NZBE1S, bR FTOU v 7 RIEZR HEIICEIRT LA WAST 4 7 20—
PAEERICEHRE LSS, EHEMTY V27RO TN E L E T, 20729, efmoam active udld
S RERE LR — F CHTREBERBEL CTOARVIRIEETH A HAY v Z7BEEEZBRIHLTLENET,
BT BB, WFOEBRCHEA L 2 0ERH Y, ERABEEC R 3, A0 v 7 REN Tk
SNTHAEIT, BIRFHOY > 7 REE ABICUINT 2 ED B D AT 4 T a v "= &AL T
é I/\O

(3) fth#td UDLD BEgE & DIEMICDLNT

UDLD HEREIZE N E A4 B A CHIEZ F2E L T 5720, AdE O IEEES02.3ah/UDLD H&HE
it E > UDLD #REDO M E B IX TE T8 A,
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14. |EEE802.3ah/UDLD

142 aA>I749L—23y

IEEE802.3ah/UDLD = 7 4 FL— g vavwy R—E2ROFITRLET,

£14-2 avI49L—>Y3ravrF—8

avr R4 Bl
efmoam active PELAR— b T IEEES802.3ah/OAM 482D active E— RIZ L E 7,
efmoam disable IEEE802.3ah/OAM F&AE & #E5h(C L £,
efmoam udld-detection-count REWY 7 EELT DO 2 EERELET,

14.2.2 |EEE802.3ah/UDLD M &E

(1) IEEE802.3ah/UDLD #EeD iR TE

[(BREDRA > ]
IEEE802.3ah/UDLD #fe 2 M3 2 121F, Jed45E 2K T IEEE802.3ah/OAM #REAZ A2 L TH
 ZEMMEETT, AIEE T TIHHMREORE T IEEES02.3ah/OAM HEEENH % & 72 > TV B R EE
(&R — b Passive E— ) T¥, ®kiZ, EBRIZHFMY 7 BEERIEEZ BESE20vR— Mokt
L, UDLD /85 A —# &ML 7= Active E— FOREL LE T,
Z Z T, gigabitethernet 0/1 T IEEE802.3ah/UDLD BfEZEMH St £ 7,

[37 Y FIZKBERE]

1. (config)# interface gigabitethernet 0/1
A—=h 01 DA =Y FXy MM ET2—RALT 4T —a = RIIBITLET,

2. (config-if)# efmoam active udld
R— bk 0/1 T IEEE802.3ah/OAM #%HED Active &— NEIEZTTV, F Y 7 FEdEmRHEEZ B
LT,

(2) RAAMY VOBEREN Y Y FORFE

[BREDRA > k]
R > 7 EED, HENLOERNZ A LT 0 L TR Y > 7 REEOHEREA T E 2 REEDS,
Wb BT IR T ERE L CRAE LGSR LET, OB R TR v 7 BEERBA Y R T,
BIGWY > 7 RAEIE, 1R 1 RIER L TWET,
Wl > 7 BEREA Y M EES 58, FEICH MY o7 EEREEL THLORET2ET
DR ZFRETE I, AmY v 7EERHEAI Y M a2 T5 eEEzRIMHT 5T,
MR OBENRH Y £, @, AREILETILETDHY A,
HmY) o 7 EERENGRITE TOBLZORRZKITRLET, 22d, KK 10% OfAENRELE
B

5+ (WM Y »7EEmt o ) ]

(392 RICKBERFE]

1. (config)# efmoam udld-detection-count 60
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HHFIEY > 7 EERE & 5120 DTN OGS A 27 U AR Z 60 [RIEE L £,
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14

IEEE802.3ah/UDLD

143 AAXNL—I 3>

14.3.1 ERav>F—E

IEEE802.3ah/OAM #fEDEH o~ R —E A2 RDEITRLET,

% 143 ERAavTYF—

avrR4E HL]
show efmoam IEEE802.3ah/OAM O EFEHI LUK — N OREFREERLET,
show efmoam statistics IEEE802.3ah/OAM (2B ¥ D HE @M EZ R L E 7,
clear efmoam statistics IEEE802.3ah/OAM (2B ¥ o #iaHE#@Z 7 U 7 LE T,
restart efmoam IEEE802.3ah/OAM 7' 10 /' A% s L £ 7,
dump protocols efmoam IEEE802.3ah/OAM 7' 7' A TERIRL TWAFEMA <> b b L—RE#

BLOHET -7 tEwe 7 7 A V~HAOLET,

14.3.2 |EEES802.3ah/OAM &R D F =

320

IEEE802.3ah/OAM & DO ERIL, #EH =2~ K show efmoam TIT\ E 7, show efmoam =~ > FiX
IEEE802.3ah/OAM O EEH & active E— RITFRE IN7=H— b @fﬁ%&%?\?ﬂ“ L¥7, show efmoam
detail =~ > N, active E— NIZEREINTA— Mz, FHTFHEEZEHL TV 5 passive E— KD

O HEFRRLET, F72, show efmoam statistics =~ > ]\ 1%, IEEE802.3ah/OAM 7' & | =
zv@ﬁﬁ'fa iz z, IEEE802.3ah/UDLD #§gE THiH L 7-EFRMAZFR L £ 7,

14-1 show efmoam O <> KOETHE

> show efmoam

Date 2006/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

0/1 Up detection * 0012.e298.dc20
0/2 Down active unknown

0/4 Down(uni-link) detection unknown

>

B 14-2 show efmoam detail 37 >~ KOETHR

> show efmoam detail

Date 2006/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

0/1 Up detection * 0012.e298.dc20
0/2 Down active unknown

0/3 Up passive 0012.e298.7478
0/4 Down(uni-link) detection unknown

>



14. |EEE802.3ah/UDLD

14-3 show efmoam statistics 37 > FOETHE

> show efmoam statistics
Date 2006/10/02 23:59:59 UTC
Port 0/1 [detection]

OAMPDUs tTx = 295 Rx = 295
Invalid = 0 Unrecogn.= 0

TLVs Invalid = 0 Unrecogn.= 0

Info TLV :Tx_Local = 190 Tx_Remote= 105 Rx_Remote= 187
Timeout = 3 Invalid = 0 Unstable = 0

Inactivate:TLV = 0 Timeout = 0

Port 0/2 [active]

OAMPDUs tTx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0

TLVs zInvalid = 0 Unrecogn.= 0

Info TLV :Tx_Local = 100 Tx_Remote= 100 Rx_Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0

Inactivate:TLV = 0 Timeout = 0

Port 0/3 [passive]

OAMPDUs tTx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0

TLVs sInvalid = 0 Unrecogn.= 0

Info TLV :Tx Local = 0 Tx_Remote= 100 Rx_Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0

Inactivate:TLV = 0 Timeout = 0
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L2 JL— T840

L2 V—T7HigeElx, L1 Y23y NU—7 CTA—TEELHRML, V—7
DJRK & 72 2 77— k% inactive IRRBIZT 5 Z & T —TREFZMHH T 2568
<7,

ZORETIE, L2 V—7HREBERE DML & BETIEIC OV TR L £,

15.1 fi#s

152 avI7449L—v3y

153 #AARL—v 3y
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15. L2 )L—TH

15.1 f#:R

15.1.1 #=E
LAY 2%y NU—7TiE, *v NT—7RNICV—TEENEAETD L, MACT RLAEENLELR
<pole V), HEIZARDBEI 72D LTIEFRRBENTERVIRIEBIZZR D £, 20 L9 RIRIE% [FEE
500 Tr hanr e LT, AR=27Y U —= Ring Protocol 72 E23& 0 £9°28, L2 b— 7 ankse
X, —EMicENL e Fa L EEESECWSaT ry hU—7 Tidel, TEEELTWRNWT 7 &
Ay U= TON—TEEZ BT HHETT,

L2 L — 7 HakgaElx, BEE CL—7EELZRM LGS, MAL7ZA— % inactive JREEICT 5 Z &
T, BRI ERoTWDHEFTEZ Ry NI =270 EEL, Xy MY =7 2RIV —TREENE LK L&
I LET,

N—TREEDIARNRYE — L BROKIIR L ET,
K 15-1 IL—TEEOEARANNZ—

A7 Ry FI—4 ARNZ Y ) —75 £ TIL—TEEFEHIE

BS320 _ BS320
=1 é )
TL—F TL—F
BS320 83320
f‘ii—"»,-E el
—fl__:
| I
‘\.
83326-_“__.. HHEEHEE"
—5 [
.:{f—g l
f
ZK
TRy FI—4 L2)L— TS RETIL— T E L AT EE
(R -—--: BBl L f-mE
SL—JmiEn

¥ - FOws ke

IW—TEED/Z2— 4l
1. BIECEBRZBRERE L, L—FEENEEL TV,
2, 3. HMEEND FMOARMEE E/ITL2 A1 v F CHEBRZ AR L, V—FEENEE L TWD,
4, TAEEECEREZBRBEHIL, a7 3y NI =7 1Zbl b —TEENBE L TN D,

L2 —7RFREIT, T & 9 722 AERE TORMER-OMISE TOMBHR e L, SESERGHTTOL—T
fEEZRATEET,
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15. L2 )L—7#50

15.1.2 E{E{EHR
L2 V—TRESEETCIE, a2 74 7L —var THELLEAR— N WEFR— NEZFT v 1V 7 —)
MO L2 NV—7HRAHADO L2 Hf 7 L—2a QL2 V—THm7 L—2) ZEHNICHEELET, L2 V—T/H
HHBSREN A D2 R— F CEFDO L2 V— TR 7 L— L5 Z[E LA, L—TEELHE L, ZELE
AN— b FEZITEE LA — b & inactive JREEIZ L F T,
inactive JRAED KR — M, NW—T7FEEDOFINZ R ZIGEH 2~ FTactive IREEIC L E9, £7-, HE
BIHEEZ R E L TR, BEIMYIC active IRIEIZ TE 97,

(1) L2 L—THREEeeDR— ER|
L2 V—T7iatgre Tl AT 2 R — oM AR OFRITR L E T,
%= 15-1 R— +FERI
&5l HERE
WRAEEFPAZER— » o N—TERANT HEDD L2 NL—THRAM 7 L — A EEELET,

o N—TREERANL, ERAREFRRL, Y%A — b E
inactive JKEEIZ L E T,

BAEFEAR— R o N—TFERANTHEODL2NL—THM T L— L EFELET,
o —TFREERAINT, EHE 7 %2F7F UET, inactive IREEIC
IFLEEA,
AR — b o N—TERMTHI-DD L2 V—T AT L—ATEE L EY
(a7 4 7 v—3 a9 VEIREE) Ao
o —TIEERMEFL, EHAn 7 2FRLE T, inactive IRHEIC
FLETA,
TRA AR — b o AEEOR IR — b T, V—TZHMT 57200 L2 L—
TRET L — AOREFON— T EERNE LEE A,
Ty 7Y R— b o N—TFEBATHIEODL2NL—THE T L—AMIHELEY
oo

o N—TREERIIE, BEILAR— T, HEFEILOR— MERIZ
o= EE LET, HlxiE, BEILHRAEEHESR— T
biux, EHr 7 E2EK R, #ELA— % inactive IRFEIC L
7,

(2) L2 IL—TBHMIL—LDFEER— FZDUWT

L2 V=717 L— A0, WBREEFA%ER— b ERIEEAR— MIFTE L T 53X To VLAN 225,
BELEERHRTERELET, ABETHETEIRAT L—2 I E-T T, ThEBX57
L— A3 ELEFA, 7L—L 2R ETE R o7-R— L VLAN TliE, L—7FEEA R TR A
DVET, TORD, ERETEXDIRKT L—25T, WEEEICHES TREL TSI, FMICO>WT,
~=aT )N [avr e 7 b—varHA KVoll 3. IUAESMN] 22U T EEN,

(3) IW—TEEDEMAE ER— k% inactive IKREICT H&H

HIEENOEE L L2V —7RE 7 L—2 2 ZE LIS, A— N2 EHEHLEL, 2747
L—ya U CRIE L L2 b—T a7 L— A2 G5 (a1 cET 5L, %4 THF8— 1%
inactive IKEE (BRAILEPAZEAR— F2T) (L ET,

15.1.3 @A
12 V—7FRage @A LRy N — A2 R LUET,
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L2 JL— 750

K 15-2 L2 )L—THRAgEEEZERLE=®Y O —U R

Q73w kI7—4 RN W) —5 £ T)L— JEENLLE
BS320 BS32

th=11
FL—F J

d 4.

FOEARY FT—4 L2)L— TR EETIL — TEEINL
(RLBI) -——-: BFL LA L EEEEFER— b
1) ik o} BELEEA—
¥ o FOvoRiE T ) s R—k

(1) BAEEFAER— ~DER

L2 V— 7 HRAESEE C— RIS E T 5 R — MR CTd, AEC, D, E TRT XL, FAMOR—
WRELTELZET, 1, 2, 3DX 5 R FAMNORBEHGIZ L5 — T REICHIGLET,

(2) BAEER— bDEA

N—TBREOW LFHHZ R T 2720120, TE L7200 TOEE CABEZEESE21E ) BEHT
., AHEE C LAEEE DL HICTEBRTER L TOWAEAID, 2. DX 9 REBEE CAERE CHloR—
% inactive IRHEIZT D &, AREEE OL—TEELBERELR2NWT X TOMEKT ARy MU —27 ~OtEfE
BTERL RV ET, 20D, LV FitLedAREEE TL2 V— AR LZEIESE 5 Z & 2 HE5E
LET,

ek, ZOYAENE, AEE CROFR— MIIRAEFR—F2RELTBEET, ZOREICEL-T, E
WOE AR IAMEE E CL—FEEARE LETE, AEEE TL2 L—FHRAKEEDORERY & TL—
TREEZRMTE RN E X203, AEE C TL—7HELZRE (inactive IREEIZITR B 2) TEET,

3) 7TV HR—+bDEH

FER Y P = IR > TNWBR—bERIEaT7 Ry NI —J IR TAR— P THRELET, 20O
FEIWZE ST, 4. DX )RR L o256, HE C OXEFLAR— M2 inactive IRREIZ /2 D72, a7
Fv NI =7 ~O¥ER R TEET,



15. L2 )L—7#50

15.1.4 L2 )L—JHRAERKFDIESIE

(1) 7B k3 JL VLAN 4> MAC VLAN TOEMEIZDLNT

L2 v—7 ks~ L— ik, ME 7 4 —~ v F® Untagged 7 L— A T4, 7o b2 /LiR— 2 MAC R—
rClE, 247 47 VLAN & L CHztENEd, D=, 7a k=L VLAN £ MAC VLAN CThD/L—
TREEIRIMTEEEA,

(2) Tag ZEHEEEFERBEOEEIZDOLNT

AAEE D Tag BHAR— M BEE LIz L2 V—T W7 L — L% Tag BHi% O VLAN TZIE LI254A,
—FREE LR LY, £/, fhAEE T Tag B M S CAMEE ORI O VLAN & LT L2 L—7Hm~
L BB E LT E b — T LW L%

(3) L2 L—THRAEEDHEREIZCDOINT

AMERERFE T 25812, F—%y hU—27NIZ L2 V—7RBEARY R — kD AX6700S, AX6300S % &
(Ver.10.7 L V@l Z#EELI-LE, FOEEBTL—THM 7 L —L52ZETHE T L —LE2REELET,
FDm, FOWEEZEGHREKE TL—TEENREL THRATEXEREA,

327



15. L2 )L—TH

152 aAYvI7«449L—L3ay

1521 avI7449L—>3>av>r k—

L2 V—THaoar 747 —yaravy R—EE2ROFITRLET,

#®15-2 avI49L—Yaravrk—

av U k% B

loop-detection L2 V— 7 RAERE COR— MERIZHE L £,

loop-detection auto-restore-time inactive IRABIZ L7=A— k& BEHIIIC active (RABIC T 5 £ CTOREM ZFP BT
THRELET,

loop-detection enable L2 V— TSR A A LE 1,

loop-detection hold-time inactive REEICT 5 ETO L2 LV —THH 7 L — LSZZH O RFFREH 2 7 B
L CHELET,

loop-detection interval-time 12 V—T7HH7 L — L DOEEMBERELET,

loop-detection threshold A— b % inactive IRREIZ T2 E TO L2 V—TRIM 7 L — L EHEREL
£7,

15.2.2 L2 )L—THREDHETE

L2 V—T AR AR ET 2 FIHEZRICR LET, 2T, ROKIRTARERE C O ERZ R LE
7,

R—=F01BLIVC21FaTxy hT—27 L8 L TWEED, T 7V v 7 R—b2RELET, A—
FOBEBECNVA T TIIEEEEREL WA, MAEEHAER—- 2R ELET,

X 15-3 L2 JL—THRE DR EH

a7y bI—% RN T ) I ET)L— FEEML
BS320 BS320
F=1 Igt g ?—N
FlL—F Flo—F
BS320 E __ BS320
7'1 —“r & E 7?; - *F.
0/3 B0 & -
HEREERE" AARRRER"
—_— by = — =

Am) X - TJoveske ) maxemEt—r O ruTussm—r
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15. L2 )L—7#50

(1) L2 L—THRAEEEDHRT

[REDRA > k]
L2 V—TRAgRED 2> 7 4 L — 3 T, BEERTHERREAEIICTIRE L, EREICL2
N—TTEEZBRANMLTZWVAR— R ERETHLERH Y F9,

[37 Y RIZKBERE]

1. (config)# loop-detection enable
ALLE T L2 V— 7 AEE 2 A LET,

2. (config)# interface range gigabitethernet 0/1-2
(config-if-range)# loop-detection uplink-port
(config-if-range)# exit
R—F0LBLRV02ET v TV 7R—FMIRELET, ZOREICE>T, K—F0/1FBLT0/2
TL2 V=TT L— L2 %&%E LIcHE, BEIHR— Mk L CEREIROR— MEFNIZIE - 7B fEE
LET,

3. (config)# interface range gigabitethernet 0/3-4
(config-if-range)# loop-detection send-inact-port
(config-if-range)# exit
A= 1 0/3 B LV 0/4 Z AR EMZER— MCRELET, ZORECEI-T, A=K 03B LTV 0/4
TL2V—TRm7 L—2&2#E L, £/, AR— M TA—TEERAMIEL, AKR— % inactive IKHE
WZLET,

(2) L2 IL—TBHM T L—LOEERRDOHRTE

[BREDKRA > K]
L2 V—TF 7 L— A DR REEL— P 2B 7 L— I E LEYA, 7L —LZEETER
Mo fzAR— MR VLAN Tif, W—7REEAZRIMTE R R0 7, L2 V—THRE7 L — LD K%
FBr— 2205601, EEHERBEZERELRKEFEL— MIREL LT HHLERDHY 7,
[a7 Y FIZkBEE]
1. (config)# loop-detection interval-time 60
L2 V—7Fa 7 L — A DOEEREEZ 60 IR ELET,

(3) inactive JREEIZT B EHDETE

[BREDRA > k]
WL, 1[EOL—FFEEORAT inactive IREEIC L E9, ZOHA, FIHE (1E) oFFEM
TEFET, L»L, BEEM721—7C inactive IRREIZ L7= < 72 WAL, inactive JREEIZT B F T
DI2N—TRHMT7 L — A EREHZETXET,

[A7 Y RIZKBHE]

1. (config)# loop-detection threshold 100
L2 V—T 7 L— 2% 100 [EI52{59 % Z & Tinactive KREEIZT B L5 IR EL 7

2. (config)# loop-detection hold-time 60
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15. L2 )L—TH

L2 V=77 L — L ik IAE LT b O 5 8% 60 BIRFFT 5 L5 ICRELET,

(4) BEERFRFDOEKRE

[BREDRA > K]
inactive IREEIZ L7 — k& HEIEYIZ active IRIEIZ L7=WIGAICRE L E9,

(37> FIZ&kBEE]
1. (config)# loop-detection auto-restore-time 300
300 #1212, inactive RFEIC L7oAR— &2 BEHIIIC active IRIEICRETaEZ LE T,

330



15.

153 AAXL—I 3>

L2 JL— T#5N

15.3.1 ERav>F—E&

L2 v—TEmoEH 2~ R—E2ROFITTRLET,

% 153 ERAavYUF—E

oY R4A R EA
show loop-detection L2 V—TRRaERER R LET,
show loop-detection statistics L2 V—T Ao ERE R R LET,
show loop-detection logging L2 V—TkHEon ZSiERaEFR R LET,
clear loop-detection statistics L2 V—THmosEHEREZ 27 VT LET,
clear loop-detection logging L2 V—TFHEon ZSiERE 7 V7 LET,
restart loop-detection L2 V—TRm7 e T AEFEs L ET,
dump protocols loop-detection L2 V=T RO X v TIEHRE 7 7 A N~HTTLET,

15.3.2 L2 JL—TIRBEDFER

show loop-detection =~ R T L2 /L—FHAIORE L EIRELFER TE £,

L2 V=77 L—LDREL— IR REZE LT, 7L—b% X ETERVR— R0V EFERT

& ¥, VLAN Port Counts ¢ Configuration »3 Capacity Z#8 2 TR WEAIZREH V A,

N—T7REEIZ X - T inactive IRHE & 72 > TV B3R — X Port Information @ Status CHER TE £,

15-4 L2 )L— TR D1ESR

> show loop-detection
Date 2008/04/21 12:10:10 UTC

Interval Time :10
Output Rate :30pps
Threshold b

Hold Time sinfinity

Auto Restore Time T-
VLAN Port Counts

Configuration :103 Capacity =300
Port Information
Port Status Type DetectCnt RestoringTimer SourcePort
0/1 Up send-inact 0 - -
0/2 Down send-inact 0 - -
0/3 Up send 0 -
0/4 Up exception 0 - -
0/5 Down(loop) send-inact 1 - CH:32(V)
CH:1 Up trap 0 - -
CH:32 Up uplink - - 0/5

Vlan

100
100
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F6m VE—FRYyFI—VEHE

SNMP R L=y hJ—0 8

H

ZOBETIEIALEBED SNMP =— 3 = > MERRIZHOW TR — MEEER O
Wit L E£9,

16.1 figsk

162 avo2«49L—v3y

163 AXRXL—> 3y
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16. SNMP L=y -V EHE

A\Y4

16.1 f#S

16.1.1 SNMP #%:q

1) *ybI7—YEH

Xy NI =7 VAT LAOBRBRECHREEZHERFT 27201001, RERRy NI — 7 FEPRLETT,
SNMP (simple network management protocol) 1ZZESUEHED Ry NU—27 FH T 1w f 2,1 TF, SNMP
EHR—FLTWARY N — VBT AN~V TFROX — 3y NU— 7 2EBTXxF4, B
WAL L TEHT 5% — % SNMP T r—D v, FHINL[OR Y MU — 7% SNMP T—2 <
VhEVWWET, Ry MU= EROPEEZROKITRLET,

16-1 F*v bO—UEEOHE

FEE
Z{EM ={ER

CREWE G REAE JH—&E T || RERE T A
Er=ralt ¥ e :
| = i i ! :
:MAC?FH:L_';F:: 2 VL m] [ :
ovzgE (Y] 77 |Lloo—| | % | 27 A EME N EI IR SN
=54 [ ﬁi& Tl I EREE A nndC el na T
! Ty EST | 1 el (23! !

S TF—=1 L 1 b P! :
| Tz ¥ ] L |
1 1 I: \ N b 1
I i 1I 1 L L1 1 ]
(S I S N R I () (Y SO y L.

mﬁq)[]; COMTHET S IOy

(2) SNMP T— x> hi#gE

AEEED SNMP =— = & M, Xy bU—7 EOEBEBNTICHAAENTZT 77T LA TT, EENOWE
WA SNMP < 32—V ¥ ([ZIRIT 2EEN H W 9, HEENICH 2 KM #HR %2 MIB (Management
Information Base) &MFUNET, SNMP v 3 —U v (%, EEOFHRMAZRY L THRSE - MLL, Ry b
U—BHRETOTODORFEERE Ry N FEFIRIET S5 Y 7 by =27 T, MIB BSOH#] % ¥k
DOEINTRLET,

334
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16-2 MIB B3 D1l
FEE

[swpr—oz>k | SNMP = % — <
_ XxXDERET S
 xOERITyy TS

AMEREOEM o~ FITIIMIBIE8HRAFRT 57200 SNMP o> F2AHV £94, Zoa<wr N, H
EEBLIOY E— FMEEO SNMP = —2 = ho MIB # %= LE T,

PC/WS

AZEETIX, SNMPvl (RFC1157), SNMPv2C (RFC1901), X U'SNMPv3 (RFC3410) % ¥ 7H— k
LTWET, SNMP v x—Y ¥ &2 LTy N —27BHA1T 98541, SNMPvl, SNMPv2C, £7-
IX SNMPv3 7’1 b 2L T LT Z&W, 72238, SNMPvl, SNMPv2C, SNMPv3 % £ EH[RFC
AT b TEET,

72, SNMPx—V = MI bS5 v T (Trap) EMEHEN S A X bl (BICEEREOERZRE) e
BV FET, SNMPv32—U v L, N7y 7a%EF3T 52 L CEMMICEEOIRBEMAER LRI TH
TAbZMBDZEMTEET, 270, FT7 v 7T UDP Z2H L CWbH7-8, EEN S SNMP ~ 13— v
kT8 Ty FTORERBN TEETA, TOED, vy U= OEERSICL-T, M7 v TR~
F—=VXICBFELLRVWRERDHYET, Ty TORERORKIITRLET,

16-3 +Z v TDfH
REE

\;\ *l%‘(* |SNHPI—“‘/’:‘/I~ |
.

AEEED SNMP 7' h 2 /WE IPvE IZxH L TWET, a7 0 7 L—3 a3 VICERE L7 SNMP < ¢ —
PyDIPT FLAICL ST, IPva £7213IPv6 7 FLARHRE SN TS SNMP < % —2 % /250 MIB
FRL, SNMP v 32—V % ~D b7 v 7EENTE LT, IPv4/IPv6 SNMP ~ 3 — v )35 D MIB #k
EIRE OB EROBKIR LET,
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336

16-4 IPv4/IPv6 SNMP ¥ r— 2 v M5 M MIB 3K & & D15l

IPvADSNMP 7 L — L2 & HMIBER

-
-

IPvA@DSNMP 7 L — L2 & BNIBREE

FEE

[swpz—o x>t | - SNHP 2 S

PC/WS

CEY FI=9 D quperesr

IPv6DSNMP 7 Lo — L2 & HMIBER

-
-

IPv6DSNMP 7 Lo — L1 J:%)MIBIE%‘ =g

(3) SNMPv3

SNMPv3 i% SNMPv2C £ TOSKAEICNZ T, FHY X2V 7 BENNECRbSnThET, 1 v
U —7 E&WEID SNMP X7y N EFRGFE - BBk T 52 812k >T, SNMPv2C Th=aIa=7 14
L SNMP ~%x—Y ¥ DIP 7 RLADKMAELEIZL D22 )T A HEETIXERTE o7z, KIHE,
BROTEL, wSA, BELREDOFRY MU= EOBBRIS SNMP /7w h&ESFLZENTEET,

(@ SNMPTY T 1T+«

SNMPv3 TiE, SNMP v —Y ¥ BLUNSNMP =—Y = & ISNMP =7 47 1| EBHLET,
A4EE D SNMPv3 iX, SNMP =— Y = MY $ 25 SNMP =7 4 7 Z ¥R — F LTWET,

(b) SNMPTY DY

SNMP = o V388G, BIXOWEL LA v —DREZEELEHA TVl v~ T 7 A OT-D
DY —C 2R LET, SNMP =5 45 ¢ &1T 15t 1 OB T, SNMP =2 u0%, R—E8 K
AALVHNTZ=—27 SNMP = IDIZ X VBl &SN £,

(c) A—HFHAE TS A/ —HEe

SNMPv1, SNMPv2C THO = 2 =F 4 %IT X DFFEICH LT, SNMPv3 Tl —HRIEEITVET,
F 72, SNMPv1l, SNMPv2C \ZiX72 o727 T A N —iEE (5L, #E=51) H SNMPv3 THAR— K
éi’b'@/‘i@“ L ‘]j-mouEk7 7/],/\/‘_‘% j: :L”—'H_ELL \—E&Hﬂ;f%i#o

ARE T, 2—VRHET e baLt LTRO - >7 e baLzPdR— b LTHET,

o« HMAC-MD5-96 (A v & —UF A P2 A T ATY ALEMALERIET 0 Fat, 1288y hOZA
TVxAMDYL, BAID 96 By MEEHT D, BB 16 47T v )

o« HMAC-SHA-96 (SHA A vt —VH A P2 A T AU R0 MH LRGS0 h=b, 160 By b
DSHA XA VA DI L, BAID 6 ¥y FaMHT S, WEEIL204 7T > )

FIANY—Ta bab L TROTa halzZdR— kL THWET,

« CBC-DES (Cipher Block Chaining - Data Encryption Standard, 3t@#ERE7 /13 XA THD
DES (56 v’ hE) %, CBCE— FCHMAICLEK {7 v Fan)



16. SNMP ZfERL=Fvy FT—J EE

(d) MIBEax—IZkBT7Y &l

SNMPv3 T, =—VHIZ, 77/ EATELMIBA 7Y =7 hofESGE#RETEET, ZOMIBAY
Pz bOESEMIB Ea—EIPONET, MIBE=2—(%, MIBOA 7Y =2 FIDOY Y —%2%£7
Ea—H7 YV —%28E0T5Z itk TREEINET, ENTHHIL, Ca—WP TV —T0012
included (MIB &' =—{Z&Tp), F7ziX excluded (MIB B = —2 L4404 %) Z@®IRTXE£9, MIB
= —%, =—WHIZ, Read B'=—, Write E'=—, Notify E=—& L THETEET,

WIZ, MIB E=—DflZRrLET, MIB E=—1F, (X 16-5 MIB t=—0fl] (ZR"F X 57 MIB >~
J—D—#ThHErMIBY 7Y —%2F L THRELET, 7 Vx7 FID1.1.2.1.21F, 7V —
1L121IKEENHDT, MIBE2—AT7Y7EATEEd, LL, #7V=27 FID1.2.11E, &H5
OV TV IV —IZHEENRNDOT, TI7RVATEERA, 2, £7V=7 FID1.1.2.1.2.1.41%, 7>
V—112121 82— ANLBRAINTNDLOT 7 EATEEE A,

16-5 MIB E 2 —® %4l

HIyy—
1.1.2.1

MIB Ex—A

aAvI745L—Y 3V ORE

ViewA 1.1.2.1 included
1.3.3.4 included
1.1.2.1.2.1 excluded

16.1.2 MIB #s5

TEENEH L, SNMP ~ 32— v 2#fik4 2% MIB 1%, RFC THESN/-bD L, HEWEOBAFE N Z—N
MAICHAETHEHRO 2 FEH H Y £9,

RFC THUE 4172 MIB #4248 MIB & FFOVE T, R4 MIB I3HEIL STV D T2 DR IHERONE D7
EHEVHY FHA, BEOHBENVZ—PMBICHET S MIB 2 7354 X—k MIB &I, 3E@EIC
Lo THENERYET, 727°L, MIBOANL—3 3y (F@RORN - HERY) 1%, E¥EMIB, 7
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7ELZA &S &S MIBI& 3
EEID CHEEOEMID GAEMIB-IIDsys0bject I DDEMNBEENB)
I—Cz2 P RLA: RSy THEELEEBOIPZFLR
Sy TES C FSyTORER ERTBIES
HERNS v ITHES RSV TBEORRET AHOES
F c by THRE LR (EENEE L TH S 0RIBEM)
BA:EM | BiE R MRSy FIZEET HMIBIER

16.1.6 RMON MIB

RMON (Remote Network Monitoring) &%, + —H% % v MEFHERZTRMT 28808, IUE L= HEHE®R
DHEETF = 7 EBToTANRY NEREIE LM, Ty MaXx 7Ty TR EE2FbET, 2
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350

@ RMON (X RFC1757 THIE SN TWET,

RMON MIB @ 5 %, statistics, history, alarm, event D% 27 /L —7IZOWTHELEFHHL 7,

(1) statistics ZJL—F

BERMROY TRy RT =220 TO, ERNRRFEREZNELET, #lxiE, V7 xy hy—2oH
Oy bE, 7a—REXXx A STy hO LS REHEI LDy MY, CRC=F—, a2 vay

T =l YO T — e & T, statistics FV—TEMEH L, YT Ry NT—T D RNT T 4w ZIRPLSOME
MkEEZR COMEHERAEBRSG TE E T,

(2) history Z)L—7
statistics 7 /L —7 CUIUET HIER L IFIER UHFHEHRZ V> 7V 7L, KEEHRE L TRRECEET,

history 2 /L—7IZI% historyControlTable &\ 9 #lffl7—7 /L &, etherHistoryTable &5 F— % 7 —
TN H Y £9, historyControlTable iF4 7V » Z M ECKEEFLERIL DK E & 1T 9 72D MIB T,

etherHistoryTable (%, ¥ 7'V > 7 UIz#EaHEHR O REERL GO MIB T3, history 7 /b—71%, —EWH
MOMEEREFEBENTHRFEL TCWET, 207, SNMP v 32— ¥ 72 EREMICA—D 7 LTH
FHERZINET DD LB LT, Xy N =2 IZAMENT 2 2 &L, i Lz —EHM OREHE
WMERSTEET,

(3) alarm ' )L—7

B &35 MIBOF = v 7 [k, BEAREE2FELT, £0O MIBBBIMEICELZ L 2o 7 &5tk
L72Y, SNMP~%—Y %I b T v P& ITLEDTHZ L 24RET 5 MIB T,

Z?alarm Z—70%, BlZIE, VU A ALE L TRELEZ S OMD D Iz, X7y hEERY ZI1ET
EWVIHIREEN 10 B B L7zt Zicue 72 NE LY, SNMP ~3x—Y I N T v 7 & IT LD T
EFEJ, Zoalarm VN —TEFEHT D E XL, event FNA—THLRET HLENRH Y 7,

(4) event ' IL—T

event 7 /L —7 21T alarm 7V — 7 TRE L7- MIB ORfEZ# B 2 7- & Z OEIfEZ 5T T 5 eventTable 7
N—"7"MIB L BEZB 2 7= & ZZu 7 %58k 5 logTable 7 /v —7" MIB 8% ¥ ¥ 9,

eventTable 7' /L —7" MIB 1%, BIfEICZE L& Cn V2T 200, SNMP~Xx—Y Y Il T v 7%
HITT 200, EIIZOW ST T 20M0H LRWNERET 57290 MIB TY,

logTable 7 /L —=7 MIB %, eventTable 7 /L —7 MIB Tnr 7 Otz E Lz & 12, EENICr /%
FELET, EENOr 7O NV EHIZRES>TWVWDEDT, =2 M) 24— _—L7=5E, friLve s
HROBIMZE T, Hom ZFERNHES R TOE 7, EHAIC SNMP v *— ¥ v IZRisk A it L 72
WE, HIORZPEENTLE Y ARERSH D ETOTHEREL TS ZEN,
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16.2 aAYvI749L—L3ay

1621 aAYI«4JL—3arvavrk—
SNMP/RMON 2+ 5ar 74— aravy RF—EE2ROKITRLET,

#£16-3 avI49L—Yaravrk—

aTUR% B

hostname ABEEDOFRA NMHERELET, AFZEIXRFC1213 @ sysName (2% L
£7,

rmon alarm RMON (RFC1757) 7 7 — A7 NM—7OHIEMEREZZRE LT,

rmon collection history RMON (RFC1757) A —H % v b OFFREOHIEERZHE L LT,

rmon event RMON (RFC1757) A X h Z A —Z7OHIEERERE L L7,

snmp-server community SNMP 2 2= 4 ICKTHT7 7RV XA NEHRELET,

snmp-server contact AIEEOERE 2 EERE LT, AREIL RFC1213 @ sysContact (Zxf b
LET,

snmp-server enginelD local SNMP = v ID fEHERE L E T,

snmp-server group SNMP ¥ =2V 5 4 ZN—TERERELET,

snmp-server host by TEREET IRy U7 EHEE (SNMP v X —Yx) 2BERLE
¥

snmp-server location AEEEZRET HLETOLMERE LE T, AREIX RFC1213 ©
sysLocation |Z&}it L E 7,

snmp-server traps N7y T ORITEERELET,

snmp-server user SNMP ¥ = V7 2 —FIEHREFZEL LT,

snmp-server view MIB t = —f§# AR ELET,

snmp trap link-status BB Y 7 T v TEEF T LIEEEIZ, BT v~ (SNMP link down

BELWup Trap) OXEEMIELET,

16.2.2 SNMPv1, SNMPVv2C [Z&k % MIB 7V 2 REFRIDERTE

[(REDHRA > K]
SNMP v % — ¥ B ASEED MIB ~DT 7 £ A& 7T 520Dk Ex LET,

[av Y FIZ&BEE]

1. (config)# access-list 1 permit 128.1.1.2 0.0.0.0
IP7 RL A 1281120607 7B AEFHFAT LT 7 AU A NOREEITVET,

2. (config)# snmp-server community ""NETWORK"™ ro 1
SNMP v~ 3 —VvDaa=7 (x4 5 MIB7 72— NEBXUEAT D772 A Y 2 N E
LET,
e 23 2=7 14 : NETWORK
e TIEARAURADN 1
e 77 A%E— R :readonly
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16.2.3 SNMPV3 (2L B MIB7U AU NDEE

[BREDRA > ~]
SNMPv3 CMIBIZ7 7 BATA7HZ, 77 ®AZHFATS5MIBAT7 V=2 NOES% MIB
Ea—& LTREL, 2—¥RAEE 7T A N —HREDE#REZ SNMP %=V 7 ¢ 2—% L LTK
ELET, 72, MIBE2—& SNMP EF = V7 42—V ARSI 572912, SNMP X2
TATN—THHELET,
(37> FIZ&BEE]
1. (config)# snmp-server view "READ_VIEW" 1.3.6.1 included
(config)# snmp-server view "READ_VIEW"™ 1.3.6.1.6.3 excluded
(config)# snmp-server view "WRITE_VIEW" 1.3.6.1.2.1.1 included
MIB b =2—%RELET,
o Y'2—4 READ_VIEW |Z internet 7 /L—>7 MIB (47> U — :1.3.6.1) Z&&HLE7,
e ' 2—4 READ_VIEW 7%*5 snmpModules 7 /v —7 MIB (#7> U — :1.3.6.1.6.3) &4 L

E
o Y2 —4 WRITE_VIEW |Z system 7 /L—7 MIB (7> VU —:1.3.6.1.2.1.1) Z&&H L £7,

2. (config)# snmp-server user "ADMIN" "ADMIN_GROUP™" v3 auth md5 ""ABC*_1234" priv
des "XYZ/+6789"

SNMP ¥ = U7 22—V EFELET,

* SNMP &% =Y 7 4 =—¥4 : ADMIN

¢« SNMP &% =Y 5 ¢ ' v—7% : ADMIN_GROUP
ZE~7'v k=L HMAC-MD5

BFE N AT — K @ ABC*_1234

e W5 ={t 7w =)L : CBC-DES

o EBAL/XA T — 1 : XYZ/+6789

i
i

3. (config)# snmp-server group "ADMIN_GROUP'" v3 priv read "READ_VIEW" write
"WRITE_VIEW"
SNMP ¥ =2 V7 4 7 V—T %R ELET,
e SNMP %=V 4 7 Vv—74% : ADMIN_GROUP
e BX VT 4 LUV BREEL Y, KR LDV
e Read £'=—4 : READ_VIEW
e Write = —%4 : WRITE_VIEW

16.2.4 SNMPv1l, SNMPV2CIZ&k B 5w TEIED

[BREDRA > k]

ki
fil}

oY T EIITTH SNMP v % — I ¥ 284k LET,

(27> FIZ&BETE]
1. (config)# snmp-server host 128.1.1.2 traps "NETWORK'™ version 1 snmp
SNMP v~ 32—V v [T N T v T2 FITT o EE LET,
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e I3 2= 14 : NETWORK
« SNMP ~5%—2 ¥ O TP 7 KL X : 128.1.1.2
c RAFTH T T EERT YT

16.2.5 SNMPV3IZ&d b5y TEEDETE

[BREDRA > H]
MIBt=z—& SNMP %= UT7 4 a2—HE2RED L, SNMPEX=2 T 4 7 V—T2REL, &b
\ICSNMP 7 v 7 E— FEaRELET,
(a7 FIZ&kBEE]
1. (config)# snmp-server view "ALL_TRAP_VIEW" * included
MIBE=2—%&ELET,
e Bz —4 ALL TRAP VIEW [Z&H 7>V U —2%EK L ET,

2. (config)# snmp-server user "ADMIN™ "ADMIN_GROUP™ v3 auth md5 ""ABC*_1234" priv
des ""XYZ/+6789"

SNMP ¥ = V72—V EFELET,

¢« SNMP &% =V 7 ¢ =—¥4 : ADMIN

e« SNMP &% = U ¢ 7 L—74% : ADMIN_GROUP
o« WFE7 1 k2L : HMAC-MD5

o FRAE/NATU— R : ABC*_1234

o W2k 7 2 =L : DES

o BEBAL/ SR T — K : XYZ/+6789

3. (config)# snmp-server group "ADMIN_GROUP'" v3 priv notify "ALL_TRAP_VIEW"
SNMP ¥ =2 V7 4 JV—T 2R ELET,
e« SNMP &%=V 7 4 7 v—7% : ADMIN_GROUP
e X2 UT LUV FRED Y, BEkd Y
e Notify v'=—4 : ALL_TRAP_VIEW

4. (config)# snmp-server host 128.1.1.2 traps "ADMIN" version 3 priv snmp
SNMPv3 IZ L > T SNMP v —Y v ITHEHE N T v T HIITT O ELX LET,
* SNMPv*—Y %@ IP 7 FL- A :128.1.1.2
* SNMP &% = V7 ¢ =—H#4 : ADMIN
e EX2UT 4LV REEH Y, KELHY
e BITTHRI v BERNT v

16.26 Y249 Ty TOHNE

AEEEIL, TNV FEELE LA =S Ry " v Z T2 — AR 0T v FERIZV v F Lzt
X2, SNMP + 7 v 7 &%ITLET, 72, a7 47— aildoTC, £1—V Ry b ¥ T =—
AL, Vo7 vy TOEGEMIEERECEE T, HIXE, =BT ARERO X S ICEEED
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FWERRIZ T R v 7EFEL, FOENOEEOY 7 FF v FOREEEMIET A Z LT, AR,
X v bU—7, BIOSNMP v % — v DA A HIHTE £9°,

[BREDRA > +]
Vo7 bTy TOBRENFITR Y b U —7 RIEOEH HFEHIE> TIRELE T,

X 16-26 Y2¥Y bS5y TOERK

BS320
FEE

e

0/3 bS5y T

01

0/1DY o7 T/ ) BEOVE 5y TEEET D
03D Ty T/ Vo UE Ty TEEELEL SNMPH—s %

ZITHE, R—ROLIZOWTE, Ry TEEETHOCT, ar7 47—y a VOREILED
DVEFAL, R=F0BIZONWTIE, FIvTEEFELRNVEIITHRELET,

(a7 FIz&kBEE]

1. (config)# interface gigabitethernet 0/3

(config-if)# no snmp trap link-status
Voo T/ VBTN Ty T REE LEE A,

2. (config-if)# exit

16.2.7 RMON A —H 3%y FER MY IL—TDHIEHIEHRDETE

[BREDRA 2 K]
RMON (RFC1757) A —¥ % v s OFEREOHIEIEREZRELET, Aa~vr FTERK32 =
MIDORENTEET, HONUD SNMP v 2=V v B L THBLERNH Y £7,
[a< Y FITKBERE]
1. (config)# interface gigabitethernet 0/4
FHEY R e A=V RX Y M ZT2—R04 DA Z T =2—AE— RITEBLET,

2. (config-if)# rmon collection history controlEntry 33 owner "NET-MANAGER™

buckets 10
R SR IE O HI I W OIF Wk BT 5, HEE OFAIER, BILOWMEREBMNT 2 KE N EKE
mELET,

o [EWHSEE 33
o RIBEHOBHSTFY 110> R Y
o REFOHAIER 7 NET-MANAGER”
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16.2.8 RMON IZ& 5% FE MIBIEDRHEF = v ¥

[BREDRA > k]

FrE D MIB OB U CEMANCEET = v 7 217V, BEZE 725 SNMP v R —2 ¥ (24 N
F AT D L OICRELET,
AN R FATHIE trap #HEET 2HE1E, HHNCH SNMP 7 v 7FE— FORENLETT,

[av Y FIZ&BEE]

1.

(config)# rmon event 3 log trap public
T I LBRRBAE L L ZIZFTTHAN FERELET,

TH kA&« 8
A X hIATHE  log, trap
Trap %52 I =2=7 14 : public

(config)# rmon alarm 12 "ifOutDiscards.3" 256111 delta rising-threshold 400000
rising-event-index 3 falling-threshold 100 falling-event-index 3 owner

NET-MANAGER"

RMON 7 7 — A7 )V— T OHliEIIERZ RO CTHRELET,

RMON 7 5 — A Z )L— 7 O HI S HRaE 5 12

MEF x> 7 %175 MIBOA 7Y =7 FRIF : ifOutDiscards.3
BET = v 7 %17 5 R ERE : 256111 F

BMET = > 7 5 20T = v 7 (delta)

5 EfEOfE : 400000

FHBEEBE L E DAY N HEOHIES 3
THEMEOME : 100

THBEEZB 27 EDA X N TEO#HNES : 3

ar T 47— g VRER OMBIER - NET-MANAGER
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16.3 AANL—I 3>

16.3.1

BHaOTUR

SNMP/RMON (2B 2iEH a~r F—EE2KROELIRLET,

%= 16-4 EHEa<TUF—E

av U R4

B

snmp lookup

PR—=FMIBA7 V=2 MHBEBIOA 727 PID Z#XKRLET,

snmp get

fEELMIBOEZRRLET,

snmp getnext

fEE L2k MIB D2 FKR L ET,

snmp walk

fEELZMIBY Y —ZF&RLET,

snmp getif

interface 7 /L —7® MIB 1 #F R L £,

snmp getroute

ipRouteTabler (IP )V —F 4 > 7T —7)) ZFRLET,

snmp getarp

ipNetToMediaTable (IP 7 KL AE#T —7 /L) 2FRLET,

snmp getforward

ipForwardTable (IP 7 4V —F 4 v /7T —7 V) #FRLET,

snmp rget

BELEYE—MNEBO MIB O R R LET,

snmp rgetnext

FEELEY E— MEEORO MIB Oz R LET,

snmp rwalk

RELZYE— MEEOMIBY U —%2 R R LET,

snmp rgetroute

FBE L2V ®— MEEO ipRouteTabler (IP /V—7 (> 7T —7)V) &HER
LET,

snmp rgetarp

FRE L7= VU £ — ME O ipNetToMediaTable (IP 7 KL A7 —T V) %
FRLET,

16.3.2 SNMP ¥ R—T ¥ EDBEEDHER

356

AEEIZ SNMP =— 0 = o MRE
DZLEEMERL T I,

HELTSNMP 72 faick s xy NU—7EFHEITH5E, K

@ Y FU—2 E®DSNMP v X — V¥ InHALEEIZH L TMIBZRETELZ &

@ FEEMNL XY FT—27 FEDOSNMP % —2 % ~SNMP O F T v 7BEEESNTWEL I L

B TIEZRIORLET, 2B, AEENPSRETCES MIBIZOW Cld~v==27/b IMIBL 77 LA
1. %R — bk MIB O | %, RIEFENSEEFEIND b T v T IZo0WTE~=27/v IMIB L7 7 L
A 42UV R—=PFF T T -PDUNNRTA—HF| %, TNENSZHL T ZE,

1. ping 2> K% SNMP v~ *— v D IP 7 RUAZBE L TEITL, REEID SNMP v 3 —T v
SLUTIPHWENRTEDLZLZMERLTLLEIY, BENTERWEAII~=2T7 NV [N F TV a—
T A THA R ZBELTIEIN,

2. SNMP w3 — U ¥ MHAEFEICKH LT MIBORENTELZ LEAMERALTIEEN, B TE R0
BOSE~=a TN [N T TNy a—T 4 7 HA K] 2BRLTLIESN,



07 H Aae

ZOFETE, AEEO o ZTHIMEREIZOW T L £,

17.1 f#s

172 av72«49L—v3y
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B HhHEE

17.1 fE2

358

ALEE CIXEEFR-CRERRR EC2EAA v -V L LCEBLET, FA Y= IERANRICHS
T21EH, EHAr & UTEBRNICRELET, ZOBRTEBOEMRESCHEEORELERTEET,

EHe ZIEEERTICRELEZES (U b)) 2RAEECESE L 7ERT, EHAYE—V LR
FONBREMINET, ERAnZ & L TENT 2BRICIIRIRTLORH Y £7,

o AL —FOBEBIOIGER vE—V

o« EAA Y-

FERI T I THEEN TRAE L EESLESEICOWTOERA JEHRE2 A v —YID ZEICHELEZET
RIESENEYNCHEA LA L ORBICRAE L AL BN A2 £ L O FERTT,

INBOu ZIFEBNICT XA MERTHEMINTWET, EEEHEIL, REa~vr FTIRb0FEH
AR TEET,

I L7 AL B o v ZIE#RIE, syslog £ % 7 =— A& LT syslog BREZ > F v F U — 27 Lo
B (UNIX U —27 27—y arhd) cigsd 2 encxEdHh %2 g7 migc, n/E#% E-Mail
EHEAL TRy hU—7 FOMEEBICKD Z b TEET, Zhboon ZHAMREEERTLZ LT, £
BoEEYERTAGAGIC0 S O—mBHENTEL LRV ET, 2, v/ ERE E-Mail TH{ET
HZEHLTEET,

EEE DD D syslog A v —VEZEFETHHERBITT A —FLTWHERA,
¥ 2

ALEE TR LTz syslog A v —3 T, RFC3164 TEFE STV 5 HEADER #3¢> HOSTNAME

MR ETT,



17. Do Hihnee

172 aAYvI749L—23ay

1721 aAvI7449Lb—3>ravy Rk—
o RRICE T Ao T s S —Yaravwy R—EEROFRITRELET,

£17-1 avI7445L—>3>av 2 K—% (syslog HAIZET BHRE)

av U R% B
logging event-kind syslog = NZREERE LT D0 7 TEROA X MEDZRELET,
logging facility v 7% syslog £ V' F 7 = —ATHNIT B0 7 7 VT 4 EHELE
kD
logging host TEROB IR ELET,
logging trap syslog — NZEExISR ETH 0 7 EROEEEZHRELET,

£17-2 avI7445L—Y3vavy F—E (E-Mall HAICEAY 5% E)

av U R4 SiEA
logging email n 7% E-Mail THAT 57200 E-Mail 7 KL A& #ELET,
logging email-event-kind E-Mail CHIIRR E T 50 JIEROA X MERIZRE L ET,
logging email-from o 7% E-Mail TH$ % E-Mail ¥ E 2% ELET,
logging email-interval n 7 G e BE-Mail THAT 2720 0%EMEERELET,
logging email-server o 7%z E-Mail TH T %728 SMTP —_DOERERE L £7,

17.2.2 B4 ® syslog HHDEKRTE
[BREDRA > ~]
syslog i UBREA EHI L C, RIXL 72w J1EW % syslog v — NZHEET 72O DOHREE LET,
(392 RICKBERRE]
1. (config)# logging host LOG_HOST
77 %KAMy LOG_HOST 58 TIZH T2 L9 ICRELET,

17.2.3 A5 M E-Mail HHDEEFE

[REDRA > R
E-Mail AEH#AEZHHAL T, BBRLEZa 7 EMRE2 Y T— bR A, PCAREICEETIZOORESL
LET,

[av Y FIZ&BEE]

1. (config)# logging email system@loghost
EEEDOA—LT FL AL LT system@loghost 7% E L £,
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sFlow #f&t (7 O—##KET) #HaE

COETE, AEBEEIT Dy D R T T 4 v 2 B ST 2 ke
T % sFlow HEHOEH & BIEF ISV TRBI L £,

18.1 f#n

182 aYv7449L—33v

183 #AXRL—L 3V
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18. sFlow #t&t (7 0—#iat) HEEE

A\Y4

18.1 f#S

18.1.1 sFlow #Et D=

sFlow ftiHZ—y R—2 o FD T 74 v 7 (Ta—) FBEPEET 2Ky NU—J DO T T 4 w7
BEZE o270, Xy hI—2 DO LERND T 7 4 v 7 ZPRER (L—2R0AAf vTF) TE=H
T HHEEETY, sFlow MaHZEEMICABR SN TCWA 7 r—#it~' e =L (RFC 3176) C, LA ¥ 2
N LAY 7T ETORGERE T R—FLTWET, sFlow #atEm (LK, sFlow /X7y b)) &%
BloTERRT HEES sFlow = L7 & (LUK, Lo X3EE) LR, =L ZEEEIZ sFlow X7 v M
EAT B2 HEE A sFlow =— Y = > F EIEONET, sFlow #at & >7o v b U — 7 #aG1 2 R OKIZR L
3

X 18-1 sFlow fistD 4y 7 —2 Er

LT AEE

=

1 V8T —REE

= D_ﬁ%}-"“‘ (ERIRGIZERE)
(v FEIBRMTERS)
BS320

. FZEE  sFlowz—>oz >k

U
AS6 AS7 =
(A1) AS : Autonomous system
X 18-2 L RATLER
BS320
aLs 4 FTFHS44
I—z b ®E ¥®E
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18. sFlow #fizt (7 O—#t5t) #HEE

AIEE D sFlow fiat=— Y = N TE=X SNERITT L7 XEBICED O, HibERET 740
HEICL ST T T A ANMTERTEET, Lo, sFlow #EHEREAZFIFT S ICiTa L 7 X2 3EE L

T T A PEREBMBETT,

£18-1 VRTLERER
BRESR
=Yz b WA EHaE L CaL sy PEBICEMS LET,

T—Vxr bR ENDHREHERZER - WE - FoRLET, SbIL, WET -4 %27
F T A PEEITEAF LET,

TS ALy BEBENORMSNDT =L 5T T T A ANMIERLET,

®E

SAVE S 1%

A% 7FIAPEEL —FEICR->TWOHEbH Y ET,

18.1.2 sFlow #titT— = > FH¥EE

AREEE D sFlow =— = > MIIE, RO _ODOERENH Y 97,

o 7u—iEt (sFlow et Cliv e —Y o7V EMpONET, LI, ZoOAFCTERLLET,) Erliike
o« A X7z —AHE (sFlow $E Tl v o 2V A LMEOET, DK, oA CRDLET,)

VERRFERE

T —Y U T IAERIERRIZIEZE AT Y b (ZL—L4) Ea—PREOEETY T AL, X7y MER
EMTLC7ua—Y A Tal s ZEBEBICHETIHMETT, DU 2 7 AERSREIZA v ¥
Tx—AfREtE T2 U TNAENTa Ly FEEEICEET HHERETT, TN ONEMAT & INEN

RERORENRLET,

X 18-3 ZO—HrFILEhHaH LTI

FEE —— [ZO0—%> 7L (705 ]
FS T4 v BEOS
(EChBEIA, EQES3HBES T4 92D TILNSEDY

(A28 2T (4287 —RHfE) ]
AV ITT—ATRET DA R FOFHT
(EREHIE - T5—OFEEH=MNIBIEHEL)

18.1.3 sFlow /Ny T4+ —< v b

ALEEN L 7 ZEEBIZEET D sFlow X7 v b (Zua—Hr T hu 37N iIZonTHEL
9, LI HEEBICEET DS 74—~y MEIRFC 3176 THEENTWE T, sFlow X7 v D7 4 —
~v FERORIIRLET,
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18. sFlow #t&t (7 O—#f&t) HEEE

18-4 sFlow /Ay fTJ74+—< v +

<« Q7042 T —la—— nEOHI AT ———

sFlow~wd | 20—H 2T ees| sO—H2 T | Do H 2T

AT EHLTL

(1) sFlow ANy 4
sFlow ~» X ~FHEINDHINEFERDEIRLET,

#1822 SFlowANYEZDIT+—< v b+

HEEE £5 B8R HiR— b
N—= g VS sFlow /X7y hDONR—=V gy (RN=V a2, 4P R—1) O
T RVAEAT sFlow =—Y = D IP # 4 7 (IPv4=1, IPv6=2) O
z—y 2k sFlow =—>Y = FDIP 7 KL X O
IP7 FL %
=l AR sFlow /X7 > hOAR T L IZHNT 5 &= O
A R BUEORH (EBEOEEBIFNSDOI V'L R) O
H K ZOGBRIEEND TV (Ta— -y E) LIy MK O
(M%] 184 sFlow /X7 v b7 —~v b OB TEn + m BT X
nE4)

(L) O : FAR—1+7T2

(2) 72a—4>2 7))L

Ta—Y%r e, ZEASATY PO, MEEANEEE T IIAREEN T EHEIND Ty hOHH
L—EDY TV THET/ry hEH L, 2L 7 X EEICEET OO T+ —~y N TT, 7
0—HY T =F LNy MINAT, A7y MAIEER TWARWER (REA 27 x2—A,
BEA L ET2—R, ASEERY) LINET LD, Hlxy NT—JEENTEET, 7u—H
TNDT —~< NERORNIRLET,

K185 Z2O—H 2 FIDIT+—< v k

+— O 70—Y TN ——lt—— nEOHI LAY T ———

sFlowAaw 4 | 2O0—HF)b|see| 2O0—H T (22T |\ hovagL Tl

J0—42TAy | BETF—4#K | BERT—2WBX |-

R T—2 F=

() 72O—H 2T~y s

Ta—H TNy FBET OB IRORITRLET,
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£183 JO0—HYUTIAYIDIT+—< v b

BREER EL] YR— b
sequence_number Tua—Y o FNVDOAERT LN 5 %&% 5 O
source_id =Y TVOEENOREEIR (G 2T 2—R) ZRT O

SNMP Interface Index
sampling_rate Ja—H NS o TR O
sample_pool AU BT == RITEE LT Ty b ORI O
drops BEIE L7 a—Y T ILDiE O
input ZfgA v ¥ 7 = — AP SNMP Interface Index, O
AU H T 2= ARRIIRIGE 0 B RE
output ¥fEA % 7 = —Z® SNMP Interface Index ¥, X

EEA VX7 2 — ARG EIT 0 2R E,

Ll O HFR—r95H X :HHR—FLARW
% AREEE TlE output Z AR — F LT\ 0 HETY,

(b) EAXT—42HHX

HAT — 42X HEADER &, IPv4 BB IOV IPv6 B 3R H Y, ZDHH—DEIFRETEE

T BEART—2HKXOT 7 4V FREIX HEADER 2 C¥, IPv4 R, IPv6 BUAfEM L7z igEIgE=

T4 b—varavry RTRELTLEIN, FEAXDO 7+ —~ v FELUBRORITRLET,

%< 18-4 HEADER &M 7 +—7w b

SLEIEH B HR—k
packet_information_type BEART =2 XD (47 (HEADER %! =1) O
header_protocol ~yF7u kaniks (ETHERNET=1) O
frame_length FVIFALDNry R O
header_length FV TN TV LDy R (T 740k 128) O
header<> P TN LIy P ONE )

(LD O FR—=1725
W IP ATy R LTI CE RWEEITIE, A7+ —<y MIRY £,
&185 IPVARDTI+—T v |

BREER L] YR— b
packet_information_type BEART =2 D& A7 (IPv4 Tl =2) O
length IPv4 /7y FORS @)
protocol IP 7o =z A7 (f: TCP=6, UDP=17) O
src_ip EETIP T RLA O
dst_ip 5aJe IP 7 K L& O
src_port EETAH— N ES O
dst_port SR — N O
tep_flags TCP 75 7 O
TOS IPDYATFHTH—E R O
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UL O : #R— T2

*18-6 IPV6EDI+—T v k

REIER HL] HR—+
packet_information_type  HAF—HERD ¥ A 7 (IPv6 i =3) O
length KL A ¥ EBRWEIPYE /7 v hORES O
protocol IP 7u h=L& A7 (f : TCP=6, UDP=17) @)
src_ip HEELIPT FLA O
dst_ip FESEIP 7 KL% @)
src_port EETLAR— FEE o
dst_port SEER— hEE O
tep_flags TCP 757 O
priority S @)

ULBD O : $#— 175
(c) #ERT—42MmH

YRR T — 2RI AL v F e V=R - = = A - 22— % - URLBO 5 R H Y 7, Lk
T=2ADT 7 4V PRETET X TOIERALZMEL, =7 ZEEICHELET, ARNT=
T4 T =2 a R VEREAETT, FEXOT7 +r—~ vy heUBORITIRLET,

187 ET—ARADIER—E

L3R T — 2 T2 A Bl HR— b
AA v F AA v FHE# (VLAN 7 &) &IEd 25, o
N—H N—2 154 (NextHop 72 &) &Y 5. O¥1%2
b sy 1H (AS HERE) ZIET 5, O 132
B 2— 1§ (TACACS/RADIUS fif##i72 &) #UIUET 5, o2
URL URL t5# (URL1§#72 L) #IET 5, oXz2

(LB O : KR —1+T2
X 1 L2 #kRF L sFlow /37 v MIZINE SN EH A,
X2 2BLLED VLAN Tag /& 7 L — AR RIT R > T2 8BE1%, sFlow 37 v MaE ST A,

£188 XA vFHDI+—<v b

®REER Hi] YR— b+
extended_information_typ VET — 2R % 4 7 (SWITCH #! =1) @)
e
src_vlan AJ17 L—2? 802.1Q VLAN ID O
src_priority AJT7 L—2 D 802.1p HEE O
dst_vlan 7 L— 2o 802.1Q VLAN ID x %
dst_priority W7 L—2m 802.1p I x %

) O FAR—=F4% X :H¥A—hLan
X RYR—bOd 0EETT,
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18.

sFlow #k

it (T 0—kaEh) Hae

HEIER B HR— b

extended_information_typ | {LiET — % FA» ¥ 7 (ROUTER %! =2) O
e
nexthop_address_type WDEEFNL—2DIP T RV AXA S O*
nexthop WORRRES L —Z D TP T KL A O*
src_mask EETT RLADT LT 4 vV A A7 Ey b O
dst_mask SEET RLADT VT 4 AR AT Ey b O

L) O : FH—+T25

WX SEET RLASOREN VT ANAREOLGEIL0 CIEIRET,

£18-10 ¥—hrozABOITA—T Y K

BEEE B HR— k

extended_information_typ | JLiET — 4B ¥ 7 (GATEWAY % =3) O
e
as AEEE D AS F 5 O
src_as FEETLD AS T =& O*1
src_peer_as AR T OB AS F 5 OX1%2
dst_as_path_len AS E#S (1 EE) o
dst_as_type AS #¥EHER (2 : AS_SEQUENCE) O
dst_as_len AS (2 [E7E) O
dst_peer_as s S~ DB AS &5 O*1
dst_as SEAED AS F OX1
communities<> ARBICT 22 2= K3 X
localpref AN B % = — A LA D X

L) O : ¥R—=rF% X :FR=FLRW

AN 1 EZEEBYA VI MREOHAIE, ASESHN O TIEESNET,
X2 AEEPOEEITLEMR LI LB O AS 5 T3, FERICEE LR AS B LR GE1H ) 7,
X3 RIR—FDD 0EETT,

#1811 A—HEOI+—< vk

BREER EL] YR— b+
extended_information_typ | yLiET — X R DO ¥ 1 7 (USER % =4) O
e
src_user_len BEETOL—FHOES O
src_user<> EETEOZ—F 4 0
dst_user_len FEle D 2 — YL D XK X
dst_user<> FE5E 0D — 4 K X

(FLBD) O FR—=FrF25 X :H+HR-FrLAaWV
X RYR— D 0 FEETT,
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#1812 URLEDI7A—<Tv b+

B®REEHR B YR— b+
extended_information_typ VET — 2o % 4 7 (URL#! =5) O
e
url_direction URL & #IR o
(source address=1, destination address=2)
url_len URL & O
url<> URL A& O

UL O : R—1rF2

(3) Ao EHY T

NGB TNE, A BT 2 —AKEHER @S LTy MO, =7 —0fihd) 2EELET,
Flo, AVE 72— AOFRLD 2Ly FERBIZEGFET I 7+ —~y MBRRESNET, v Ey T
NDT+—<y NERORNIRLET,

K186 A AHYUTILDIT+—< v k

+— O 70—Y TN ——lt—— nEOHI LAY T ———

sFlowAaw 4 | 2O0—HF)b|see| 2O0—H T (22T |\ hovagL Tl

NIV BHoTNAvE | hovas U TLER | AovEH U TILER

(@) hovEHYoTAys
BT BTNy HAETESNDOINEEROFRIR LET,

£18-13 HIUEAYBUTNUAYEDT+—T Y b

HEEB E5BA HiR—k
sequence_number B EY T IVDAERT LN 5 E& 5 O
source_id Ny BY T NVOIEBEBNOIRER (FRFEDOKR— ) &I SNMP O

Interface Index

sampling_interval L BIEEA~D T T H YT VOGN O

O O : R—FrT2
() A9 TIiER

BB TAFERNEA BT 2= AT LIS EESNE T, B2 LR E L
TRESNDINEEROBRI R LET,

#1814 HH AYUTILEHN—E

REEE Bl H#iR— b

GENERIC —f&H 7255 (counters_type=1) % 1
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BREER L] YR— b
ETHERNET A4 —H% x> Ml (counters_type=2) @)
TOKENRING =22V > 7HEE (counters_type=3) ¥ 1
FDDI FDDI #&t (counters_type=4) K1
100BaseVG VG #:5t (counters_type=5) ¥ 1
WAN WAN #iat (counters_type=6) ¥ 1
VLAN VLAN #%7t (counters_type=7) ¥ 2

(L) O HAR—r45 X :HFKR—=FLRZN
A1 AREECRY R A vV Z T2 —RF A TDDTT,
X 2 ARIEETIE VLAN EHE R —F L T EFA,

(c) horiayrFIVER

B EY T AERII A T o E Y TV L VIE SN DRENE DL Y £9, VLAN #ELIAMT
MIB TEDN TV D HFHER RFC) 12> TEEENET, HU AT T UERE L TRESNDN
REROFRIIRLET,

% 18-15 A9 r44 2 TILIER

HEIEE e H#iR— bk
GENERIC —fki 725 EE [RFC 2233 1] x
ETHERNET A —H X v MEE [RFC 2358 ZR] O*
TOKENRING b—2 ) o 7HE [RFC 1748 3R] X
FDDI FDDI ##t [RFC 1512 2] x
100BaseVG VG gk [RFC 2020 Z#] x
WAN WAN #t7t [RFC 2233 M) X
VLAN VLAN #t3t [RFC 3176 ] X

(FBD) O R—=FrF25 X :H+HR-FrLAaWV
X A —H v MEEFD 9 B ifDirection, dot3StatsSymbolErrors, ifOutUcastPkts [ZINETE R A,

18.1.4 ARIEEETOD sFlow #HEtDENMEIZDLNT

(1) sFlow #EHREDR R/ MZHETHEER

o AUEFETO sFlow #ighd, ZfE/ 7y PERE Ty PEIG Y P ELTHRVET,

o« EEMICEELHESND Ty b (T4 VI HRETHREENESNS ML) 1E, sFlow #iEHIL
EOXGH Ay b E LTROET,

« VT LT =THMAT y MRARASY b, By M sFlow SEHUEDO RSy b e LTHL

WET,
« K=bIT—V I DIT—H— rnLOREREST v M, sFlow HatIUED %5437 » b & LTHR
WET,

(2) T—AREMEIZLDTIER

* ingress fEERB L Wegress IEED EHL L THRHIN TS, sFlow /X7 v hORFIIAREEIZA->TE
RER Oy NABFPIEESNET (REBNT Y v NABFOER: ER3 TN TS, sFlow /X7 v
MIIRBENEE A, ),
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« ALETO sFlow #tahid, =537y PERLLEE ATy M 7N L Talb s SEICERE LE
To ZOMHEE, ZEMICT 4 L IEIES QoS HIEZBUE L T3 v M EBEFET HAMHETYH, 2Ly
SEBIITF L TOD LICEBET DHAEBHY 9. 7 4 VS HERES QoS BRRE L fFH 5 & =13,
Ny MRS D KM R ZHERO FEA LT IZE W, MBREE & OFRFO sFlow SREHEESAF & Ik
DRIZRLET,

3 18-16 fhiAE & G AEFD sFlow #EEHIRE S M

HaE 2{25/84 y kY sFlow #EET R BS54 A sFlow #Et xR
7 4 VA KRR PEFS R THIE SN D PERERI 2 ITUNE S Vs
QoS FERE ({51 BEFE R THIESND BEHERMBITINAE S v
QoS il (EFM) B THLIESND BT b LA X L %
B4t INEE S e IFE S e
H% AR S e AE S e

X sFlow 237w NORNEL, KREBIZAS TELRERONT y NABEBIEESIVET,
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182 aAYIJ449L—L3ay

sFlow 3T+ a7 L —Y g ravy F—EBEAROFITRLET,

%1817 aAvI4HL—3>vavU R—8

avrR4E ERER

sflow destination sFlow X7 v hO3EETHHa L 7 XEEBOIP 7 RLAZEELET,

sflow extended-information-type Ta—H T NORIERT — A B ROBEH LT LET,

sflow forward egress BE LR —FDOKE NT 7 4 v 7 % sFlow it OEExgIc LET,

sflow forward ingress BELER—FDZIENT 7 4 v 7 % sFlow it QBRI L £,

sflow max-header-size AT — 2T (sflow packet-information-type =~ K&H) [T~y &
FEREHEH L TWAEA, Yo7 A7y FOEHENS a ' —ShD KK
PA RERELET,

sflow max-packet-size sFlow /X7 v DY A & ELET,

sflow packet-information-type Ta—YrINOEAT -2 EEELET,

sflow polling-interval Ny EY TN Ea Ly ZEEANEET OMBAEREE LET,

sflow sample EEAKRICHEAT 27 ) VI HREREELET,

sflow source sFlow /N7y FDEET (=Y = B) KRESND IP T RV RAEIEE
LET,

sflow url-port-add WETF — 2T URLIEWRZ AT 5841, HTTP 237 v LMo 5
RN— h 5% 80 LISMZIBIMEE L £,

sflow version BEET D sFlow X7y hOAR—=Va VEFRELET,

18.2.2 sFlow #tEtDEKRILTERTE
(1) ZENTYFEEZITHETE
[BREDKRA > ]
sFlow gt a7 4 ' L— a VIEBEERTHEDRHRE L, EBGEMRT 2R — M 2EET 5%
ED_ONKETT, TZTEHER—=F0MAIZH LTASTL By a4 T5REEZRLET,
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18-7 R—FOADZENTY FEEZST HHEH

LA ERE
;&
IP7FFLZ 192.1.1.12
BS320 R— bk 0/1
Kb : 0/6 AE Y+ o
00 e
| Rk 0/ Ub—%  LANZA 9 F)
1 |
| - e
R—bk:0/2 R—k:0/3
c—mo [=— o] c—mQ c—mo

= = - 16bpsA —H 1y b (H—s\fERA— )
—  100MA —H Ry b
G sFlow iy DTN

1 78—y M) OFth

[a< 2 FIZkBEE]
1. (config)# sflow destination 192.1.1.12
Ly ZEFELLTIPT FL 21921112 R ELET,

2. (config)# sflow sample 512
512 Xy T EIZ N T 74 v 7 HE=H LET,

3. (config)# interface gigabitethernet 0/4
R—=h04 DA =V Xy M FTz—RaAr T 4 L— g rT—NIBITLET,

4. (config-if)# sflow forward ingress
AR— b 04 DZIF/3 » Mzt LT sFlow #itH&RE 2 A2z LET,

FEEIE]
sflow sample =~ > N THRET L4 7Y U ITRBIZONTIE, A #7772 —ADORKRIEELZERE L
TIRDDILERH Y £, 3BT, 2747 —varavr FL7 7 L2 Voll  sflow
sample] &ML T 7EE0,
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(2) EENTFY FEEZATHETE

[(BEDRA > F]
sFlow #EH#REZR, ZE Ty MERITEENT Yy FOLELLITRH L THEMTT 20NE, A%
Trx—RaAyT7 4 b—va s — RTHET D & XI|T sflow forward ingress =~ > KE 7213 sflow
forward egress 2~ RO ELLEEET I L > THRED 7, T2 TIEFR— K 0/2 B HITT
ATy VeE=STHRELTRLET,

18-8 R— bk 012 DEE/NNT Y FEEZR T HREH

aLYaEE

0

BS320 R— bk 0/1

R—+:0/6 AEE
r---

“ P
IK— b : 0/5 A=t 10/45] UL—% « LANZA 9 F)
; K ‘d]

IP7 FLZR 192.1.1.12

1
1

R—k:0/2 I-rlﬂ'f— k:0/3

H—TL—F

I | m
(AU = —— = =

= = . 1GbpsA —H3w b (H—\ERA— )
—  100MA —H Ry B
dmmm : sFlow/ Sy DTN

: 70—y B i

(37> FIZ&BEE]
1. (config)# sflow destination 192.1.1.12
aLy ZEREELTIPT RLX192.1.1.12 3% E L1,

2. (config)# sflow sample 512
512 X7y hZEIZ N T T 4 v 0 EE=H LET,

3. (config)# interface gigabitethernet 0/2
R—=F02DA—Y Xy N BT z—RaL T4 7 L—3 g F— RIIBITLET,
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4. (config-if)# sflow forward egress
AR— b 0/2 DERF /X Mzt LT sFlow #iH&REZ A2 LE T,

18.2.3 sFlow#ista> 745 L— 3 /N5 A =2 DFKEH
(1) MTU E & sFlow /85y b4 XDEAE
[BREDRA > K]
sFlow /X% v MET 7 4/ h Tl 1400byte LLF OV A XA Ta Ly ZEEFBIZEEINET, aL I ¥

FEEASOERFRO MTU ENRKE WIGE, R UCEICHE T2 Tal s ZEREICH LTI L EE
TXFET, T I TIEMTU E28 8000byte DEIFEE o L7 ZEEE NN - TV AR ELZTLBLET,

18-9 ALY ZEBEADEIEE MTU=8000byte [ZZXTE T Sl

ALY A%E
=;8 IP7 KLR 192.1.1.12
MTUE 8000byte
H— bk : 0/1
&
HR— b : 0/6 +H \
hiEE
H—k : 0/4 UL—4 - LANAA v F)

H—JFL—F
(R

= = .« : 1GbpsA —H =y b (—/EHAR—N)
— 100 —H Ry

dmmm : sFlow Sy ROFR

: 70—y B O

[a7 Y FIZkBEE]
1. (config)# sflow destination 192.1.1.12
Ly BZEBELELCIPT FLA192.1.1.12 2% E LET,

2. (config)# sflow sample 32
2NNy NZEWZ NI Ty v =X LET,

3. (config)# sflow max-packet-size 8000
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sflow /37w MY A ZDEKIE%E 8000byte (23 E L £,

4. (config)# iInterface gigabitethernet 0/4
R—=hr 04 DA—Y Xy " BT z—RaAL T 4 T b—3 g — RIIBITLET,

5. (config-if)# sflow forward ingress
R—k 0/4 DZIZ/37 v MR LT sFlow #tathE 2 Ao LE 9,

(2) IREL-VMERERD

[REDRA > K]
sFlow %7 v FDIEFRIZa L 7 4 FL—3 9 VEABELRWE T _XTIUET 5 &I > TWET,
2L, RERERED DAL, ZOEREBORLVERELZTDHZETCPUMARE FIFHZ L
MNTEET, ZITIEIPT FLAERETTVPMLERGEORELZTTR L ET,

(392 RICKBERFE]

1. (config)# sflow destination 192.1.1.12
ALy FEEELTCTIPT LA 1921112 R ELET,

2. (config)# sflow sample 512
512 %7y NI &I N T 7 4 v 7 E=H LET,

3. (config)# sflow packet-information-type ip
Ta—h N OERT 2RI IP BN ERELET,

4. (config)# sflow extended-information-type router
Tu—Y o TINDIRT 2RI —2 ] #RELET Ob—FIERETPRETEET),

5. (config)# interface gigabitethernet 0/4
R—F0ADA =Yy " FTz—RaLr T 4V L—3 3 0 F— RICBITLET,

6. (config-if)# sflow forward ingress
R— b 0/4 DZAF/37 v MTx LT sFlow fiaHEREZ AT L £

(3) sFlow /Xy FODI—C o FIP7 RFLRZETEIET S

[(BREDRA > K]
—Wxi e a Ly ZEEEE, sFlow N7y MIEENRDZ=—Vxz» M IP 7 RLADOEAEFEIZL TR—
DIEENE I DT L TWET, ZOHEBNS, sflow source =~ > KX interface loopback =~
ykfm—vlybmTva%ﬁﬁbfw&wﬁu,zvy&ﬂﬁwvﬁﬁ%%mEEwTwé
IIERRINDBENRDH Y £3, BHMICEREZ LG EIT=—Y = FIP 7 FL X EEE
L“C< 728, ZZTldloopback ICEIV ETHNAEIP T RLAEZ=—V 2 FIPT RLAELT
FIHL, L7 ZEEBICEIREERLET,

[a7 Y FIZkBE%E]

1. (config)# interface loopback 0
N—T Ry I A BT x2—AarT 47— arT— RIIBITLET,
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sFlow #t5t (7 0—#fst) #aE

2. (config-if)# ip address 176.1.1.11
N—T Ny A HF 72— IPv4 L LT176.1.1.11 ZFELET,

3. (config-if)# ipv6 address 3ffe:100::1
(config-ifH)# exit
N—T Ry I A ¥ T7x—AZIPv6 HE LT 3ffe:100:1 Z#%E L £,

4. (config)# sflow destination 192.1.1.12
Ly HZEFELLTCIPT FLA192.1.1.12 % E L £,

5. (config)# sflow sample 512
51237y hZ LI TI T4 v 7 E=H LET,

6. (config)# interface gigabitethernet 0/4
R—=h 04 DA —H Ry AV BT z2—RaL T 4T L—aF— RIIBITLET,

7. (config-if)# sflow forward ingress
R— |} 0/4 DZAZ/3 v MK LT sFlow fatiREZ AT L £ 7,

FEEIE]
loopback ® IP 7 KL A Z{# 5 5413, sflow source 2~ RTCHRETIHILETIH Y FHA, B L,
sflow source 2 <> RTIP 7 RLUAREEIN TS EZDIP T NLABELEINET,

(4) O—AhHILry FIT—YIRETO URL 1EHRINE

[(BREDRA > K]
ALE[E it sFlow #tit© URL 1E# (HTTP X7 v ) ZWEET 28H4A, SiE0FR— 1 EB L L T80
FHEZFHLTCWAERENRT 74/ MZ>TWET, LL, B—h7exy NT—7 TlER— b E&
BERRLDIFANHY T, v—hLFy NI —JBREETHTTP X7 v F DR — hF B & LT 8080
FEAHLTWAEAEOREEL T LET,

(392 RICKBERFE]

1. (config)# sflow destination 192.1.1.12
Ly HZEELLCIPT FLA192.1.1.12 R ELET,

2. (config)# sflow sample 512
5127y hZEIC NI T4 v 7 ®=H LET,

3. (config)# sflow url-port-add 8080
JEET —# BT URL 1§ & EH T 2354612, HTTP 37 v k &EHWErT 55855 K — &5 8080 %18
jjﬂ“caxﬁbij—o

4. (config)# interface gigabitethernet 0/4
A= 04 DA =YXy b ETz—RAaLrT 4 T L—arT— RICBITLET,

5. (config-if)# sflow forward ingress
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R— b 04 DZAE3% > Fxt LT sFlow #EEHEREZ A2 L7,

CEEZEIE]
RNRT A= EFRELEZHTYH, HTTP N7y bOxtg E L Todfedh— h&ES 80 FiZAZI T,

377
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18.3 AANL—I 3>

18.3.1 ERFavYFKF—%
sFlow i3 CHEHT A EH a2~ RF—EL2KOFIRLET,

% 18-18 ERaVY Y F—E&

av v R4 BzL]
show sflow sFlow #AHEREIC DWW T ORESRMF L BIERILE R TR LET,
show sflow detail sFlow HLRIHEEAEIC DUV T ORRESMT & BRI & S H A FoR LET,
clear sflow statistics sFlow #F CEHBE L TW O HtaHEREZ 7 V7 LET,
restart sflow Tu—EEt e 7T A BEESLET,
dump sflow Tu—#EH TR ST ANTIREL TWE T RNy 7R E 7 7 A VA LET,

18.3.2 ALYV ARAEELDBRIEDHESR
ARIEE T sFlow MAHEREEZ R EL T L7 X EBITEETL2HE, RO L EMHERL T,
(1) ALY 3EELDHEHER

ping 2v> K22 L 2 EED IP 7 FUAZIRE L TEIFL, AREEDD = L2 2B LT IP B(E
MTEBZEEMRL TS, BERTERVGER, =27 [RTITAva—T 4 27 HA K]
EBRLT S,

(2) sFlow /84y MEIERESR
a L7 ZEEEMT sFlow 37w FEZELTWAZ EEMER LTI EEN,

ZELTORWEAEOMIGIE, ~=a2T7 NV (8T a—TFT 40T HAF] Z2BRL TSN,

18.3.3 sFlow #fiEtHEDER P DHEE
ARIEE T sFlow FrHEREE HEH L7254, EHTOMRENBTIIIKOLORH Y £7°,

(1) sFlow /34y FEREHOHER

show sflow =+ F%&%EfT L T sFlow #aHE#a &£ L, sFlow #z1H##E T Dropped sFlow samples
(BFELTWE 7 v M) R Overflow Time of sFlow Queue (JEFE 47 v FHRR) ZHER L T 72 &0,
EBLLOMEPEMT 25E1E, ML 7 ) U ZRREERE L TN,
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X 18-10 show sflow <> FOEITHE

> show sflow

Date 2006/12/13 14:10:32 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 16:00:05

sFlow agent data :
sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets
Default actual rate : 1 per 2048 packets
Configured sFlow ingress ports : 0/2-4
Configured sFlow egress ports : -—--—-

Received sFlow samples : 37269 -DrODDed sFlow samples : 2093
Exported sFlow samples : 37269 Couldn®"t export sFlow samples : 0
Overflow time of sFlow queue: 12 seconds -1

sFlow collector data :
Collector IP address: 192.168.4.199 UDP:6343 Source IP address: 130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.130.1
Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0

1. BEFEAS y MERIBHIM L TV DA, Yo7 ) Vv ITHRORELZ RE LTI ZE0,

(2) CPU fERERDHHER

show cpu 2~ > K& EIT LT CPUBAEAF R L, AWMEHEAL T EIV, CPUEARNEWSGE
X, av 7471 —vara<y K sflowsample TH> 7V U ZRIBEFHEL T ZEN,

X 18-11 showcpu A< KDETHE

>show cpu minutes
Date 2006/12/13 14:15:37 UTC
*h*k minute *xxk

date time Ccpu average
Dec 13 14:42:00-14:42:59
Dec 13 14:43:00-14:43:59 20

Dec 13 15:41:00—15;41259 10 1

1. CPUBMAERPEmLS 2> T0DGE, o7 ) CTRBORELZ RE L TSN,

18.3.4 sFlow#st DY > 7Y U RROIAR A *
ARIEE T sFlow S REZ A L7-BE, Yo7V v RIBOFEFELE LTHROLDONH Y F97,

(1) EREE,SHAET D

sFlow #EFHSEEZ AN L T\ 524 — b @ pps % show interfaces 2~ R THER L, ZfFEX7 > b &
KB L TOWBAEAIE Mnput rate] 2/ LTLEEW, L, BE7y FEHRICLTW DA,
[Output rate] HAFLTLZEV, TOEFHMEE 100 TEI- 72, HERERDZ YTV TR E 7
VET, TOETYH 7Y IR E#RER, show sflow 2~ > RTEEEENE X 20N E I D E R L
TLEEY,

A—=h 02 ER—=FOUBIIHKLTZERTry Ve LBHAORLRERDY T TRIBOF ZRIZR L
7,
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18-12 show interfaces a7 > FDE{THE

> show interfaces gigabitethernet 0/2

Date 2006/12/24 17:18:54 UTC

NIFO:

Port2: active up 100BASE-TX full(auto) 0012.e220.ec30
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:OMbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 0.0bps 0.0pps
Input rate: 4063 .5kbps 10.3kpps
Flow control send off

Flow control receive:off

TPID:8100

> show interfaces gigabitethernet 0/3

Date 2006/12/24 17:19:34 UTC

NIFO:

Port3: active up 100BASE-TX full(auto) 0012.e220.ec31
Time-since-last-status-change:1:47:47
Bandwidth:10000kbps Average out:5Mbps Average in:5Mbps
Peak out:5Mbps at 15:44:36 Peak in:5Mbps at 15:44:18

Output rate: 4893 _5kbps 16.8kpps
Input rate: 4893 .5kbps 16.8kpps
Flow control send off

Flow control receive:off

TPID:8100

Bl e %07 v 7T
sFlow #atHERE 2 AT L TV B AR — k@ PPS A&HiE /100
(10.3kpps+16.8kpps) /100

271 ¥

EX YoYU MR E 271 TRET S L EERIL 12 TEMELET, oY U SMROEEMIL T v
T4 7 b—aravwy R sflow sample #5 M L T 7EE,

(2) FMEHRA,HET D

show sflow detail =~ > K% 34T L TR &5 Sampling rate to collector (BEHENIEA L AW H#ELE 5
TV TR OfEEY Y R E LTERE LET, BRERIT clear sflow statistics =7~ R
FFITL, LIES BT % A CTF 7 Sampling rate to collector DA E & W K& WHAIXF U FIETY
YTV TR EBRE L TS,

X 18-13 show sflow detail A< > FOEITHR

> show sflow detail

Date 2006/12/21 20:04:01 UTC

sFlow service status: enable

Progress time from sFlow statistics cleared: 8:00:05

Collector IP address: 192.168.4.203 UDP:65535 Source IP address:
130.130.130.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0
Detail data :

Max packet size: 1400 bytes

Packet information type: header

Max header size: 128 bytes

Extended information type: switch,router,gateway,user,url

Url port number: 80,8080

Sampling mode: random-number

Sampling rate to collector: 1 per 2163 packets

Target ports for CounterSample: 0/2-4




FT7iR BEEERROERE

LLDP

ZORETE, AREEICEHET SHE O I E NET H2KFETH 5 LLDP Off
A& BER IS OWTIA L E 7,

19.1 f#s

192 avI7449L—v3y

193 #AARL—v 3y
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19. LLDP

19.1 f#:R

19.1.1 =

LLDP (Link Layer Discovery Protocol) (X9 2 EEERAINET 27 1 b avTF, EH - RFIF
ICES B DG RA M BICRE X 5 Z LA B L L-MRE T,

(1) LLDP iRl

LLDP B§RE & -9~ 2 & TREREIGE L 55 L TV DB R — MIX LT, AREICET 1ERB LU%%Y
R—MIHETOERERELET, AR — FTXME LR O e EE 2 2 & THE & Bi#

FEMOERIREZIEETE L5122 7,

LLDP OB 2R OISR LEY, ZOFITIE, F—EANOKRICHRE S EAKER O REL,

1PEICRRE LA E A BHYBETEX 2 L0220 £,

19-1 LLDP MiE I

3B

LDPDU :

System [D <’

Port ID L > 2R

- L ] =
VLAN [D% & \L FEBANSEZ D
BS320 bt
> FEEA - - REES, REECO
r B B P — System 1D
el =30 o VLAN 1D
——— Port D% &

19.1.2 HKR— MMEH

Z OREREE AWV T BRERE I T A 5%, IEEE 802.1AB Draft 6 2 ~X— X [ZILIERERE & L CAERE
MEOEREZYR—FLTCVET, Y R— T 2EREROEFITRLET,

£ 19-1 LLDP THHR— +F 315

EHE E2E B
1 Time-to-Live 1B ORI
2 Chassis ID A& O
3 Port ID N— RO
4 Port description AR — MR
5 System name AEE L R
6 System description TEE FRAI
7 —  Organizationally-defined TLV extensions Ry F— - ARSI E I E D= TLV

a VLANID

BE SN TS VLAN ID

b | VLAN Address

VLAN [ZB#ESF b7 IP 7 KL

382



19. LLDP

(L) — : #dize L

LLDP THAR— M D EROFEMELLTITR L ET,

2B, MIBIZOWCid~==27/ IMIBL 77 LA #8B LTS,

(1) Time-to-Live (1E¥RDFEFEFH)

BiAn 9 5 M E ZEREM TR T 2RFME R LET,

REFRRIIZ =2 74 7L —va U TAERTEETY, UIERECHERTL L 2BBD LET,
(2) Chassis ID (ZEDHAIF)

TEE AT DM T, 2 ORBHICIT subtype 2 EFE S 4, subtype IZ X o THEIENENERD 97,
subtype & EEAREZRORICTLET,

% 19-2 Chassis ID @ subtype —&

subtype 5l EERE
1 Chassis component Entity MIB @ entPhysicalAlias &[] UfE
2 Chassis interface interface MIB @ ifAlias & [F] Ui
3 Port Entity MIB @ portEntPhysicalAlias & [f] Ufi
4 Backplane component Entity MIB @ backplaneEntPhysicalAlias & [F] Ul
5 MAC address LLDP MIB ® macAddress & [ UfE
6 Network address LLDP MIB @ networkAddress & [ UfE
7 Locally assigned LLDP MIB @ local & [/ UA#

Chassis ID IZ DWW TOFEZFEFITRD LBV TT,

5 :subtype = 5 X IEELE T, #ETDHMACT RLRFTEEE MACT FLAEMBHLET,
o BRI L7124 subtype (IZOWTZETE £7,

T — X KK : 255byte

-
il

WA W B
paflls

—_
palls

(3) PortID (7R— kEAIF)

R— FEFATHHE®RTT, ZDOEFERIZIT subtype BEFR I, subtype (2L > CTEENENERD 7,
subtype & EEAFEZROERIRLET,

% 19-3 Port ID @ subtype —&

subtype 4] EERNE
1 Port Interface MIB @ ifAlias & [A] UfE
2 Port component Entity MIB ® portEntPhysicalAlias & [A] Ui
3 Backplane component Entity MIB ® backplaneEntPhysicalAlias & [7] Ui
4 MAC address LLDP MIB ® macAddr & @ U{E
5 Network address LLDP MIB ® networkAddr & [A] UfE
6 Locally assigned LLDP MIB @ local & [7 UfE

Port ID (Z2OWTOEZESRMFIIKRD LB TT,
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19.

LLDP

o X5 : subtype = 4 FFIFIEE L E T, HFETDHMACT RLRIFFEY Port ® MAC 7 KLU AZEH L E
D

o M5 : LREITR L7242 subtype IZ DWW TZETEET,

o ZET—FHKE : 255Byte

(4) Port description (ZR— ~FEHI)

A= FOFER AR TR T, ZOERITIT subtype 1TH D EH A,

EENELLUOZERMFTRO LB T,

o EIEWNEA : nterface MIB @ ifDescr & [A] Ui

o ZET—FHKE : 255Byte

(5) System name (ZE£ )

HEAETRTIERTT, ZOEHIZIT subtype iXHV FHA,
EENEBLIORERMETIRO LB TT,

. ﬂé%lﬂﬁ [systemMIB @ sysName & [7] UA |
o {57 —Z AR EK : 255Byte

mm

(6) System description (ZEBEFEFH)
SEE O 2RI IEHR T, ZOEHRIZIE subtype 1TH Y TR A,

EENEBLUOZERMFTRO LB T,

I

EIEANE : [systemMIB @ sysDescr & [7 Ufi ]
(5T — # g KE: : 255Byte

WD
mm

(7) Organizationally-defined TLV extensions
ARYEM AL T O ®RE S R—FLTWET,
(a) VLANID

AR — FMEH T % VLAN Tag @ VLAN ID #7R LE9, Tag ZHMEREREH L TW D 854813, e
DOVLANID #RrL ¥, ZOHRITI NI v 7 R— NI RE®R T,

(b) VLAN Address

ZOERIE, FEFR—PMIBWTIP T FLAREESINTHWA VLAN DS 5, &H/NSWVLANID &
FOIPT7 RL 2% — 2R LET,

19.1.3 LLDP EHARDFEEIE

384

(1) AREZHRTEL-EERBICA#EEEZ Y R—FLEBWIEEZER LGS

WIZRTHERR & LT235A, BEEEE & OFRIRE 2 IEMICHEE LIZ WVIREBIZZ2 0 97,

o AA v FEBH LTS LSS, A v FIXLLDP ORGIHERA T LET, 2070, EEEFEL
TWVWRVWEERT, HBEERE L TERAEREZETE 20T, EEERSN TV AEBEROEHR & X

BDMF 72 72 £,
o JL— X ZfRH L CHE L7254, LLDP ORAAIHEHIIN— & THEEIND 72O LLDP #iE2 X E LT



19. LLDP

WERTIRETE EE A,

(2) fastiERICDOWNT

filik23h B 12 %R — k LT\ % Link Layer Discovery Protocol * & O #5513 T & 8 A,
TEX
Cisco Systems ft: : CDP (Cisco Discovery Protocol)
Extreme Networks #1: : EDP (Extreme Discovery Protocol)
Foundry Networks £ : FDP (Foundry Discovery Protocol)
(3) IEEE 802.1AB Fi1& & ME#EIZ DN T
AR%EE O LLDP 1% IEEE 802.1AB Draft 6 2 X— A (2% — k L7=MBHE T, IEEE 802.1AB #ikk &
DOEEREIZH O FH A,
(4) BEEEDORRHKIZONT

EE M 72V oK 50 OBRESE G A INA TE 7, RRBZ@EATHE, ZIE LA ERIIREEL £
T ABHEHDOBBELEERN S A 27 U b CTHIBR SN D R 2 MelR 272012, BEFRRIEIT— E Reflfk
BESAVET, FERIY, BRINABOBMELL BIZ72 o 7o BEEEE B MO RFFRER & [F— T 7,
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19.

LLDP

19.2 aAYvI7«449L—L3ay

LIDPO a7 4 Lb—Yara~vy RF—EE2ROFIRLET,

®19-4 avI74JL—Yarvavrr—%

av U R Bl
11dp enable A— hCLLDP OEH LB L ET,
1ldp hold-count ARYEE N E(ET D LLDP 7 L — ATk U CH G E MR T 2 R 2 08 L &
7
1ldp interval-time AAERBNET S LLDP 7 L— 20O ERBEZHEE L ET,
1ldp run HE AR T LLDP e 2 e L £,

19.2.2 LLDP MDEF

386

(1) LLDP #BEDERTE
[BREDRA > K]
LLDP #RED 2> 7 4 7 L — 3 a VFEEE SR THRELZ AT 2R E L, ERICEMRT 2K —FT
BINZT HRIEDLETT,
Z Z T, gigabitethernet 0/1 {233 C LLDP #8621 EH X &£ 9,
(a7 FIZ&kBEE]
1. (config)# 1ldp run
HeiE 224 T LLDP #REZ A L £ 9

2. (config)# interface gigabitethernet 0/1
R=h01DA =V Xy bV FTz—Rary T 4 L— g rT—NIBITLET,

3. (config-if)# 1ldp enable
AN—k 0/1 T LLDP #gEDTEA LA L £

(2) LLDP 7 L—LMiE{EfER, RIFFFEORE

[BEDHRA R
LLDP 7 L — A DXEMEAELET T2 &, EBOFEROLEEN KM SN2 HH &g cE E9, %E
MiREE< T2 EEREAR M S, LEMREELS T2 EEFORMMNELS /20 £,

[a< Y FIZ&kBEE]

1. (config)# 1ldp interval-time 60
LLDP 7 L — A DXEHEZ 60 FIIRELET,

2. (config)# 1ldp hold-count 3
ARIEE DT LT T2 B E D R FF T B HEf] % interval-time BRI OB THRE L £T, Z D8
A, 60X 3 T 180 ice v £,



19. LLDP
o ~ ~
19.3 AAXRL—2 3V
Al > E’_—
19.3.1 EHavTYV F—FE
LLDP 0iEHR =~ F—EERORIIFLET,
*19-5 EAaYUR—E
avU R Bzl
show 1ldp LLDP O EF#E L O EEEERE TR LET,
show 1ldp statistics LLDP O#iHE#RE R R LET,
clear lldp LLDP ORf#E#H%E 7 V7 LET,
clear lldp statistics LLDP O#ttEHz 27 V7 LET,
restart lldp LLDP v /7 AEHEE LET,
dump protocols 1ldp LLDP 71 27T ATEHIRL TWAEEMA < b b L—2fFHd KOs —7 v
HlE7 7 A N~HHLET,

19.3.2 LLDP [FHOERT

LLDP {E# O FE /R, EH =2~ K show lldp TfTWE 7, show lldp =~ Kix, LLDP OREFEH &
R—h T L OEERAF R LE T, show lldp detail =~ Nid, BEBEEEEOFHEMREREFERLE

jﬁo

19-2 showlldp a7 > FOEITHER

> show 1ldp

Date 2005/11/09 19:16:20 UTC

Status: Enabled Chassis ID: Type=MAC Info=0012.e268.2c21
Interval Time: 30 Hold Count: 4 TTL:120

Port Counts=3

0/1 (CH:10) Link:Up Neighbor Counts: 2
0/2 Link:Down Neighbor Counts: O
0/3 Link:Up Neighbor Counts: O

>
19-3 show lidp detail 3% > FOERTHR

> show lldp detail

Date 2005/11/09 19:16:34 UTC

Status: Enabled Chassis ID: Type= MAC Info=0012.e268.2c21
Interval Time: 30 Hold Count: 4 TTL:120

System Name: LLDP1

System Description: ALAXALA AX3630 BS320 GG-BE9LSWM1 [BS320 GG-BE9LSWM1]
Switching software Ver. 10.3 [0S-L3L]

Total Neighbor Counts=2
Port Counts=3
Port 0/1 (CH:10) Link: Up Neighbor Counts: 2
Port ID: Type=MAC Info=0012.e298.5cc0
Port Description: GigabitEther 0/1
Tag ID: Tagged=1,10-20,4094
IPv4 Address: Tagged: 10 192.168.248.240
IPv6 Address: Tagged: 20 3ffe:501:811:FF01:200:8798:5cc0:e7f4
1 TTL:110 Chassis ID: Type=MAC Info=0012_e268.2505
System Name: LLDP2

System Description: ALAXALA AX2430S AX-2430S-48T [AX2430S-48T] Switching
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19.

388

LLDP

software Ver. 10.0 [0S-L2]

Port ID: Type=MAC Info=0012.e298.dc20
Port Description: GigabitEther 0/5
Tag ID: Tagged=1,10-20,4094
IPv4 Address: Tagged: 10 192.168.248.220
TTL:100 Chassis ID: Type=MAC Info=0012.e268.2c2d
System Name: LLDP3
System Description: ALAXALA AX3630S AX-3630S-24T2X [AX3630S-24T2X] Switching

software Ver. 10.0 [0S-L3L]

Port ID: Type=MAC Info=0012.e298.7478

Port Description: GigabitEther 0/24

Tag ID: Tagged=1,10-20,4094

IPv4 Address: Tagged: 10 192.168.248.200

IPv6 Address: Tagged: 20 3ffe:501:811:FF01:200:8798:7478:e7f4

Port 0/2 Link: Down Neighbor Counts: O
Port 0/3 Link: Up Neighbor Counts: O

>



OADP

COFTETIE, AREEICHET 2HEOIFRZINEST HHEETH D OADP Ofif
A BEEIZ OV T L E 9,

20.1 figsx

202 aAvI749L—L3av

203 #ARL— 3y
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20. OADP

20.1 fE:

A\Y4

20.1.1 =

390

(1) OADP t#REDE

OADP (Octpower Auto Discovery Protocol) #iE & 1%, RIEED LA ¥ 2 LV TEIET H86E T,
OADP PDU (Protocol Data Unit) @<V & VIZ L » CTHEEEEOHREZINE L, BEpEEE ORI E
FRTEET,

Z OFEETIE, BHEEEOEBEE RN — MEHRERRT D I & THEEEE L oBRuikin 2 RS IZiE T
XAHZ D, BHEEEICe A LRy NU—IHRRAE SR LY L TY, EEROSERED
KR EHEETEE T, F72, ZOMRICEo TEREINIEFIRIE Xy MY — 7R Z HEEd 5 2 &
T, WEBENELIEHRE SN TWVENE D NEERTEET,

Biidim & U CRBat T & 2L, AEE DTN, CDP 2EEE L2MEE, OADP % 3% L2 BN
HYFEI,

(2) CDP Z{EHAEDHE

OADP #8E2Tl%, CDP (Cisco Discovery Protocol) #fEIRTx 572, CDPPDU %459 5 MiblEE &
DOEHER bR TE E4, =771, &REEIZCDPPDU 2% LxHA, CDP &%, Cisco Systems +f:
BUEED LA ¥ 2 LYV TEMES 2B SR ML 7 0 b 2T,

(3) OADP Mi&E Rl

OADP KEREA M5 = & C, Bl L 85 L TV AR — Mot LT HERE TR 5 5 LUy
A= MCBT 2 EREZREFE LT, BEESR— MIBETAERE LTUL, T34 21D, A— 1D, IP
7 RUA, VLANID 2 ER3H 0 £9, BEEENOEON CEHEREZYFR— N CRETIILET,
BALE & PR E R OBRE AR TE 2 L1t £,

OADP D i1 2 kDN R LET, ZOHITIE, F—E/VHNORRFICRHRE S - ERER OBERCIREL,
1PSICRRE LoASRIE A P OIET 5 Z L3 FREL 0D £,



20. OADP

20-1 OADP O {5l

COPE R L 1B
4B
CDP PDU :
T4 AID 3
R— R ID% & i
FREBANSRZ D
\k BS320 "_ﬁﬁ%m
AL _ FSAAID
S | 2B VLAN 1D
: R— R IDA &
' - OADPEREEE(
i Bsao FINALRID
A i REEA - - VLAN 1D
OADP PDU - e - | ™ el
F1S4 Z1D =  ODPS ik D
H—FKID FiiA ZID )
VLAN ID#z & H— R ID% &
20.1.2 HiR— ML
(1) OADP MDHHR— MLtk
OADP CTH AR — M BHTHE AR EROERIZIRLET,
% 20-1 OADP THiR— +3 BIER - T4k
EHH AR
WAL A Y LAY 2 O
LA¥3 X
OADP PDU %5(3 Hifir WA N EFY TS gy
V¥ NEERE O
OADP PDU %/E kg 5 ~ 254 B O#H T 1 B AL
OADP PDU [&# A RFH] 10 ~ 255 FPOFIFH T 1 FPHA,L
CDP A5 H&nE O
LB O : ¥ E—F X :RKFHE—F
(2) OADP TERT 5153k
OADP PDU TEHT 2 1EMERORITRLET,
% 20-2 OADP THHR— +¥ 51E#
BEE 2 B
1 Device ID B A — B AZERR T DR 1
2 Address OADP PDU # X3 54K — MIB#E#T DT RLA
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20. OADP

HE R HR B
3 Port ID OADP PDU %53 %5 AR — ~ O+
4 Capabilities BEE DORRE
5 Version AV NVE A S TN
6 Platform T N T F—2Ah
7 Duplex OADP PDU % %{23 54— b ® Duplex 1&Hi#
8 iflndex OADP PDU %453 5 7R — b @ ifIndex
9 ifSpeed OADP PDU % #4{59 % 4" — b @ ifSpeed
10 VLAN ID OADP PDU % %59 %A — ~® VLAN ID
11 ifHighSpeed OADP PDU #%#{57 %A — k@ ifHighSpeed

%159 % CDP PDU THEH S 5 mrag

@‘(\\ﬁ—o
% 20-3 CDP THR— +3 515K

PO HHERERORITFLET, HE 1~ 713 OADP PDU & &

HE 2™ B
1 Device ID SR 2 — SR 2 R
2 Address CDP PDU %ZiXET 58— MIBHET 57 FLR
3 Port ID CDP PDU % 3%(59 % R — b Okhl
4 Capabilities EE DOHEHE
5 Version A7 NV E VAt IV
6 Platform A N S
7 Duplex CDP PDU # %59 % A — k ® Duplex {##

20.1.3 OADP BN TEEIE

(1) COHAEZERTE LI-EERICC DHEEE T R—
WICRT A L LI 8her, BEBEIEE & OHERERIES EREICHYE LIC < VO RHE

FLGWAEEZER LGS
W20 F9,

o A v FHBH L THR LIZBE, A4~ FI1L OADP ORI HRE T LET, F07-0, B
LT W EEE I CREEE R & L CRMTEMRZ232Z{E TE 20T, EHEER SN TV AIEEROFH & X

BN 720 £,

o J—H EfRH L CHHE L7854, OADP OB #RITN— & THRIEIN D720 OADP #REZ % E L7-

EHTIIZETEEE A,

(2) Bais%

EDRARHEIZDOLNT

EE N2 0 &K 100 OB ERRAZ A TE £9, RREEZBA 56, 2E LciaffidEEsh

FV, ZEHEHOBEEE®RDS Z A L7 7 b THIBRS W 2 R 2 k95 72
for SAVET, RIS, BORKIUAEROBIELL B e o T2 Bl

(3) OADP ZfERY HKR—

(ZBEFER BT — T Ik
B D PRFFIRR ] & H CTd,

k@ VLAN [ZDINT

OADP |/ — MIFHE S T3 VLAN ETOADP PDU #%65%{5 L9, VLAN % %) (state
suspend 2~ K) [ZHET D & ZD VLAN TiL OADP i3E{EL £H A,
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20. OADP

(4) CDP #FREL-EEELEHZELIEEBAIZDONT

hZ v 7R — T CDP &34 U7 E L8 LT25A1E, TOFR—bOFRAT 47 VLAN % %) (state
suspend = v R) [ZL2WTLZ3, BENIERE L7254E, CDP PDUIIAME CRIEINET,

(5) CDP 2FEZE L-EEMBICH - I2 RS Y FEREBLEXBLI-BAIZDOLNT

CDP # R LB oOMIZH -7 (CDP #FmET5) L2 A v FEAREBEICE IR -HEIC, REE
T CDP %{E#AEA 32 (oadp cdp-listener =~ F) 35 &, AREEMN CDP PDU #%(5 L CHil L7
7257, CDP #HE L EBERLEABAEVWEE#TE2< 2V £9, CDP ZEHEL T (oadp

cdp-listener =~ F) L7Zgeitiuid, A% Bld CDP PDU 2%/5 L72WTHIm$T 20T, @ 2@ X
R D W& [FERIC CDP 248 L 738 B R LR B EW AR T £7,
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20. OADP

202 aAYIJ749L— 3V

OADPD a7 4 7L —ygravwy R—EE2ROFBITRLET,

£20-4 avI4L—YaravrR—

av U RE Bl
oadp cdp-listener CDP %GB L ET,
oadp enable A= BLQR®V 777V 5= a2 COADPHEZ AN LET,
oadp hold-time ARIEENEET D OADP 7 L— ATk U RS E MR 2R 2488 L £
7
oadp ignore-vlan $57E L7= VLANID 7255259 % OADP 7 L — A 2T 5B AT E L £,
oadp interval-time AREEBENEET D OADP 7 L— LAOXERBAEE L £,
oadp run TEE KT OADP #épe = Az LE T,

20.2.2 OADP M%7
(1) OADP #EEDEERTE

[(BREDRA > K]
OADP 1%%%0):1‘/74 Jl—a ATEELETHRBE AT oRE L, ERICEHRT LR —KT
AT DREVPLETT,
OADP %1%)131/711/‘?‘ MRV I T 7= a BB L TWAEAIE, A— vy R A ¥
Tz —AIH L TRELET,
Z 2 TClX, gigabitethernet 0/1 |23 C OADP #fe#EH S £ 7,

[av Y FIZ&BEE]

1. (config)# oadp run
HEE 2R T OADP BEREZ AN L £ 7,

2. (config)# interface gigabitethernet 0/1
R—=h 01 DA =YXy MM ETz2—RAL T4 T L —a = RIIBITLET,

3. (config-if)# oadp enable
AN— T 0/1 T OADP B EEA Bl L £,

CEEZEIE]
OADP 1%, BE LA — N THZ VLAN ECTEIEL £, suspend IZF%E STV 5 VLAN Tl
OADP (FEMEL £ A,

(2) OADP 7 L—LDEEMMR, RIFEBREORTE

[BREDRA > +]
OADP 7 L — 2 O%EHREAE T 5 &, EEOFEROLEN KM IN S REHEZRECXET, &E
ME2E< T L EENRRI KMEND —FHT, BEE, BEEBOANMNEEIEANDY £1,
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20. OADP

EEMRERES T5 LARMITRS RV ETHRLEORBNELS 220 £4, 8%, KRTIIEETLIN
TIH Y 8 A,

[a< Y FITLBERE]
1. (config)# oadp interval-time 60

OADP 7 L— 2D EERIBEE 60 IR E L £ 7,

2. (config)# oadp hold-time 180
ARHEE DNIKIE LT e BREEE MR PP D P 2 180 RIICERE L £,

%

=111}

(3) CDP Z{E#8ED
[BREDKRA > F]
CDP ZE#EEZ AT 5 L, OADP NENMEL TWATRTOAR— T CDP ZEHAENEME L £

D
Z ZTlE, gigabitethernet 0/1 (28 C CDP Z5#rE 2 EH I ¥ £ 7,

[37 Y FIZKBERE]

1. (config)# interface gigabitethernet 0/1
R—=Fr01DA =YXy b F T z—Rar T 4 b—arT— RIBITLET,

2. (config-if)# oadp enable
AR— bk 0/1 T OADP #fEZ AN L E T,

3. (config-if)# exit
A=V Ry M BT z—ARaL T 4T b—=YarET—RKnbla—Ular 7 0 75— RIED
7

4. (config)# oadp cdp-listener
CDP Mz AN LE T, OADP A Ei{EL TWAAR— kT CDP ZASHERENEMEL £7,

(4) OADP 7 L—LZ%EHRT 5 VLAN DERTE

[(BREDRA > F]
OADP %, FT > 7R — FTiX VLAN Tag ZfEH LT 1 A — MNIHHD OADP 7 L — A% EZ(E L
F9, T 7R— MIFE LT\ 5 VLAN 3 2 5 L @ Em b L, i ~0am g
MUET, Z{FL7= OADP 7 L — L% 4925 VLAN 2:E T 25 Z & CHEB~OAMEZIA 6N E
T

[a7 Y FIZkBEE]
1. (config)# oadp ignore-vlan 10-20
VLAN10 ~ 20 T35 L72 OADP 7 L — A% L £ 9,
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20. OADP

203 AAXNL—T 3>

20.3.1 ERaOvTVFKF—E

OADP 0EMHa~y R—E 2 ROFITRLET,

%205 EBHavYF—E

av Y R4 EL]
show oadp OADP/CDP O Ef#HF L OB EBER AR R LET,
show oadp statistics OADP/CDP #iatEHma #rx LET,
clear oadp OADP/CDP OBi#ElEHREZ 7 VT LET,
clear oadp statistics OADP/CDP O#iattE#a 27 V7 LET,
restart oadp OADP 71 /' LZHiE#E L £,
dump protocols oadp OADP 711 7' 7 L CTERILL TW DM A < b b L— 2 L O — 7 v
a7 7 A NV~ LET,

20.3.2 OADP [FHD KT
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OADP [HH D FriL, #EH =2~ F show oadp TITWFEJ, showoadp =2~ Kix, OADP O EFHH
LR— T OB GRERE T LE T, show oadp detail =~ Ri, BEEEEEOZEMABREFRL
gzj_‘o

K 20-2 showoadp a7 > FOERTHRE

> show oadp

Date 2005/11/09 19:50:20 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180

ignore vlan: 2-4,10

Enabled Port: 0/1-5,16,20

CH 10
Total Neighbor Counts=2
Local VID Holdtime Remote VID Device ID Capability Platform
0/1 0 35 0/8 0 OADP-2 RS AX3630S-24T2X
0/16 0 9 0/1 0 OADP-3 S AX2430S-48T

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGMP, r - Repeater
>



20. OADP

X 20-3 show oadp detail 3 <¥ > FOEITHE

> show oadp detail

Date 2005/11/09 19:55:52 UTC

OADP/CDP status: Enabled/Disabled Device I1D: OADP-1
Interval Time: 60 Hold Time: 180

ignhore vlan: 2-4,10

Enabled Port: 0/1-5,16,20

Total Neighbor Counts=2

Port: 0/1 VLAN ID: O

Holdtime : 6(sec)

Port 1D : 0/8 VLAN ID(TLV): O
Device 1D : OADP-2

Capabilities : Router, Switch
Platform 1 AX3630S-24T2X

Entry address(es):
IP address : 192.16.170.87
IPv6 address: fe80::200:4cff:fe71:5d1c
1fSpeed 16 Duplex : FULL
Version - ALAXALA AX3630S AX-3630S-24T2X [AX3630S-24T2X] Switching software
Ver. 10.0 [0S-L3L]

Port: 0/16 VLAN ID: O

Holdtime : 10(sec)

Port 1D : 0/1 VLAN ID(TLV): O
Device 1D : OADP-3

Capabilities : Switch

Platform 1 AX2430S-48T

Entry address(es):
IP address : 192.16.170.100
1fSpeed : 16  Duplex : FULL
Version : ALAXALA AX2430S AX-2430S-48T [AX2430S-48T] Switching software
Ver. 10.0 [0S-L2]

397






B8 R—bzx5—Ury

] —y — - NS
h—Fr25—=1)29
R=hIT7—V U, EFZETLH7 L —L20a bt —%HE LWER—
NIEETHHRETT, ZOETIE, A—FIT7—V oV OfER L EESEIC
DOWTEHLET,

21.1 &

212 av749L—v3>
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21. R—b+=5—U2J

A\Y4

21.1 fE:

21.1.1 R—F+rSIS5—Y T DHBE

Kb I7—V 71, EERT D7 L= A0 U—ERE LIWEE— b RGBT, 71—
LEAC—THILEIT—Y VT LHUET, JOBEERAILT, I7-V S LETL—0ET S
FAFRETRIET 5 LISk ST, FT 74 7 DB 24T 2 £

RETL—LBIOREETL—AICHT2I 7= 7 DENENOEFEZRORKITR L ET,

K211 R2EEIL—LDIS—YY
s5—M
e RROBE/ T
1i [2] [3] 7] 5] 6
B I T
25—F—bk ToA—FK—h
(Z{E
®21-2 FEEIL—LDIS—1Y2H
B RROBE/ T
1 [2] 3] 2] [5] 6

Ty

S—HR—k E=4—HR—F
()

mn

INLORTRTERY, NI 7 4 v 7 2ERATIHER - 2EZF—R—F LY, 37—V 7L
727 L—LDFEERE R DIMER— 2 I 5—R— k EFEONE T,

RT—R—=bBIEI T U ENTET LA TRESNET, TS OBAZE, Hje, Tk L—
AT ENE T, B, 35—V L7 L—2a1%, TTL (IPv4) 721348y 7Y I v+ (IPvE) %
WA LW TEESNET,

Fo, TE=F—FR—1 LI T—KR—NI 1Z5—] ORENTE, BHOE=F—F— o2 EFE LT
L—Apat—%, —DODIT—Hh—hr~KEFTEFET, 2L, E=F—FR—FrTabt—Lz7L—A
EBEOI TR — b ~EETHILETEERA,

R—=r I 7=V TR EHa~ R AL, S T—R—bMIZEHRLET T4V T, 71—
AW T—=NV T ENTVWDHZ L EZMER LT IEE N,

21.12 R—b+rSIS5—Y2VIDEEEIE

(1) fthiae & DHF

o B —R— FTIX, 1E0OEEIZHIRR S EEL 9,

e IJ7—F—FTiX VLANHRIB IO LAV 3WE#RENEHTEEE A, VLANERELHHE L T2
A= 27 )—, Ring Protocol, IGMP snooping/MLD snooping 7 & DFERER®, LA Y 3 i@{5H4nE
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21. R—rE25—Yvy

%HifE L35 SNMP, DHCP 72 PO b A T A,

(2) R—=+rE25—Y I/ ERABOIEEE

e R—=hrIT—V v/ Ccat—Lr7b—ui%, IT7—FR— bOEREIREZBZ CHATIZ LT
A,

ZELEZ7L—L0 FCS BARERSGE, BN 7L —AII7—) 7 ahERA,
EETZ7L—LDIT7—Y I TiE, "~ RV =zT CH#ETLI7L—LETFEIT—V T LET, VT
Y27 CREETLI7L—2 (H%, IPA T a &y M) BIT7—-V 7 LEFA, %
F7VL—bDIF7—=V 7T, A7 L—bRIPA T a U&7y NelaEDiz, §XTo
ZETL—L% 3 Vo7 LET,

EET7L—20D Uo7, 1y a PR ETEET,

EEZ7L—2DIF—Y 7 TiE, Untagged 7 L — L& EETHHAETEH, EE71L—2L0 VLAN O
Tag %> Tagged 7 L —ANIT—V 7 ENET,

REETZL—2DIT—U 7 TIE, BER— T Tag ZHHSENHRESINLTWTS, LAN EOFHT
% VLAN Tag TlE7e <, #E7 1L —24® VLAN @ Tag ##> Tagged 7 L — LRI F—V UV ENE
7

VRV

?»__
3_
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21.

R—rs35—Yvy

21.2 aAYIJ49L—>3>

R—=FrI5—V Va4 —gravy RF—EBE2ROFITRLET,

®21-1 avI74JL—Yarvavrr—%

AT U R4A B

monitor session A= IT7—=V 7 aFELET,

2122 R—FrIS5—1)25DETFE

402

R—=rIT7—=V 7 Darr74 7L —yarClE, F=X—R— eI T7—FR—FOEREEDEEE=
H—tyralb L TEHRELET, AEBEBCTHRERKA4MOE=F—t vy alZRETETET,

MABbEZLIC1I b 4Dy a v B LEEFEHLEYT, RELEZE=F—F v a  ZHIKRTIES
I, BREFOEY L a VEEELRELTHIRLET, REFAOE Yy a U FEEEZIBETDLHE, T=F—
Yo a VORERNRIIZEEINT, URIOEFE=F—t v a LV OERITE2 D £,
FoH—R— ML, BETHATAIR—FE2HELET, IT7—FR— 2T, bT 74 v 7 DRSO
W EDEDIL, 7THIAV T oA —raEELET, I7—F—FCEIFR—FrIF7—=V 7
LS DBEITTE A,
EEIZL—L2DIT—IY v IIBLIUOEZEIL—LDIT—) Tty a KR 1DE=F—t v
a IEIRETEET,
(1) ZIEEIL—LDIS—1Y
[BREDRA > +]
RETEDIA L E T2 —AFIA—Y Ry M BT 2—AT, Voo 77 VA= g THALT
WAHEAEY, B —T Xy "X 72— RAFEELET, £77, I 7—FK— P Ivlan 2%
RELTWRWR— MIFRELET,

[av Y FIZ&BEFE]

1. (config)# monitor session 2 source interface gigabitethernet 0/1 rx destination
interface gigabitethernet 0/2
TFHIAYER—F02ITHRL, 1GEY b =YXy b FT7x2—2 01 TXETLTLV—Lb%
TV UITHILERELET, By varEFRT2EMEHLET,

(2) FEIL—LDZIZ5—1Y2T

[BREDRA > +]
RETZEAIA L EZT2—RFIA— PRy A EZT=2—ZATT, Vo7 7V A= a0 THEALT
WABEAYL, WO —Y Xy hA v ¥ 72— AREBELET, 77, I7—F— MIvlan 2%
HELTORNWAR—MIFRELET, By va rFHL1 TRITAERD A,

[av Y FIZ&BEE]

1. (config)# monitor session 1 source interface gigabitethernet 0/2 tx destination
interface gigabitethernet 0/3



21. R—rE25—Yvy

TFHIA Y ER— K03 IZHKL, IGEY hA—V Ry hA X T2 —R 02 TEETIL7L—2%
TV THIEERELET, By va B F1E2EHLET,

(3) EZEIL—LDIZ—1YY

[BREDRA > +]
BRECEAA LB T2 —AFA—Y Ry M BT 2—ATY, Voo T7 7V F—arTEALT
WAHEAEY, B =YXy b X 72— RAEEELET, £77, I 7—FK— P Ivlan 2%
BELTWRWR—NMIRELET, By arBFEBEL ThRUTERY $HA,

[27 Y RIZKBERE]

1. (config)# monitor session 1 source interface gigabitethernet 0/3 both
destination interface gigabitethernet 0/1
TFTIFAFER—FOLICHERRL, 1IGEY =¥ Ry b X 72— 03 TEZETLH7L—24
EIT—U UL ERELET, By va rFHFTLIEEHLET,

(4) EHE=S4—FR—+tDZI5—-Y T

[BREDRA > K]
BEOET=F—FR— 2V A MNERATHRETEET, REFHDOY A MIR— FEBINTHZ L,
HIBR 22 b TEET,

[a< Y FIZKBEEE]

1. (config)# monitor session 1 source interface gigabitethernet 0/
2-24 ,tengigabitethernet 0/25 both destination interface gigabitethernet 0/1
TFIAFER—F0LIZHERRL, 1GEY b —HF Ry b U FT7=—2 02025 0124 5LV 10G
By A —%Ry b FT7=2—R20/26 TEZETLH7L—Lb2IT7—) 07752 LaBRELET,
TyvaryBEEI1IEFERALET,
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T8 A ZERLIRAE

T8k A ZERIRE

{14% A.1 Diff-serv

% A-1 Diff-serv Q#EHREH K VENE

HEES (RTFA)

UL gD

RFC 2474(1998 ££ 12 } )

Definition of the Differentiated Services Field(DS Field) in the IPv4 and IPv6
Headers

RFC 2475(1998 4£ 12 )

An Architecture for Differentiated Services

RFC 2597(1999 4 6 H )

Assured Forwarding PHB Group

RFC 2598(1999 4£ 6 1)

An Expedited Forwarding PHB

{14% A.2 |IEEE802.1X

%= A-2 |EEE802.1X MEJIRIEH L VENE

HEES (RTFAR)

UL gD

IEEE802.1X(2001 45 6 /)

Port-Based Network Access Control

RFC 2284(1998 £4£ 3 /)

PPP Extensible Authentication Protocol (EAP)

RFC 2865(2000 ££ 6 /)

Remote Authentication Dial In User Service (RADIUS)

RFC 2866(2000 4F 6 H )

RADIUS Accounting

RFC 2869(2000 4F 6 H )

RADIUS Extensions

RFC 3579(2003 4£ 9 1)

RADIUS Support For Extensible Authentication Protocol (EAP)

RFC 3580(2003 4£ 9 )

IEEE 802.1X Remote Authentication Dial In User Service (RADIUS) Usage
Guidelines

{18k A.3 VRRP

%= A-3 VRRP Q#EJIEKRE K VENE

BIEES (RTFR)

Rigs

RFC 2787(1999 4 6 H )

Definitions of Managed Objects for the Virtual Router Redundancy Protocol

RFC 3768(2004 4 A )

Virtual Router Redundancy Protocol

draft-ietf-vrrp-ipv6-spec-02.txt
(200243 A)

Virtual Router Redundancy Protocol for IPv6

draft-ietf-vrrp-ipv6-spec-07.txt
(2004 4= 10 H)

Virtual Router Redundancy Protocol for IPv6

draft-ietf-vrrp-unified-mib-04.t
xt

(20059 A )

Definitions of Managed Objects for the VRRP over IPv4 and IPv6
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T8 A HEHLIRME

{+4% A.4 |EEE802.3ah/UDLD

3 A-4 |EEE802.3ah/UDLD D#EHFRIE & & U EIE

REES (RTER)

Higs

IEEES802.3ah(2004 45 9 A )

Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD)
Access Method and Physical Layer Specifications

Amendment: Media Access Control Parameters, Physical Layers, and
Management Parameters for Subscriber Access Networks

{18k A5 SNMP

= A-5 SNMP QEWIRIE S L UVENE

REES (R1TER)

Higs

RFC 1155(1990 £ 5 A )

Structure and Identification of Management Information for TCP/IP-based
Internets

RFC 1157(1990 £ 5 A )

A Simple Network Management Protocol (SNMP)

RFC 1213(1991 £ 3 /)

Management Information Base for Network Management of TCP/IP-based
internets: MIB-II

RFC 1354(1992 4£ 7 /1)

IP Forwarding Table MIB

RFC 1493(1993 4£ 6 1)

Definitions of Managed Objects for Bridges

RFC 1525(1993 4£ 9 /)

Definitions of Managed Objects for Source Routing Bridges

RFC 1643(1994 4£ 7 /1)

Definitions of Managed Objects for the Ethernet-like Interface Types

RFC 1657(1994 4£ 7 /1)

Definitions of Managed Objects for the Fourth Version of the Border Gateway
Protocol (BGP-4) using SMIv2

RFC 1757(1995 4 2 A )

Remote Network Monitoring Management Information Base

RFC 1850(1995 £ 11 A )

OSPF Version2 Management Information Base

RFC 1901(1996 45 1 /)

Introduction to Community-based SNMPv2

RFC 1902(1996 4£ 1 /)

Structure of Management Information for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC 1903(1996 ££ 1 /)

Textual Conventions for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC 1904(1996 45 1 /)

Conformance Statements for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC 1905(1996 4£ 1 /)

Protocol Operations for Version 2 of the Simple Network Management Protocol
(SNMPv2)

RFC 1906(1996 £ 1 /)

Transport Mappings for Version 2 of the Simple Network Management
Protocol (SNMPv2)

RFC 1907(1996 45 1 /)

Management Information Base for Version 2 of the Simple Network
Management Protocol (SNMPv2)

RFC 1908(1996 4£ 1 /)

Coexistence between Version 1 and Version 2 of the Internet-standard
Network Management Framework

RFC 2233(1997 4£ 11 /)

The Interfaces Group MIB using SMIv2

RFC 2452(1998 ££ 12 } )

IP Version 6 Management Information Base for the Transmission Control
Protocol

RFC 2454(1998 4£ 12 1)

IP Version 6 Management Information Base for the User Datagram Protocol

RFC 2465(1998 4£ 12 1)

Management Information Base for IP Version 6: Textual Conventions and
General Group
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T8 A ZERLIRAE

RIEES (R1TER)

RiEs

RFC 2466(1998 4£ 12 1)

Management Information Base for IP Version 6: ICMPv6 Group

RFC 2578(1999 4E 4 /1)

Structure of Management Information Version 2 (SMIv2)

RFC 2579(1999 4E 4 /)

Textual Conventions for SMIv2

RFC 2580(1999 £ 4 /)

Conformance Statements for SMIv2

RFC 3410(2002 £ 12 J1)

Introduction and Applicability Statements for Internet Standard Management
Framework

RFC 3411(2002 £ 12 A )

An Architecture for Describing Simple Network Management Protocol
(SNMP) Management Frameworks

RFC 3412(2002 4 12 H )

Message Processing and Dispatching for the Simple Network Management
Protocol (SNMP)

RFC 3413(2002 ££ 12 J1)

Simple Network Management Protocol (SNMP) Applications

RFC 3414(2002 ££ 12 J1)

User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3)

RFC 3415(2002 42 12 H )

View-based Access Control Model (VACM) for the Simple Network
Management Protocol (SNMP)

RFC 3416(2002 4 12 H )

Version 2 of the Protocol Operations for the Simple Network Management
Protocol (SNMP)

RFC 3417(2002 ££ 12 H )

Transport Mappings for the Simple Network Management Protocol (SNMP)

RFC 3418(2002 ££ 12 H )

Management Information Base (MIB) for the Simple Network Management
Protocol (SNMP)

RFC 3584(2003 4 8 A )

Coexistence between Version 1, Version 2, and Version 3 of the Internet-
standard Network Management Framework

RFC 3621(2003 ££ 12 J1)

Power Ethernet MIB

{18k A6 SYSLOG

=& A-6 SYSLOG DEHLT 3REH L UVENE

REES (RTER)

R4

RFC 3164(2001 4 8 )

The BSD syslog Protocol

{F8% A.7 sFlow

= A-7 sFlow QEHREE K VEE

RuEs (RTEAR) UL EES

InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched and
Routed Networks

RFC 3176(2001 4£ 9 )

{T#% A.8 LLDP

= A-8 LLDP OEHIRIEH L VEE

REES (RTER) g4

IEEE802.1AB/D6.0(2008 4F 10 Draft Standard for Local and Metropolitan Networks: Station and Media
A) Access Control - Connectivity Discovery
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