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Alert
Problem when using unsuitable request body data for =
. . . Software Vulnerability
Cosminexus Application Server Information

Links to Security

= Affected products Organizations

[Corrective action|| Product name || Platform || Last update | Email
soft-security

@itg.hitachi.co.jp

Cosminexus Developer Version 5,
Cosminexus Application Server Version 5,

Embedded Cosminexus Server Version 5, i g il sy

Embedded Cosminexus Server Base Version 5, Windows to read Privacy Notice and to give
Cosminexus Primary Server Base Version 5, HP-UX ' your consent to the contents. If
Cosminexus Developer Light Version 6, ' you do not give your consent, you
HS05-019-01 Cosminexus Developer Standard Version 6, ?(!I);ris July 20,2006 may not be able to utilize the
Cosminexus Developer Professional Version 6, Linu services prescribed under the
Cosminexus Application Server Standard Version 6, PUTEEEES @7 (E3 11 PG e,
Cosminexus Application Server Enterprise Version 6 Only send an email to this address
) : ) ! if you are willing to give your
Cosminexus Primary Server Version 6, consent upon carefully reading
Cosminexus Primary Server Base Version 6 Privacy Notice.
Note that personal information that
is sent to this address will be
L erased as soon as the response to
= Problem description your inquiry is given, and that the
Company will not retain the
On a web application server that uses the above products, if a connection is ended FRSerE LR e
without sending the request body data in a POST request, unsuitable request body Product names of Hitachi and
data sent in a previous request may be used for executing Servlet or JSP. other manufacturers

If unsuitable request body data is used and Servlet or JSP is executed, personal
information of another user may be processed.

Hitachi Incident
Revision history Response Team

« July 20, 2006: Corrective actions page is updated.
« September 30, 2005: This page is released.

« Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures. However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice. When referencing information, please
confirm that you are referencing the latest information.

» The Web pages include information about products that are developed by non-
Hitachi software developers. Vulnerability information about those products is
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based on the information provided or disclosed by those developers. Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
developers.

« The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them. Hitachi shall not be liable for any consequences arising out of or in
connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.

« The links to other web sites are valid at the time of the release of the page.
Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee
their permanent availability.
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Problem when using unsuitable reguest body data for Cosminexus Application Server

Solution for Cosminexus Application Server

Vulnerability was found in web application servers that use Cosminexus

Application Server.

Fixed versions are available for the versions indicated below. Please upgrade the

Cosminexus version in your system to the appropriate version.

[Affected models, versions, and fixed versions)

JAPAN
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Notifications

Product name Model |[|Version |[Platform legd Rglease Last
version time update
Cosminexus Devel oper P-2443- ||05-00 - . i May 16, ||September
Version 5 1F54  |[05-05-/k [VINIOWS|05-05 L lanes™ 30, 2005
P-2443- ||05-00 - . May 16, ||September
1054 ||05-05-/K | VINAOWSI05-05-/L flonng™ ™ 130, 2005
P-9543- ||05-05 - . October 3, ||Jduly 20,

, o 1851  ||05-05-/F| LN |[05-05-/Llon0s 2006
Cosminexus Application 5-1643.105.00 April 25, |[Septemb
Server Version 5 - 7|9 Y0- . _05- prit-25, ember

1B51 ||05-05-/E HP-UX 1/05-05-/F 2005 30, 2005
P_ .
05-00 - April 25, ||September
M43~ Hos-05.m| AX (10505 o005 30, 2005
1B51
Embedded Cosminexus P-2443- ||05-05 - . September||September
Server Version 5 1054 ||05-05-/B | VINdOWS|05-05-/C 5, o005 (130, 2005
Embedded Cosminexus P-2443- ||05-05 - Windows *2) July 20,
Server Base Version 5 1G54 ||05-05-/B 2006
P-2443- . September||September
1P57 05-05 ||Windows |05-05-/A 5,2005 |30, 2005
P-1B43- . July 20,

' . 1P52 05-05 HP-UX (*2) 2006
Cosminexus Primary Server
Base Version 5 P- July 20

1M43- ||05-05 AIX (*2) 2006 '

1P52

P-9D43- . . July 20,

1P52 05-05 Solaris *2) 2006
Cosminexus Developer Light||P-2443- ||06-00 - . July 15, ||September
Version 6 1764  ||06-51-/[VINdOWS|06-70  flonos 130, 2005
Cosminexus Devel oper P-2443- {|06-00 - Windows|06-70 July 15, ||September



http://www.hitachi.com/
http://www.hitachi.co.jp/products/it/portal/global/index.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/index.html
http://www.hitachi.com/
http://www.hitachi.com/hirt/index.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/index.html
http://www.hitachi-support.com/security/index.html
http://www.hitachi.com/search-e/
http://www.hitachi.co.jp/Prod/comp/soft1/global/index.html
http://www.hitachi-support.com/security_e/index-e.html
http://www.hitachi-support.com/security_e/HStable-e.html
http://www.hitachi-support.com/security_e/index-e.html
http://www.hitachi-support.com/security_e/new-e.html
http://www.hitachi-support.com/security_e/alert_top-e.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/security/info/index.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/security/info/index.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/security/linklist.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/security/linklist.html
mailto:soft-security@itg.hitachi.co.jp
mailto:soft-security@itg.hitachi.co.jp
http://www.hitachi.co.jp/Prod/comp/soft1/global/privacy.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/privacy.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/privacy.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/trademarks/index.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/trademarks/index.html
http://www.hitachi.com/hirt/

Standard Version 6 |1B64  ||06-51-/B| I 2005 |30, 2005 |
Cosminexus Devel oper P-2443- ||06-00 - . July 15,  ||September
Professional Version 6 1F64  ||06-51-/8||VIndows06-70 ||)n00 30, 2005
P-2443-
06-00 - . July 15,  ||September
(1*'316)"4 06-51-/8|VIndows (06-70 ||, 30, 2005
P-2843- (|06-00- |[Windows 06-70 August September
1D64  ||06-51 (IPF) 31, 2005 ||30, 2005
P-9343- (|06-00 - . July 29, ||September
1061 |jog-51 || - |[06-70 Hlonos 30, 2005
P-9Vv43-(|06-00 - Linux 06-70 July 29, ||September
Server Standard Version 6 |(p-1B43-|06-00 - August  |{September
1061 ||06-50-/a | HP-UX |[06-70 31, 2005 (|30, 2005
P-1343- [|06-00- || HP-UX 06-70 August September
1D61  ||06-50-/A|| (IPF) 31, 2005 ||30, 2005
P-
06-00 - July 29, ||September
IM43- o eoial| AKX |[0670 lop0s 30, 2005
1D61
P-9D43-(|06-00 - . August September
1061 ||06-50-/a | SO1N1S 106-70 Hia1 005 130, 2005
P-2443- {|06-00 - . July 15, ||September
1K64  ||06-51-/ | Vindows 06-70 || n0c 30, 2005
P-2843- (|06-00- |[Windows 06-70 August September
1K64 ||06-51 (IPF) 31, 2005 ||30, 2005
P-9343- ||06-00 - . July 29,  |[September
1K61 ||06-51 Linwx 1/06-70 115505 30, 2005
P-9v43-[106-00- || Linux || . - [Wuly 29, ||September
, o 1K61  ||06-51 (IPF) 2005 30, 2005
Cosminexus Application 5-1843.106.00 Ao Septomb
Server Enterprise Version 6 || -|[Yo-00 - . . ugu ember
P 1K61  ||06-50-/a| HP-UX ||06-70 31, 2005 ||30, 2005
P-1J43- [|06-00- || HP-UX 06-70 August September
1K61 ||06-50-/A|| (IPF) 31, 2005 ||30, 2005
P_
06-00 - July 29, ||September
IM43- e sosal| A% |[0670 looos 30, 2005
1K 61
P-9D43-(|06-00 - . August September
1K61  ||06-50-/a| SO1S [106-70 51 S005 130, 2005
Cosminexus Primary Server ||P-2443- {|06-00 - . . July 20,
Version 6 1064 |og-50 || WVindows (*2) 2006
Cosminexus Primary Server ||P-2443- ||06-00 - . . July 29, ||September
Base Version 6 P64 |log-50 || Windows06-51 ||)n0e 30, 2005

(*1) This product is bundled with Cosminexus Collaboration and Groupmax

Collaboration.

For further details, contact your Hitachi support service representative.

(*2) For detailed information about this model, contact your Hitachi support
service representative.

For the fixed versions, contact your Hitachi support service representative.

Revision history

« July 20, 2006: Information about fixed versions and release dates of P-




943-1B51, P-2443-1G54, P-1B43-1P52, P-1M43-1P52, P-9D43-1P52,
and P-2443-1C64 is updated.

« September 30, 2005: Information about problem when using unsuitable
request body data for Cosminexus Application Server is released.

« Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures. However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice. When referencing information, please
confirm that you are referencing the latest information.

« The Web pages include information about products that are developed by non-
Hitachi software developers. Vulnerability information about those products is
based on the information provided or disclosed by those developers. Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
devel opers.

« The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them. Hitachi shall not be liable for any consequences arising out of or in
connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.

« Thelinks to other web sites are valid at the time of the release of the page.
Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee
their permanent availability.
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