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Vulnerability of JP1/VERITAS Backup Exec
» Affected products

|Corrective action|| Product name HPIatform” Last update ‘
[HS05-017-01  |[JPL/VERITAS Backup Exec||Windows||August 30, 2005|

= Problem description

The advice VERITAS Backup Exec for Windows Servers Security Advisory:
Unauthorized downloading of arbitrary files was released on the Symantec
website (formerly the VERITAS website).

Unauthorized remote attackers can exploit a vulnerability and download arbitrary
files from the above product.

Revision history

« August 30, 2005: This page is released.

Search in the Hitachi site by Google

« Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures. However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice. When referencing information, please
confirm that you are referencing the latest information.

« The Web pages include information about products that are developed by non-
Hitachi software developers. Vulnerability information about those products is
based on the information provided or disclosed by those developers. Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
developers.

« The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them. Hitachi shall not be liable for any consequences arising out of or in
connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.

« The links to other web sites are valid at the time of the release of the page.

Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee

their permanent availability.
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Notifications

Update: August 30, 2005

HS05-017;
Vulnerability of JPVVERITAS Backup Exec

Solution for JP1I/VERITAS Backup Exec

Alert
A vulnerability that might allow an unauthorized remote attacker to download N
arbitrary files was found in JPL/VERITAS Backup Exec.
Please take the corrective actions indicated below.
[Influence]
These vulnerabilities affect the media servers of JPI/VERITAS Backup Exec and
any servers for which Remote Console Agent isinstalled.
[Affected models and versions]
Product Model Version Last update
name
|07-52 |[August 30, 2005
RT-1V25-K3W110 ||07-51 |August 30, 2005
|07-50 l|August 30, 2005
s R _
>

JPL/VERITAS

Backup Exec ||RT-1V25-K3WL10 |[07-51 |[August 30, 2005
10.0 for |07-50 |August 30, 2005
Vs\é'r(‘/‘;‘r’:"s [RT-1V25-K3WE20 |[07-50  ||August 30, 2005]
[RT-1v25-K3WC10 [[07-50 |[August 30, 2005 [ H::m' ]”m]
[RT-1V25-K3WA10 |[07-50 |August 30, 2005|
[RT-1V25-K3WA20 |[07-50 |August 30, 2005|
[RT-1v25-K3WA30 |[07-50 |August 30, 2005
|o7-01 |August 30, 2005
RT-1V25-K2W110
|07-00 [|August 30, 2005
|o7-01 [|[August 30, 2005,
RT-1V25-K2WL10
JPUVERITAS |07-00 |[August 30, 2005
gﬂmp Exec |[RT-1v25-K2WE20 [[07-00  [[August 30, 2005
V\',mggws [RT-1V25-K2WC10 |(07-00 [|August 30, 2005
Servers [RT-1V25-K2WC20 |(07-00 [|[August 30, 2005
[RT-1V25-K2WA10 |[07-00 |August 30, 2005|

[RT-1V25-K2WA20 |[07-00 |August 30, 2005|
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RT-1V25-K2WA30 [[07-00 August 30, 2005
I [ IAvg |
|06-73, 06-74]|August 30, 2005
RT-1V25-K1W110
|06-72 |August 30, 2005
|06-73, 06-74]|August 30, 2005
RT-1V25-K1WL10
|06-72 [|August 30, 2005
|06-73, 06-74]|August 30, 2005
RT-1V25-K1WU10
|06-72 |August 30, 2005
|06-73, 06-74]|August 30, 2005
RT-1V25-K1WU20
JPLUVERITAS |06-72 [August 30, 2005|
Backup Exec [06-73, 06-74][August 30, 2005|
9.0 for RT-1V25-K1WU30
Windows |06-72 [|August 30, 2005,
Servers [RT-1V25-KIWC10 |[06-72 |August 30, 2005|
RT-1V25-K1WC20 |[06-72 August 30, 2005
| | [ |
[RT-1V25-K1WA10 ||06-72 [|[August 30, 2005,
[RT-1V25-K1WG10 ||06-72 |[August 30, 2005,
[RT-1V25-KIWA20 |[06-72 |August 30, 2005|
RT-1V25-K1IWG20 |[06-72 August 30, 2005
| | [ |
[RT-1v25-K1WA30 ||06-72 |August 30, 2005
[RT-1V25-K1WE20  ||06-72 [|[August 30, 2005
[RT-1V25-ANTAS126/(06-70 [|[August 30, 2005
RT-1V25-ANTAS130/(06-70 August 30, 2005
| | [ |
JPUVERITAS||RT-1V25-ANTSR104 [06-70 |August 30, 2005|
Backup Exec |[gT_1v25- ANTSR105[06-70 [August 30, 2005]
for Windows
NT/Windows |[RT-1V25-ANTNT023|(06-70 [|August 30, 2005
2000V86  ||RT-1V25-ANTNTO24/(06-70 [|August 30, 2005
[RT-1V25-ANTSR114 [06-70 |August 30, 2005|
[RT-1V25-YNTSR104[06-70 |August 30, 2005|
[RT-1V25-3NTAS126 |08-60 [|[August 30, 2005
[RT-1V25-3NTAS130 ||08-60 [|August 30, 2005
VERITAS  |[RT-1V25-3NTSR104 ||08-60 [|August 30, 2005,
Backup Exec  |[pT.1v/25-3NTSR105 [[08-60 [[August 30, 2005|
for Windows
NT/Windows |[RT-1V25-3NTNT023 |(08-60 |August 30, 2005,
2000V86  |[RT-1V25-3NTNTO024 (08-60 |August 30, 2005|
[RT-1V25-3NTSR114 ||08-60 [|August 30, 2005,
[RT-1V25-ZNTSR104 |[08-60 |August 30, 2005,
[Corrective action]

For the fixed versions, contact your Hitachi support service representative.

Revision history

« August 30, 2005: Information about the vulnerability of JPL/VERITAS
Backup Exec is released.

« Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures. However, since information about
security problems constantly changes, the contents of these Web pages are



subject to change without prior notice. When referencing information, please
confirm that you are referencing the latest information.

» The Web pages include information about products that are developed by non-
Hitachi software developers. Vulnerability information about those products is
based on the information provided or disclosed by those developers. Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
developers.

« The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them. Hitachi shall not be liable for any consequences arising out of or in
connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.

« Thelinks to other web sites are valid at the time of the release of the page.
Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee
their permanent availability.
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