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Update: October 29, 2004

Issue in Log-In Authentication of JP1/File Transmission
Server/FTP

= Affected product

|Corrective actions|| Product name |Platform|| Last update |
|HSO4-OO4-01 HJPl/FiIe Transmission Server/FTP”HP-UX HAugust 31, 2004|

» Problem description

A problem in log-in authentication may occur, when the above
product is used.

In a specific case, any user can bypass the JP1/File Transmission
Server/FTP authentication mechanism. Malicious users can gain the
administrator rights to access server files. This issue is specific to JP1
and occurs only on HP-UX running in trusted mode.

Revision history

« October 29, 2004: Problem description is added.
« August 23, 2004: This page is released.
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« Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate

information about security countermeasures. However, since information about

security problems constantly changes, the contents of these Web pages are
subject to change without prior notice. When referencing information, please
confirm that you are referencing the latest information.

« The Web pages include information about products that are developed by non-

Hitachi software developers. Vulnerability information about those products is

based on the information provided or disclosed by those developers. Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
developers.

« The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them. Hitachi shall not be liable for any consequences arising out of or in
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connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.

« The links to other web sites are valid at the time of the release of the page.
Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee
their permanent availability.
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Update: August 23, 2004

Vlissuein Log-In Authentication of JP1/File Transmission Server/FTP

Solution for JP1/File Transmission Server/FTP

A problem was found in log-in authentication of JP1/File Transmission
Server/FTP when it is used in trusted mode on HP-UX. Fixed versions are

available. Please apply the fixed version to your system.

[Affected models, versions and fixed versions|

M odel Product name Version Platform le_ed Re_lease Last
version || time update
06-00- August ||[August
/H 06-00-/ 6, 2004 ||23, 2004
06-01- 06-01- ||August |[August
P-1B41- /D HP-UX 10.20, HP- /E ||6,2004 |23, 2004
9461 06-02- UX11.0, HP-UX11i August |[August
/B 06-02- ||6, 2004 ||23, 2004
06-02- /D ||August ||August
/C 6, 2004 ||23, 2004
07-00- 07-00- ||[August ||August
JPL/File Transmission ||[/A /B ||6,2004 |23, 2004
P-1B41-||Server/FTP . August |[August
9471 07-10 ||HP-UX11.0, HP-UX11i 07-10- |[6, 2004 |23, 2004
07-10- /B ||August |[August
/A 6, 2004 ||23, 2004
: 07-00- ||August |[August
07-00 /A ||6,2004 |[23, 2004
P-1341- . August |[August
0471 07-10 HP-UX11i V2(IPF) o7-10. |16, 2004 (23, 2004
07-10- /B ||August ||August
/A 6, 2004 ||23, 2004

For the fixed versions, contact your Hitachi support service representative.

Revision history

« August 23, 2004: Information about a problem in log-in authentication of
JP1/File Transmission Server/FTPis released.
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« Hitachi, Ltd. (hereinafter referred to as "Hitachi") tries to provide accurate
information about security countermeasures. However, since information about
security problems constantly changes, the contents of these Web pages are
subject to change without prior notice. When referencing information, please
confirm that you are referencing the latest information.

« The Web pages include information about products that are developed by non-
Hitachi software developers. Vulnerability information about those products is
based on the information provided or disclosed by those developers. Although
Hitachi is careful about the accuracy and completeness of this information, the
contents of the Web pages may change depending on the changes made by the
devel opers.

« The Web pages are intended to provide vulnerability information only, and
Hitachi shall not have any legal responsibility for the information contained in
them. Hitachi shall not be liable for any consequences arising out of or in
connection with the security countermeasures or other actions that you will take
or have taken (or not taken) by yourself.

« Thelinks to other web sites are valid at the time of the release of the page.
Although Hitachi makes an effort to maintain the links, Hitachi cannot guarantee
their permanent availability.
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