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Client PCs with insufficient security are highly likely to be infected with viruses or leak confidential information. It is
possible not to allow poorly protected client PCs to connect to a network, but sometimes such measures can cause
problems for employees’ business operations.

Introdiiction toQuiarantine!System

Quickly detects client PCs that are violating the security policy!

Automatically isolates the machine, treats the problem, helps the machine and restore a
connection to the network.

Implementation of client PC Quarantine System

Distress in client PC security management Countermeasures for security threats that change daily
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JP1's Quarantine System designs the security policy according to asset management information, allowing the system
to quickly respond to new security threats.

Since client PCs with insufficient security Client PC remedy flow
countermeasures can be remedied automatically,
corporate network security level can be maintained
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Remedy and recover client PCs with security problems - ConEE R B [




The Quarantine System can be established using the following
configuration: 1 1

Quarantine System Configuration « Itis not necessary to introduce new
network equipment or change the

Quarantine Network Business Network network configuration. (Connection is

JP1 Monitoring Server JP1 Management Server controlled by software.)

* Client PCs do not require supplicant
software.

JP1/SD
SubManager

JP1/SD Manager
JP1/AIM
JP1/CSC

* Itis not necessary to request that the
client PC user perform authentication
operation (ID/password input).

JP1/Network
Monitor

% » The entire network can be monitored
(4) Remedy EEmEmmEmn > . with one machine by connecting the JP1
> Monitoring Server to the tag port of the
network switch.

 Client PCs can be used both in fixed-
address and DHCP environments.
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‘ Client PC o ]
. » JP1 Monitoring Server must be Windows
g’ ) XP or Windows Server 2003.
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JP1/SD: JP1/Software Distribution
JP1/AIM: JP1/Asset Information Manager
Image JP1/CSC: JP1/Client Security Control

Required Products

Product Name

JP1/Client Security Control - Manager
JP1/Asset Information Manager
JP1/Software Distribution Manager
JP1/Client Security Control - Agent
JP1/Network Monitor

JP1/Network Monitor - Manager
JP1/Software Distribution Client

Inquiries about these products

Feel free to contact us regarding these products:

Information service

Further information about JP1 can be found online at:

http://www.hitachi.co.jp/jpl-e
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