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If a privately owned PC that cannot be managed by the corporation is connected to the corporate network, it may cause
virus infection or leakage of classified information. This can result in a temporary halt to business, and will eventually
damage the company'’s credibility.

I Detects illegally connected PCs quickly! This protects the corporate network from security

risks.

Monitoring and forcible rejection of illegally connected PCs

impossible to watch all connection statuses.
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Corporate HEIWOT If a privately owned PC that was infected with
virus at home was connected to the corporate
network, the virus would spread causing a leak of
classified information.

‘ Because the connection status of client PCs changes from day to day, it is ’

Monitors the status of connections to the
] corporate network without placing a burden on
the administrator. This maintains a high level of
security for the entire system.

[ JP1/Network Monitor

Centrally monitors the connection status of

client PCs that are difficult for the administrator
to watch, and automatically rejects connections
by unauthorized client PCs. 2

il
Check item ® Specific switching, etc. is not required. The existing
network can be used without change.

MAC address X

IP address o ® Dedicated software is not required for each client PC.

® Also supports wireless LAN environments.
lllegally connected PC




"Monitoring of illegally connected PCs" and "Forcible rejection" protect the
corporate network and important data. The existing network environment
does not need to be changed.
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I Main functions I Features
® Monitoring of devices connected to network ® Automatic rejection of illegally connected PCs without
It is possible to monitor devices connected to the network. affecting other client PCs
Monitoring items include MAC address, IP address, MAC vendor  Automatically pinpoints and rejects illegally connected client PCs
and device name. from the network without affecting normal users.
® Rejection of illegally connected PC ® New dedicated client software is not required.
Rejects unauthorized client PCs from the application network Each client PC does not require dedicated software. This makes
automatically/manually. installation and maintenance easy. In addition, you do not need

to worry about compatibility with operating systems and

® Integrated management of monitoring networks s N .
€9 gement of monitoring netwo application processes on the monitoring target client PCs.

Centrally manages the status of each monitoring network from a

management window. ® Can be operated in the existing network

You can search connected devices and authorized devices. Can be installed irrespective of the address environment (fixed IP
or DHCP) and wired (hub, switch) or wireless environment. In
addition, it is possible to perform concentrated monitoring in

Product configuration environments supporting VLAN. No special devices are required
for monitoring. The existing system can be used as it is.
JP1/Network Monitor - Manager ® Implementing a quarantine system

[ IP1/Network Monitor | By linking with JP1/CSC, the existing system can be extended to
include a quarantine system that implements processes from
isolation to remedy of vulnerable client PCs (no patches applied

or unauthorized software installed).

Inquiries about these products

Feel free to contact us regarding these products:

Information service

Further information about JP1 can be found online at:

http://www.hitachi.co.jp/jpl-e
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