Three preventive measures! &
“Don't allow terconnect™; "Ronttrallow:
to use", "Don't overlook"

HITACHI

Inspire the Next

JPT b

The security of client PCs cannot be maintained by just leaving it in the hands of users.
To keep the security level high, the administrator needs to take the initiative to implement
security measures!
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Three "Don'ts" that will implement JP1 client security measures!
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S Don't allow illegal programs to start!

Don't allow lllegally brought in PCs
and PCs with inadequate security to
connect to the intranet network!

l Collect client operation logs! |
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(Don’t overlook!)

Log audit manager

By tracking the logs that
focus on illegal operations,
do not overlook illegal actions.

JP1 keeps client environments secure and optimizes business environments
by taking three preventive measures, “Don’t allow to connect”, “Don’t allow
to use” and “Don’t overlook.”



intranet network. forcible rejection of unauthorized PCs

® Automatically rejects illegally connected clients Product configuration

Automatically rejects illegally connected clients pinpointed within the network,
without affecting other users.
Can be operated in the existing network, requiring no new client software.

I Don’t allow illegally brought in PCs to connect to the Monitoring of unauthorized PC and

Product name
JP1/Network Monitor - Manager
[ JP1/Network Monitor

Don’t allow client PCs with inadequate security measures to .
Quarantine system

connect to the intranet network.

® Quarantine system of JP1 Product configuration

Based on the preset security policies, allows only the PCs judged “safe” to
connect to the intranet network.

PCs judged “dangerous” are sent to an isolated quarantine network and
remedied there.

Product name
JP1/Client Security Control - Manager
JP1/Software Distribution Manager
JP1/Client Security Control - Agent
JP1/Network Monitor - Manager
JP1/Network Monitor
JP1/Software Distribution Client

Suppressing the start of software and
collecting file operation logs

® Suppressing the start of software Product configuration

Suppresses the start of unauthorized software, and prohibits the illegal use

of PCs to reduce business risks.
JP1/Software Distribution Manager

® Collecting file operation logs [3P1/Software Distribution Client |

I Don't allow to use illegal programs.

Saves logs of user operations such as file copy, move, name change and
deletion and utilizes them for audit.

Collecting JP1/Software Distribution
client operation logs

® Tracing the client operation logs Product configuration
The JP1/SD logs can be audited in a comprehensive manner.

This enables the total tracing and inspection of file operations by users
(including “when”, “where”, “who”, “what”). JP1/Software Distribution Manager

' ' [ JP1/Software Distribution Client

I Don’t overlook illegal operations.

Inquiries about these products

Feel free to contact us regarding these products:

Information service

Further information about JP1 can be found online at:

http://www.hitachi.co.jp/jpl-e
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